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B.TECHCOMPUTERSCIENCE AND ENGINEERING(CYBER SECURITY)

SHORT TITLE AND COMMENCEMENT

|, This ordinance shall be called the ordinance for the 8. Tech Computer Science and
Engineering with specialization in cyber security at GNA University, Phagwarn.

Il. This ordinance shall come into force with effect from academic session 2022-23.

1. Mame of Program: B.Tech, Computer Science and Engineering (CYBER SECURITY)

2. Name of Faculty: Faculty of Engineering Design and Automation (FEDA)

3.Program Educational Objectives: The program educational objectives of B. Tech programme
of Computer Science & Engineering with specialization incyber security at GNA University are:
PEO1: High-level accomplishment of key principles and practices of computation,
mathematics and basic principles of engineering to guarantee that graduates are able to apply
thair software development skills In design and Implemantation of practical systems consisting
of saftware andfor hiardware componants.

PEOZ: Observe real-life problems and impart seience-hased angineering education to develop
professional skilis that will prepare the students for immediate employment in the industry
Graduates will be actively engaged in learning, understanding, design and applying new ideas
andtechnologies as the field evolves along with participation in creative, synthetic and
integrative activities of the relevant branch of engineering.

PEO3: Excellence in professianalism, moral and ethical conduct, understanding of social
context and interpersonal skills with adaptable communication te develop a global view
among graduates o that they can appreciate diversity in the world and in intellect ual pursuits.
3. Program Duttomes:

Thefollowing are the program outcames of the course:

Pol;Engineering Knowledge: Apply the knowledge of Mathematics, Science, Engineering
Fundamentals, and an Engineening specialization to the solution of complex engineering
problems,

Po2: Problem Analysis: Identify, formulate, review researchiiterature, and analyze complex
engineering problems reaching substantiated conclusions using first principles of

miathermatics, natural sciences, and enginegnng sciences.




Pa3: Design/Developmaent of solutions: Dasign salutians for complex engineering problems
and design system components or procosses that meat the specified needs with appropriate
consideration for tha public health and safety, and the cultural, societal, and environmantal
considerations:

Pod; Conduct investigations of complex problems: Lise research-based knowledge and
research methods Including design of experiments, analysis and Interpretation of data, and
synthesis of the information to provide valid conclusions,

Po5: Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and I T tools including prediction and modelling to complex engineering
activities with an understanding of the limitations.

Po&: The engineer and society: Apply reasoning informed by the contextual knowledge to
assess sociatal, health, safety, legaland cultural issues and the conseguant respansibilities
relevant to the professional engineering prachoe.

Po7: Environment and sustainability: Understand the impact of the professional engineering
salutionsin secietal and environmental contexts, and demaonstrate the knowledge of, and
need for sustainable development,

PoB: Ethics: Apply ethical principles and commit to professional ethics and responsibilities and
normsof the engineering practce.

Pof:Individual and team work: Function effectively as an individual, and as a member or
leader in diverse teams, and in multidisciplinary sottings.

Pol0: Communication: Communicate effectively on complex engineering activities with tha
engineering community and with society at large, such as, being able to comprehand and wnte
effective reports and design documentation, make effective prezentations, and give and
recelve clear Instructions,

Poll;Project management and finance: Demonstrate knowledge and understanding of the
engineering and management principles and apply these to one’s ownwork, asa member and
leaderina team, to manage projects and in multidisciplinary environmants,

Pol2:Life-long learning: Recognize the need for, and have the preparation-and ability to

engage in independent and life-long learning in the braadest context of technological change
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4. Program Specific Dutcome: By the completion of B.Tech CSE(CC) program the student will
have follow| g Program specific outcomes.

P501: Foundation of Computer System: Ability to understand the principles and working of
computer systems, Students can assess the hardware and software aspects of computer
systems,

PSO2: Foundations of Hardware and Software development: Ability to understand the
structure and developmant methodologies of software systems. Possess professional skills
and knowledge ofsoftware design process. Familiarity and practical competence with a broad
range of programming language and ocpen-source platforms.

P503: Foundation of basic Sciences: Ability to apply mathematical methodaolagies to solve
computation task, model real world problem using apprapriste data structure and suitable
algorithm,

PS04: Applications of Computing and Entrepreneurship Ability: Ability to use knowledge in
variaus domains to identify research gaps and hance (o provide solution to new ideas and
inmovations.

5. General Regulations for Faculty of Engineering, Design and Automation:
5.1 The Umiversity may introduce programs under Faculty of Engingering, Design and

Autamation which are specified under the UGC Act 1956, The Governing Body may approve
the introduction, sespending or phasing cut 3 program on their commendation of the
Acadermic Council either anits own or on the initiative of faculty,

5.2 The admissions ta a Faculty of Engineering, Design and Automation pregrams shall be
penerally governed by the rules of the UGC/AICTE ar another campetent authority of the
MHRED or 25 approved by Governing Body of University and shall be as notified in the admission
notification of the respective academ |c year.

5.3 The minimum entry qualification for admission to the students of Faculty of Engineering,
Design and Automation shall be such as may be laid down In the regulations or specified by the
Governing Body like Minimum guallfication for admission to the first vear program of Faculty
of Engineering, Design and Automation shall be the Senior Secondary School Certificate (1047)
examination in non-meadical, while deciding the admission procedure, the University may lay
down compulsory subjects In gualifying examination for ad mission for various programs in the

admission policy.




5.4 A student shall be required ta earn a minimum numbsr of credits through various academic
components of a curriculum, as provided for in the regulations.

5.5 & student shall be required to complete all the requirements for the award of the degree
within such period as may be specified in the regulations,

B.6 A student may be granted such scholarship a5 may be specified in accordance with the
directions of the Governing Body from time to tme or regulations laid down forthe same,

5.7 A student admitted to the programs shall be governed by the rules, regulations and
procedures framed and implemented by the University from time to time.

5.8 The students shall abide by the regulations mentioned in student handbook issued by the
Lniversity, These standing regulations shall deal with the discipline of the students in the
Hostels, Faculty, and University premises or outside, The standing orders may also deal with
such other matters as are considered necessary for the general conduct of the students’ ca-
curricularand extra-curricular activities:

5.9 In excepbonal cdrcumstances the chairman of Academic Council may, on behall of the
Council, approve amendments, modifications, Insertions or deletions of an Ordinance(s)
which in his/her opinion Is necessary or expadient for the smooth running of the program:
provided all such changes are reported approved to the Councll In its next meeting.

6. General Regulations for the B.Tech. Computer Science and Engineering (Cyber Security):
6.1 Short Titie and Commencement: These regulations shall be called regulations for the UG
program in Faculty of Engineering, Design and Automation of the University and shall come
into force an such a date as the Academic Council may approve.

6.2 Duration: The duration of the UG program leading to degree of Bachelor of Technology
shall be minimum four years and each year will camprise of two semesters, However, the
duration may be extended up-to six years from the registered batch, The maximum duration of
the programs excludes the period of withdrawal, due to medical reasons. However, it shall
include the peried of rustication ar any ather reason of discipline/academics e g. detenton,
willful absence by the student, not getting promaotion to the next class due to peor academic
performance etc, Under detention, the student shall attend the University for an additionai
semester or more Hme, asequated to period of absence/suspension,

6.3 Starting or Phasing out of Program: The University may offer such Under graduate
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programs in Engineering leading to award the degres of Bachelar of Technology, as perno men
cloture fay by the UGC/AICTE regulattons an the subject. A program may be phased out on
recommendations of the Academic Council and approval of the Governing Body, on account of
continuous low registration in the program or any other justiiable reason like becoming
absolete ete, Similacly, the Academic Councll may approve starting of a new program or
modifying the existing one on the recommendations of the Academic Council.

6.4 Admissions: Admission in Enginesring programs shall be made as per procedurs approved
by the Governing Body and may be reviewed periodically as required. Fee structure, refund
policy, total number of seats, reservation policy, and or direct entry into 1 year through lateral

entry scheme etc, shall be definedin the admission policy.
6.5 Eligibility for Admission: 10+2 (Mon -Medical) with 55% eguivalent with (4% % for

SC/ST/OBC) marks in aggregate from any recognized board. The Lateral Entry into this
programme enables candidates with 2 3 years diploma in Engineering {any stream) or an
aquivalent degres to get admitted directly to 2nd Year (3rd semester),

6.6 Semester System: The Engineering academic programs in the University shall be basad on
semaster System; namaly, evan (lan to June) and Odd (July to Dec) Semesters, in an academic
vear. The courses whather offered in regufar semester shall be evaluated as per the pollcy and
procedure lald down,

6.7 Semester Duration: Total duration of the Program shall be of four years and each year will
comprise of two semestars. |naddition, each semester shall narmally have 90working days.
7.Currlculum; The four years curriculum has been divided Into eight semesters and shall
include lectures/ tutorials/ Lab workS field works outreach activity/ project work/ viva/
seminars/ presentations/ term papers/ assignments ete. or a combination of some of these,
The curriculum will alsa include other curricular, co-curricular and extra-curricular activities as
may be prescribed by the university from tima to time.

8. Choice Based Credit System: The University has adopted Cholce Based Credit System
{CBCS), which provides an opportunity to the students to.choose courses fram the offered
courses comprising of Core, Elective, Ability Enhancement and Audit Courses, The choice-
based credit system provides a "flexible” appreach in which the students can take courses of
their choice, learn at their own pace, undergo additional courses and acquire more than the

required credits, and adopt an interdisciplinary approach to learning. Following are the types




of courses and structure for the program:

Course Categories:
L BSC: Basic Selence Courses
1. ESC! Engineering Science Courses

[1. HSMC:  Humanities and Secial Sciences including Management courses

IV, PCC: Professional core coursas

. PEC: Protessional Elective courses

Wl DEC: Dpen Elective courses

ViL MC: Mandatory courses (Audit Course)
VI PROJ: Project

I. Basic Science Courses: A Basic Science Course includes Mathematics, Physics, Chemistry and
English to all the 1st year engineering streams,

Il. Engineering Science Courses: These are the courses which are extension of basic science
course to be used in the Engineering,

il Professional Core Course: A course, which should compulsorily be studied by a candidate as
acore requirement to complete the requirement of program in as a discipline of study,

IV. Professional Elective Course: Generally, a course which can be chosen from a pool of
courses and which may be very specific or specialized or advanced of supportive to the
discipline/subject of study or which provides an extended scope, or which enables anexposure
to some other disciplineysubject/domain or nurtures the candidate’s proficiency) skills calied
an Elective Course,

i. Discipling Specific Elective {D5E) Course: The main discipline/subject of study may order
elective courses, is reférred to as Discipline Specific Elective. The University/Institute may also
order discipline related Elective courses from unrelated discipline (to be ardered by main
discipline/subject of study],

ii. Open Elective Course (DEC): An slective course chosen generally from an unrelated
discipline/subject, with an intention to add generle praficiency ta the students.

Mote: A core course ordered in a discipline/subject may be treated as an elective by other
disciplinefsubject and vice versa and such electives may also be referred to as Generic
Elective. Elective Course(s) may also be called an "Open Elective”

V. Mandatory Course (MC) or Audit Course (AC)

The introduction of two Audit courses covering subjects of developing desired athitude among
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the learners is on the line of inftfatives such as Unnat Bharat Abhivan, Yoga, Value education,
Disaster managemant, Sanskrit, Pedagogy, Constitution of India, Parsonality development
through Indian culture, Environmental Science etc

8. Medium of Instructions;

9.1. The medium of instructions and examination will be English.

8,2, Practical work/Project Work / Project Report / Dissertation / Field Wark Report / Training
Repartete., ifamy, should be presented in English.

10. Maoda:

The program Is offered in ‘Full Time' mode of study only,

11 Attendance Reguirement to be Eligible to Appear in End Semaester Examination:

a, Every student is required to attend at least 75% of the lectures delivered squaring tutorials,
practical and other prescribed curricular and co-curricular activities,

b. Dean af Faculty may glve a further relaxation of attendance up to 10% to astudent provided
that he/she has been absent with prior permission of the Dean of the Faculty for the reasons
acceptable to him/fher,

c. Further, relaxation up to 5% may be given by the Vice Chancellor to make a student eligible
under special circumstances only

d. Mo student will be zllowed to appear in the end semester examination if he/she does not
satisfy the attendance requirements. Further, the attendance shall be counted fram the date
of admission in the University or commencement of acaderm|c session whichewver is later,

e. Attendance of N.C.C/M.5.5 Camps ar Inter-Collegiate or Inter-University or Inter-State or
Internstional matches or debates or Educational Excursion or such other Inter-University
activities as approved by the authorities' invelving journeys outside the dty in which the
college is situated will not be counted as an absence, However, such absence shall not excesd
four weeks per semester of the total period of instructions. Such type of facility should not be

availed twice during the study,
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12, Credit! Fach course, except a few special audit courses, has a certain number of credits Semester | (First year)

: Teaching Examination
assigned to it depending upon its lecture, tutorialand/or Lab contact hours ina week. ::m Category c:::? Course Tile . _ﬁghﬂ;_ Tﬁ,ﬁ?ﬁﬂﬁg;ﬁi‘ sl | Gredita
L
A letter grade, corresponding to a specified number of grade points, is awarded in each course Rl
i “BI#101 Engiraenng Physics l P - o 7
far which a student is régistered, On obtaining a passing grade, the student accumulates the TETRNE: | metlohneatrbor B
BTM101  [Catculis and Lineardlgebral 3 | | &0 & 100 4
course credite as earned credits. A student's perfarmance |s measured by the number of Iz. ."ES": BTMLOY | Mathematics-l | ! | [ 4 il
" Basic Electical &
credits that he/she has earnéd and by the weighted grade point average. & minimum number 3 B BEEWOL | Eigctranies Erginearing [ : | . | o] 40 0 100 4
: 1.1
of credits should be acquired to qualify for the programs. 4| HEME EOMIOL. | English Communiation | 2 | @ | 0| 40 &o 1o :
. 1
12.1 Earned Credits {EC): The credits assigned to a course In which a student has obtainad 'D° 2| B _E’;::ﬂ: Fr““{ﬂ,rﬁ,{:ﬁ“ﬁ ofo | 2| 3o 20 50 1
- . . ' , ; Eler i ’ I
[a minimum passing grade) or a higher grade will be counted as credits earmed by him her, Any 1| &sc BEE131 Be:;:;:;:::ﬁf;:m ["'f | o | 2| = a0 50 1
course in which a student has obtalned F ar W or "I" grade will not be counted towards his/her s Ese BEs101 :ﬁﬁ’::“;;":;‘: | ilo I o | 4o &0 100 1
earned eredits. 3| HsMC comizy | PEERERTEREEN | o f o 12 | a0 0 50 1
A unit by which the course Is measured. It determines the number of hours of instruction &l g FEC Prug;:lmwngfur Proalem =] I | 3 3 30 o 2
virg Laboeatary 1
required per week, I —
4] MC EnSG0 Emvirgnmental Soenoe | | - | - 40 ik} a8 - el
Definition of Credit
it Lo (L] per wesk T credit Tatal Credits 163 | 2 | 360 EL T 740 n
1 Hr. Tutarial iT) per week 1 credit i
| 2 Hours Practical {Lab) per week 1 credit “The Course Engineering Physics (BTP101) and Enginearing Physics Lab (BTP121) are offered
13. Program Structure: As per GNA University to B. Tech [Mechanical, Civil, Aerospace, Electronics and Communication & Mechatronics
Details of Courses under B.TECH (COMPUTER SCIENCE AND ENGINEERING ) Engineering)
5.No Course Theary |[Theory & |Theory & |Practical/ Total
| &) T“‘ﬂ:l'-‘ 8 |Tutorials C | Training (D) “*The Course Semiconductor Physics {BTP102) and Semiconductor Physics Lab (RTP122) are
01, | Basic Science Courses (BSC)|  NIL Axa=2Q | gy 1x2=02 2 ) ) X
. [ :II ILTP-EIU} (LTP-002) offered to B. Tech Computer Science Engineering, B.Tech Mechanical and Automation
0z, Engineerin S'CIETIE' ML Ax2=08 | Sxd=20 | 1xl=01
Courses|{ESC) (LTP-310) [laTPl-?g%] IETFIDS??P 14 Engineering and B.Tech. Robotics and Automation Engineering).
il= wl=
[LTP-104) | (LTP-DO4} +The course Mathematics — | (BTM102) Is offered in B. Tech. Computer Science and
g3, | Humanities and Social 243=D6 MIL 2x3=05 MiL 12
| Seience Including (LTP-300) (LTP-202) Engineering only.
Managernerit Courses
[HSME)
04. | Professional Core MIL MIL 4x16=64 ML f4
Courses{PCC) {LTP-300) (LTP-302)
05. [ Professional Elective | 145=15 MIL Iud=12 MIL 7
Courses{PEC) I:LTP‘-SErﬂr (LTP-302)
06, | Open Elective Cautses[OEC}I 2u3=06 NIL MIL MIL B
| {LTP-200)
07. | Mandatory Courses(MC) 1x2=02 MIL MIL MIL 2
| {LTP-200}
08.| Project (PROJ) | NI NIL NIL 1x1=01 | &
| 3x1=03
Total Credits | 258 288 105C 80 171

B.Tech Computer Science And Engineering (Cyber Security)




GMAUNIVERSITY

Semester H (First year)
- &| eee pcsagy | | Qammstacture® o g | g 20 [ 1
ol cou E{ﬂu Examination Alparithms Eeboratory
8 =1 ] Selseme
il Category ik Coderse Title 111 p [inamat | Extamal Tatal Crodits 1| ece BCSI22 Pythan Labaratory oja|2 ang i 50 1
ineeri - =
1| Bsc BTEA00 !:;ET“':;T alilo| e B 10 a | Prol BC5300 | Irstibubicial Training: | - | - | - an . a0 s
ATRAZ0L Calculus, Grifinary g - Fundamentals ol Cybar
L) pec Differential Equations | 5 | 4 | g a0 & 100 i | Pre drerao Sexiirity il etwark Security i i P « w 1o ?
ard Compie<iariables Oigital Clrcult and
"BTMIO0T Bathermitics-|i 0y ESC BEEAZL Logic Desigr kaborstary o]a)2 30 20 50 1
1| Ese prsapy [POrS! Oriemed Programming) 3 1 o] 0 | a0 60 100 3 11 pec BSCS01 | ComputerNetworks 3| 0 | 0 | a0 80 wa | 3
Language uving C++
" Campulet Metwarks
" Erginaesing Orawimng 13 pcc BCs5EL oja|2 k1| 20 50 1
4| Ege BRAL10T s 1|0 & &0 a0 100 3 . Laboratory .
Total i1 s aa0 560 40 6
5| HasE COMIA | usiness Communication 210 ]|0 a0 &0 100 2
e ;
= witat | cnamiurs iaborsory. 10 | 0] 2 “ 26 o : Students will take online course from Pale Alto (36 hours)
Semester IV |Second year)
Workshop
T B ik {Manufacturing Practces LY B B i i = 5 g E‘:‘E !ﬂﬁm:'ﬂn“
. T r Courss e
R HSMC comaz1 ““""“:ag::‘a;:““““ olo|lz]| = 20 50 1 no| IR code PRI LT[ 7 [mtamal | cxtornat] oo | Sredie
Object Orcanted Programmisg
o, EsC BC53232 mgulg““n&[”uhmm*_n ol 2z £l ] 20 50 1 1| PCC AC5301 | Oprrating Systerms ER I di &0 100 3
| Home HVEDDL | Universsl Humanvalss |3 | o | o | a0 B0 100 3 2| sec dicesyg | Lmunand Shel ilala| 4 & 100 1
Programming
y LComputer Drganizatian
Total Credits 15| 2 | 14| 390 as0 #H50 24 3| EsC BEEE. | e ilola 40 &0 100 3
&| mag BTH402 | Disernte Mathematics | 3| 1| 0 49 &0 100 4
+The course Mathematics - 1| (BTM202) is offered in B. Tech. Computer Science and 3
5| PCT BCSA02 | Jova Programming ilda)a ] &l 100 ]
Engineering only. :
. . B E=aDEE el
Note: There shall be a summer training of 4 weeks duration at the end of Znd semester. The i
Databawe Management
7| PCC BCSE03 al g o W) &0 100 3
assessment for this will be included in the 3rd semester. Systems
- Operating Systems
: o i 8| Pec BCSAZL || nne elo|lz| 20 0 50 1
emester Il [Second year
: : a| wce posszy. | DveeManagmment | 01 a | 2 | 20 20 50 1
. Teaching En;xmn Systerms Laboratory
- Category o Coursg Tide S sl s wid Total | Credits Liriuig ard Shell
k| s L 7| ¢ |imemal | Extermal W PEC BESSIA | o ermming Labaraory © | 0 | 2 | 20 20 50 1
Data structure & Java Programaning
1| pcc BCE30T R i|e|e| 40 100 i 11| P BCSA3Z | ohoeatory ola|z ] 20 56 1
. Computer Organizatan &
2| PCC BC520% Basics of Python 3|10 0 40 100 3 13| E5C HCE333 Architecture Laoratery | © o) 2 30 20 58 1
3| esc BEF302 ﬂlc;;:'fé::&:"ﬂ ilolol| a 1% 3 Total Cradits B[1 |10 390 | 460 #50 24
¥ * Students will toke 4-6 weeks summer training in Industry after dthsemester or students
=1 a
s i e | Mateatceth, 2|3 ] 9| W ] ] Ao A have to undergo global certifications (PCCER-Palo Alto/EC Council etc) and mid term
Faundatian Caurue in evaluation will be done by an Industry Expert.
5| HsMC BOS00T |y manities (Development| 3 | 8 | 6 | 40 oy 2 by ry e
af Philasophy) Soceties)
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Semester V (Third year) 6 | pEc BEgses  [Elgctive - 0| ilo|n an £ w | 3
L' Teaching Examinarion 1 hokile Security
o Categmry T.::" Course Title i : :m m"' S ol | Credits 2 Fxhical Hacking
LT P |lntem i A BAalware= Anakysis
1| PCC ACHE0F | SoftwareEngineering | 3| 0| © a0 (e} 100 3j
Formal Lanfuage &
1| PCC BC5503 3| @@ a0 &0 100 3
Autoem ats Thaary ¢ | -PrOE BESTIL Projisct | 0| i a0 B0 1aa 3
3| PLC BOSSMM | Web Technologles | 0|0 an 60 100 E] Compliar Design
& | PCC HCSEN Labortisy L3 a0 20 &0 1
1| PLC BLSE0Y | Computer G 18] 0 n :
o ripliscs 3|l olo 4n 3 s | pec 23 Desigr and Analyizel (o | o | 2 k1) 20 (] 1
S T BT Alpotithma Laboratory
§| PEC il 1.Cryptography 3l o0 an &0 100 a Cybit Secuitity Fools
10| PoL ; v 0|06 2 30 20 S0
2 Blockshain ahd BECVEL | | sbaratery ;
Cryplocwrrencies 3 Elective-ii
Blametric and Fare 11| PEE B EShOrRAR 6| o 2 E i 20 =i i
A o Securily Sy
Retsgd ) 2| poC Matement Preparation [ @ | & | 2 10 20 50 1
5 | OEC =t o Dpen Elactiva— | ES R 40 BO 100 3
Total Credits W |6 |12 | 400 500 00 4
7| pcc sos622 ﬁ::m Emglne=ting | g | g | 2] =2 0 5 1
Ty Semester VIl [Fourth year)
8| eec B8535 mﬁ“‘;"‘"“"’“‘ ofo|a &0 100 ! Taaching Expminatian
alory (3 Course Schame Scheme
: No  CRWESTY Coda Coursa Title -~ Totod | Credits
a9 | PROM BLEE00 | Surnmer Intermship® - A0 20 1y 2 L| T P |Mnem Extwmal
il eee — E ~vasereery | 5 [0 b s af &0 100 1 1| ‘PEC 8o5701 | Artifical intelligenee | 3 | p| @ &0 B 100 3
1| pee a0% G2e E:h";'::::f“"h'“ ol otz 1 m 50 1 3| poc nCsg42 | Cemputar Yision a|lo|o 40 B 100 E]
Facement PE Hr DEvoRs
13 Praparation — | oloal2] - SU% ] Wi iy M b 2 10 :
Total Eredits 18| 0 | 10| 230 630 | 1000 11 a| eec piEses | ilo|a a0 B 100 3
. ~ 2. Dala Warehousin
LOEnts may o T & [1E ans h and Wi
* Student for global certifications (AWS CCP gz
1 Destributed Darabaseq
Semester V| (Third year) 4 Datn Analyhos|AWE)
aching Examination 5| PEC BCS*® | Disctive-v
51, Eategnry Course G Tide ?ahaml Sd'::ll = 1. Matiral Languisgs 3| ¥ 0 b = e 3
ey Code L| 7| p |intermal | External Pracassng| AWS]
2, Digital image Processing
E Metwork-Socurity and
1 BYC T
e CYEOR | Cybier Security Tools ilo|lo an (=] i el Crypkcgrpy
2| moc AC5601 | Compiter Desdgn ER ] a0 B0 100 3 DEC 8C5*** | Qpen Fchve =1 ilele &0 6O 1043 3
Pasign and Analysis
ip PCC BsEm of Algorithrms F|D]0 40 (] 100 3 PROS BEZTI hajar Praject R 50 50 100 El
Enbarpir b Seeuelty
4| PEC BEsY e “m‘;mwmmﬂ,men 1|00 40 G0 10 k| PROIE BESIOD | Summes Internship® [ - [ - | - 50 50 100 bl
Electm - i .
5| peC gorrer | f CewibutsdDatmbass | 3| 0| 6 40 60 10 3 poE arsyiy. | Artificial intelligence . || 5 | g 30 20 50 1
Security Labaratary
2. Cybur Lowand &
el PEE Besgyy | COMAULE! Visan ooz | a2 20 50 1
3. Eacurmy of aBabag
" Wulrerabils sAmernd wnd
= Bazed mystems FEL BTEVTAL |nuratpacion g tadurmmaey| © | O | 2 an 0 5 1
Total Credits 1| o |22 | 430 520 S50 26

= Studenis will take minmum of 4 wesaks summeas trameg in industry gfler & th semester or
Global Carificalicns (Assotuls Leval)
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Semester VIl [Fourth year) LIST OF ELECTIVES
s i 'I‘sv‘ldar:ﬂnn Esamination Elective—
"| category i Course Tt i iy Tetal | Credi Ehiii
iy s L| 1| » | internsl | Extemal o R e Course Tite
1| PR BICSEOL | Semester Training 0l0| o 500 SO0 100g 16
M.A ! RTCYS0Y | Cryptagraghy
Tortal Credits 18| 0 | 10 430 630 Ioon 16 T
B r BTCYS0OE | Blockehain and Cryptacurmdneis
| Gcwsgn | Blemetne and Face Recagnifian
A E Sacurity System
Elective —1I
Pre Raquisite i Coisrss Tiile
MLA BTCFEGZ | Detributed Databaie Secwmty
M.A BTCYEO3 | Cyber Law and Secutity Avditing
M.A [ BTCYEOE | Security of e-nased systems
1
Elective =llI
Fre Reguisite hafe Coursa Title
MA BCsRA] Mrhile Serurity
/I BLSEAS Erhical Hacking
[T HTCYEDS | Maliare Analysiv
Efective —IV
Fre Requisite COULE Course Titls
M.A nCs7az Cybar Crimn inyeatigatign and Digital Forengc
[T ATCYTDT | Sywrem and Metwark Secwnily
M4 BTCYY0M | Spoial Media Security
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Elective-W
Pre Rrquisite o Courss Titla
MN.A BLsvay Inrasion Dertschion System
N.& BICY P05 | CyberSpace Operataons and Design
NA BRCYPOR | Computer secunty and awdit Assurance
LIST OF DPEM ELECTIVES
Open Elective—& I
5t Mo, fomiog Course Title S I S I "
Code
1 BEEDSG enteract af Things F | 0 0 3
2 VAEDAL ‘alues and Ethics 3 1] [1} 3
3 FRAEQIL Furedammntals of Management far Engineen El o o 3
1 As0pa01 BAAT AN for Enginaars 3 [ 0 3
[ BEOPADZ Content Management System 3 /] a k|
I BS0pPA0S Digital Marketing E| 1] a 3
3 EYaATE Dt Met Technalogies 3 o o E|
B BEOPA0S Stansticy lar Engincers 1 [ a |

14. Minar/Major Project:

The objective of Minor/Major Project is to enable the student to take up investgative study in
the broad field of Computer Science and Englneering, elther fully theoretical/practical or
involving both thearetical and practical wark to. be assigned by the Department on an
individual basis or two/three students in a group, under the guidance of a supervisor, This is
expactad to provide a good initiation for the student(s} in RED work. The assignmeant to
normally include:

1. Survey and study of published literature on the assigned topic;

2. Working out & preliminary Approach to the Problam relating to the assigned topic;

3, Conducting preliminary Development/fanalysis/ Modeling/ Simulaton/ Experiment/
Design/ Feasibility;

A. Preparing a Written Report an the Study conducted for presentation to the Department;
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5. Final Seminar, as orzl Presentation before a departmental committee,

The ohjective of Major Project is to enable the student to extend Turther the investigative
study taken up under Minor Project; elther fully theoretical/practical or Involving both
thearetical and practical work, under the guidance of a Supervisor from the Department alone
or jointly with a Supervisor drawn from RED iaboratory/findustry,

14.1 Trainings: The 4 weeks in-house/summer and &8 weeks summer internships are
mandatary before completion of the course. This will equip the students with practical
understanding and training about industry practices in a suitable industry or organization,

14.2 Examination/ Evaluation System:

a) Internal Assessment, which includes attendance, mid semeaster examination and/or other
components (Praject 1, Project 2, Mid Term Exam, Attendance, Class Test] carrying a weight
age of 405 This iz applicable for all theory courses,

b} Practical Courses: The examination/svaluation criteria of the practical courses shall be
decided by the respective faculty memiber and wherever reguired on the availability of the
external expertsfvisiting faculty, Faculty may setfdesign the practical exercises cut.of any
marks but the overall weight age shall be in pre-defined percentage, which the concerned
faculty/course coordinator shall announce in the frst class of the semeaster and upload on the
GU-MS. Methodalogy for evaluation of Lab component may include day to day work, lab
records, quantity/quality of work and Viva/Seminar/Practical as may be decided.

¢] External Assessmenti.e., End Semester Examination, carrying a weight age of 60%.

a) End Semester Examination: Controller of Examination shall conduct these examinations.
The University shall release the examination dates and schedute.

b) Similar division of marks may be created for special courses like Major Projects, seminars,
term papers, internshipete. by respective faculty but same shall alsa be predefined.

¢) Every student has to score at least 25% marks 2ach in Continuous Assessment and End
Semestar examination. The minimum pass percentage is 40% in ageregate. Incase a student
seares more than 25% each in Continuous Assessment and End Semester Examination, but
overall percentage in the concerned subject remains less than 405, then student has to repeat

End Semester Examination in that subject.




d} Failing to meet Attendance Requirement:

al A student is required to attend all the classes.

b} If the attendance profile of a student is unsatisfactory, hefshe will be debarred. Any student,

who has been debarred due to attendance shortage, shall not be allowed to take the

supplementary Examination. The student shall have to register for the course in the regular
semester when offered.

&) Makeup Examinations for Mid Semester Examination: A student may apply for a makeup

examination where hefshe is not able 1o attend the examination schedule due 1o reasons of

persandl medical condition or compasslonate reason llke death of a very close relative. No
ather contingencies are acceptable, Except in case of medical emergency; a student needs to
seek advance approval fromaporoprizte authority bafore missing the Examination,

Theory Courses:

* A student missing Mid Term Examination only shail be required to take a make-up
Examination.

+  The students must put-up the request for make-up Examination along with the medical
documents to prove the genuineness of the case (for having missed the Examination)
within S days ol last date of Examination.

= The genuineness shall be roviewed and approved by the Viee Chancellor, whose declsion
shall be final

+ In eaze 3 student misses the make-up Examination also, then no further chance will be
provided,

*  The duration of Examination shall be as decided by the Faculty member,

+ Genuing zpproved cases shall be notified by the Coantrollar of Examination based on the
requests received and only such students shall be allowed to take make-up Examination in
thesubjects where approval has been granted.

= The date sheet need not be taken out as the makeup examination shall be conducted
under arrangement concarned faculty, who after evaluation and sharing the evaluated
answer sheet with student shall submit marks to the Controlier of Examination,

f) Makeup of End Semester Examination: |t is mandatory to appear the end semester major

examination to obtaln any grade for a course. A student who misses the end semester major

axamination shall follow z similar procadure 35 cutfined above, to obtain approval of the Vice
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Chancellor to prove genuineness ofthe case, The student whose case is approved a5 genuing
shall be awarded "|" Grade in the semester results in the given subject. The student shall be
aliowed to appear in the supplementary examination of the said subject. Howewver, the grades
shall be worked out by computing the marks obtained by students in Mid Term Exams, TA, Lab
and supplementary examination [egquated to the welghtape of end semester examination).
The total marks shall be compared with the marks ofthe class as in the regular semester for
award of grade.

g)] Makeup of End Semester Viva of Projects: |t |s mandatery to appear In the final Viva
examination toobtain any grade for a project course. In case of student missing the same for
genuine reasons; similar mathod as given for written examination of theory courses shall be
followed.

h) Procedure to be adopted by students in case of missing any of the specified
Examination(s):

Following procedure shiall be adopted for establishing genuineness of the case.

a. Action by the student [Medical Cases)

|. They should repart absence from the Examination|s) by fastest possible means to the
Controller of Examination, It could be email or written communication by speed post or sent
by hand through any means. In case of Hosteller's, if a student falls sick while residing in the

hostel, he/she should seek advice of the available qualified doctor,
II. The said repart should praferahbly be sent prior to the Examination, but not later than 5 days

after the last dare of the said Examination,

i1, The student should on rejoining:

a. Beport to the Controller of Examination with complete madical documents to include
referral/Prescription slip of the doctor specifically indicating the disease and medicine
prescribed, investigation/Lab reports and discharge slip in case of admission should be
pravided

b, Submit the Documents to the Contraller of Examinarion, not later than 5 days after the last

date of Examination.

IV, In case delay bayond & days |s anticipated the student should arrange for the medical

documents to be sent to the University Medical Officer by hand through a friend / relative ete.




and get the said genuinensss deposit with the Contralier of Examination,
W Mo request later than 5 days after the last date of Exarmination shall be acceptad for reasons

of ignorance or any other reasons

b. Action by students {any other reason)

In case the student must miss Examination due to genuine reason othar than medical, prior
written sanction of Vice Chancellor and in his absence Dean is mandatory. Mo post facto
requests shall be accepted inany case. The approval should be deposited with the Contraller of
Examlination before the examinabion.

Supplementary Examination:

a.The supplementary examinations shall be held for each commiserating semester in
December far Odd semester and May/lune for Even sernester respectively, For the final
semester students, there is privilege to appear in the supplementary exams of all previous
semaster.

b Eligibility: Student with 'F' grade s eligible to appear in the Supplementary Examination.

€. Re-appear: Student with backlog of one semester will be camried forward to next semester.
Re-appear examinations will be conducted twice ina year after ESE of every semesier.

d. Supplementary for Projects: There shall be no supplementary examinations for the
projects, except makeup examination for missing the final viva as per rules outlined above.

€. Grading System: Grading System: Univarsity fallows sight letter grading system (A4, A, B4, B,
C+,C, D, and F) that have grade points with values distributed on a 10 point scale for evaluating
the performance of student. The letter grades and the corresponding grade points on the 10-

point scale are as given in the table below,

Academlc Performanca Range of Marks Grades Grade Paimts
Qurstanding 30 b 1
Excellent 2B e B0 A g
ey Good T RA0 g+ #
Gaod 260 &< 70 A v
Fair 250 Roall Ce [
AyErags i) Bie50 C 5
Pelimrally Aceeptable 40 B £
Fail o <40 F a
Incamplate I

Withdrawal w

Grage Awdied aa

S-satislnetony, US-Urnatialactory Minar Prajec SUS

B.Tech Computer Science And Engineering (Cyber Security)

GMAUNIVERSITY
a. Description of Grades:
A, D Grade: The D grade stands for marginal performance, 1.2, It s the minimum gassing grade
In any course. D grade shall not be awarded below 30% marks, though each teacher may set

higher marks far the same.

B.FGrade: The 'F'grade denotes avery poor gerformance, Le. failing a course. Astudent has to
repeat all courses in which she/he obtains 'F' grade until a passing grade is obtained. In the casa
of 'F', no Grade points are awarded. However, the credits of such courses shall be used as the

deneminator for calculation of GRA or CGPA.

C.WGrade: The "W' grade is awarded to a student if hefshe is allowed to withdraw for an entire

semester from the University on medical grounds for a period axceeding five weeks.
D. I" Grade: The 'I' grade is awarded when the student |s allowed additional epportunity like

makeup Examination etc. based on which the grade iz to be decided along with other
companents of the evaluation during the semaster 2/4. An incomplete grade of 'I' may be
given when an unforeseen emargency pravents a student from completing the wark in a
course. The 'I" must be converted to a performance grade (A to F) within 20 days after the first

day of classes in the subsequent regular semester,

E. X Grade: It is equivalent to Fall grade but awarded due to a student falllng below the |aid
down attendance requirement. Students having ¥ grade shall be required to re-register for the
course, when offered next.NB: The CGRA can be converted to percentage by using the given
formula; CoPAXx 10=%eg 7.8x10=78%

14.3 Cumulative Grade Point Average (CGPA), it is a measure of the overall cumulative
performance of a student for all semesters. The CGPA is the ratio of total credit points
securedby a student in various courses in all semesters and the sum of the total credits of all

coursesinall the semesters. it is expressad up to two decimals places,
14.4 Based on the grades esarned, a prade certificate shall be issued to all the reglstered

students after every semester. The grade certificate will display the course details (Coursa
title,number of cradits, grade secursd) along with 3GPA of that semester and CGPA earnad fill
thatsemester,




d. General Rules; Examinations:

a) Showing the Answer Scripts: The answer scripts of all written Exarminations e Mid Term or
end semester examination or any other written work conducted by a teacher shall be shown to
the students. Students desirous of seeing the marked answer scripts of End Semester
Examlnation has Lo ensure their presence before results are declared, as per dates notified by
the Controller of Examination,

b) MarksfAnswer Sheets of all other tests shall also be shared with the students and thus, there
shall be no scrubing of grades, Howewver, before the grades are forwarded to
Registrar/Controller of Examination, they should be displayed on GU-MS and time are given to
students, to discuss the same with respective faculty,

c) Mo appeal shall be accepted for scrutiny of grades.

d} Examination Fee for Supplementary, A fes of Rs.1000/- per course or as decided by the

Management fromtime to time will be charged from the students,
g. Improvement of overall Score: A candidate having CaGPA< 5.5 and wishes 1o improve his/her

overall scome may do so within two academic years immediately after passing the degree
program by reappeaning into maximum four course(s)/subject(s). The improvement would be
consldered ITand only if the CGPA becomes >5.5.

h. Program gualifying criteria: For gualifying the Program every student is required to earn
prescribed credits (e, 171). If amy stedent fails to earn prescribed credits for the program, then
hefshe will get a chance to complete his/her Program |n twa moare years than the actual
duration of degree.

i. Revision of Regulations, Curriculum and Syllabi: The University may revise, amend, change
or update the Regulations, Curriculum, Syllabus and Scheme of examinations through the

Board of Studies and the Academic Council asand when required.
j. Conditions for Award of a Degree:
a. Should complete the requirements of the Degree in maximum duration specified for the

program. Semester withdrawals due to medical reasons are not counted in six years, However,
forced withdrawal of students e.g. rustication or expulsion or nonattendance by student due to
any other reasons, shall count in the maximum period of six years and minlmum period of faur
YRars

b. Successfully completing the Internship studies.
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c. 5hould have cleared all the foundational and tore courses of the programs. In case of lateral
entry students (dirsct entry into second yaar) the student should have completed the
foundational/core courses/equivalent courses, as approved at the tme of admission in the

ProOgrams:

Acceptance of MOOC courses

Faculty of accepts the MOOC course available on SWAYAM platform for credit transfer, 40% of
the courses can be taken from the avaitable list of MOOCs on SWAYAM.

Instructions for MOOC coursas

1. MOOC courses taken for credit transfer must be approved and recommended by Dean
Academics and Dean of the Faculty before the start of the semester.

2. Thie copy of the list of courses taken by the students for any coursie hasto be submitted to
the Controller of the Examination.

1. MOOC course should be dane from SWAYAM platform as per the guldelines of UGC

4. To obhtain the credit the student needs to complete the assessment of the course and
provide the certificate of the course issued by the SWAYAM/NPTEL After completing the
certificate, the student must submit the certificate within a week to the department.

5. The fees (If any) for the reglstration and [ or assessment of the MODC eourse must be borne
by thestudent only.

. The student can opt for a particular online MOOC course if and only if the credit of that
caurse [s equivalently mapped with the program structure.

7. 1f the student obtains the same course credit which mapped with the course then credit
shall be considered for this course and the grade/marks provided by the accessing authority
shall be transfer to the student, The result of the MODC shall be taken on record by the
university examination cell and a result declared for these papers.

B. For any particular semester, all results for the MOOC course must besubmitted long with
the marks of other papers of the same semester by the course coordinator,

9, MOOC course coordinators shiall be appointed for each of the course taken by the student.




First Year
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Core Course BTP102: SEMICONDUCTOR PHYSICS

T
Credits: 04 1

B
0

a

Course Description: The course aims 1o equip the students with the with the ability 1o
familiarize the basics of Semiconductor Physics and Lasers so that they can use these in
Engineering as per their regulrement.

Course Dutcomes (CO):

Upon successful completion of the course, the students should be able to!

CO1: Explain the fundamental principles and properties of electronlc materials and
semiconductons

CO2;: Analyze the design, fabrication, and characterization technigues of Engineered
semiconductor materials.

Co3: Describe the importance of Lasers and wave eguation in nature and appreciate the
mathematical formulation of the same.

Cod: Develop the basic tools with which they can study and test the newly developed devices
and other semiconductor apolications,

Course Contents:

UNIT I
Fres electron theory, Density of states and enargy band diagrams, Kronig-Penny mode| (to
intreduce origin of band gap), Energy bands in solids, E-k diagram, Direct and indirect bamd
gaps, Types of electronic materials: metals, semiconductors, and insulators, Density of states,
Oeccupation probabllity, Fermi level, Effective mass, Phonons

uUNIT Il
Intrinsic and extrinsic semiconductors, Dependence of Fermi level on carner-concentration
and temperature |eguilibrium carrier statistics), Carrier generation and recombination;,
Carrier transport: diffusion and drift, p-n junction, Metal-semiconductor junctien (Ohmic and
Schottky), Semiconductor materials of interest for optoelectronic devices,

UNIT 1l
Opbcal transitions im bulk semiconductors: absorption, spontarmeous emission; and
stmulated emission; loint densityof states, Densityof states for photons, Transition rates
(Fermi's goldenrule), Optical l6ss and gain; Photovaltalc effect, Excitan, Drude madel

UNITIV
Einstein's theory of matter radiation interaction and A and B coefficients; amplification of
light by population inversion, different types of lasers: gas lasers (He-Ne, £02), solid-state
lasers (ruby, Neodymium), dye fasers; Properties of laser beams: mono-chromaticity.




Suggested Reference Books

1. 1. Singh, Semicanductor Optoelectronics: Physicsand Technology, McGraw-Hill Inc, (1995)
2.B.E. A Saleh and M. C. Telch, Fundamentals of Photonics, lohn Wiley & Sans, Ing., (2007).
3.5, M. 5ze: Semiconductor Devices: Physics and Technology, Wiley [2008).,

4. A, Yariv and P Yeh, Photonics: Optical Electronics In Modern Communications, Oxford
University Prass, New York {2007).

5. P, Bhattacharya; Semiconductor Ontoslectronic Devices, Prentice Hall of India (1937)
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Core Course BTM102: MATHEMATICS- LTP
Credits: 04 310

Pre-Requisites: NA

Course Description: The course aims to equip the students with the abilty to familianze the
prospective engineers with techniques in baslc caleulus and linear algebra and equip them
with standard concepts and tools at an intermediate to advanced level that will serve them
well towards tackling more advanced lavel of mathematics and applications that they would
find useful in their disciplines.

Course Outcomes (CO);

The course will enable the student to:

CO1: Apply fallouts of Rolle's Thearem that is fundamental to application of analysis to
Engineering problems.

CO02: 5olve problems related to matrices and linear algebra including linear transformations,
elgenvalues, diagonalization,

CO3: Characterize a set of vectors and linear systems using the concept of linear
independencée.

CO4: identify and construct lineartransformations of a matrix

CoS5: Salve first order differential equations utilizing the standard techmigues for separable,
exact, linear, homogeneous, or Bernoulll cases.

Course Contents;

UNIT |
Calculus: Evolute and Involinte; Applicationsof definite integrals to evaluate surface areas and
volumes of revalutions, Ralle s Theoram, Mean value theorams, Tayloer's and Maclaurin
theorems with remainders; Indeterminate forms and L' Hospital's rule; Maxima and minima.

UMNIT Il
Matrices: Sofution of finear systems of eguations, linear Independence, rank of a matrix,
inverse of 3 matrix, Gauss elimination and Gaoss-lordan elimination; Eigen values,
eigenvectors, symmetric, skew-symmatric, and orthogonal Matrices, eigen bases.
Diagonalization,

UNIT 1
Wector spaces: Vector Space, finear dependence of wvectors, basis, dimension; Linear
transformations {maps), range and k2rnel of a linear map, rank and nullity, inverse of 3 lingar
transformation, rank nuliity theorem, composition of linear maps, Matrix associated with a
linear map.

UNIT IV
First order ordinary differential eguations: Exact, linear and Bernoulll's equations, Euler's
equations, Equations not of first degres: aguations salvable for p, equations solvable fary,
equations solvable for x and Clairaut's type,
Ordinary differential equations of higher orders: Second order linear differential equations
withvarlable coefficients, methad of variation of parameters,




Text Books:

1. G.B. Thomas and R.L. Finney, Calculus and Analytic geometry, Sth Edition, Pearson, Repring,
2002.

2. Erwin Kreyszlg, Advanced Engineering Mathematics, 9th Editlan, lohn Wiley & Sons, 2006,
3. D. Poole, Linear Algebra: A Modern Introduction, 2nd Edition, Brooks/Coie, 2005,

4, VMeerarajan T, Engineering Mathematics for first year, Tata McGraw-Hill, New Dealhl,
2008G.B. Thomas and R.L. Finney, Calculus and Analytic peometry, 9th Edition, Pearson,
Reprint, 2002,

Suggested Readings:

5. Ramana BN, Higher Engineering Mathematics, Tata McGraw Hill New Dethi, 11th Reprint,
2010,

G. M.P. Ball and Manish Gaoyal, A text book of Engineering Mathamatics, Laxmi Publications,
Regrint, 2010,

¥, B5 Grewal, Higher Engingening Mathematics, Khanna Publishers, 35th Edition, 2000,

8. V. KErishnamurthy, V.P. Mainra and J.L. Arora, An introduction to Linear Algebra, Afhillated
East-West press, Reprint 2005,
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BEE101; BASIC ELECTRICAL & ELECTRONICS ENGINEERING LTP
Credits: 04 310

Course Description: The course aims to equip the students with the basic concepts of
electricity, electrical components and their applications. Also explain the working princiole,
censtruction, applicabions of various electrical machines.

The course includes the basic fundamentals of glectronic components, devices and
transducers, principles of digital efectronics and concapts of basic electricity and electrical
clreults which includes SCR, Transformer, magnetic cirouits ete.

Course Qutcomes (CO):

Upon successful completion of the course, the students should be able to;

CO1: Describe strong basice of Electrical Engineering and practical Implementation of
Electrical fundamentats

CO2: Develop and solve modals of magnetic circuits,

CO3: Apply the fundamental laws of electrical engineering to solve simple ac circuits in steady
siate,

Cod: Analyze and solve electric and rmagnetic circuits, Identify functions of digital multimeter,
cathode ray oscilloscope and various devices in the measurement of physicai variables.

Course Content

UNIT |
Fundamentals of dc circuits: Introduction of CRO and multimeter, fundamentals of electricity
[current, voltage, inductar, capacitor, resistor), ohm's law, Kirchhoffs’ current and voltage
law, series and parallel resistances and their circuit analysis, Elementary calculations for
energy consumption and power fzctorimprovement.

UNIT I
Fundamentals of ac circuits: AC circuits (generation, AC values, waveforms), Representation
of sinuseldal waveforms, peak and rms values, phasor representation, real power, reactive
power, apparent power, power factor AC clrcults (resistive, capacitive, Inductive clrcuits),
Impedance, admittance, pelarform and rectanguiar form in AC circuits.

LNIT (1
Principles of Magnetic circults and transformers: Magnetism and transformers
[Electromagnetic Induction, Mutual Induction), Waorking of Transformers (operation,
principle turns ratic and applications), Losses In transformers, Rating and emf equatian of
transformers. Laws and terminalagies in magnetic circults.

UNIT IV
Electrical Installations & Power Convarters: Components of LT Switchgear: Fuse, MCB, ELCB,
MCCE, Types of Wires and Cables, Earthing and grounding. Batteries & UPS and its types.
Introduction to SCR, DIAC, TRIAC and its VI characteristics.

UNIT V
Basics of Electronics: Introduction to Semi-Conductar materiats (PN junction diodes, biasing
and construction of PN Diode, Zener diode and [ts applications), Bipolar Junction Transistors
[Construction, Working, configurations of Transistor and Applications).

UNITWI
Digital Electronics: Introduction, number system and conversion; basic logic gates and their




truth tables, Flip-Flop's, Half and full adder, Half and full subtractor, Multplexer and De
multipleser encoder, Decoder,

Recommended Books/ Suggested Readings:

1. B.LTHAREJA , Fundamentals of Electrical engineering and electronics, . CHAND 1st 2013,

2. EARLGATES, Introducton to efectronics, DELMAR CENGAGE LEARNING, 6th edition 2013,

3. LBGUPTA, Basic electrical and electronics englneering, 5.K Kataria and sons edition 2013,

4, Basic Electrical and Electronics and Computer Enginesring by R Muthusubramanian, §
Salivahanan, K& Muraleadharan, Tata MegrawHillL

5. Basic electrical and electromics engineening DP EOTHARIATH EDITION 2013 MC Graw Hill,
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COMI101: ENGLISH COMMUMICATION LTP
Credits: 02 200

Pre-Requisites: MNA

Course Objectives:

1, To make students capable of using English language in context.
2. To enhance effective reading and writing skills,

Course Outcomes:

pon successful completion of the course, the students should be able to;

Col: Develop a minute practical knowledge about English grammar and its usage
CO2: Developanunderstanding of the importance of free exgression

LANIT
Reading Skiils: Comprehension Strategies- Skimming, Scanning&lnferancing, Summarising of
Mewspaper Articles, Paraphrasing of Complex Santances

UNIT I
English Grammar and Usage: Parts of Speech, Common Errors in writing, Tenses, Change of
Woice, Transformation of Sentences

UNIT I
Basic Writing Practices: Paragraph writing, Picture Composition, University based Motices,
Mates Making after listening to a Motivational Speech, Formal Letter based an University
concerns, MSWord (font style, stze, format, spacing)

unNITIV
Vocabulary Enrichment: Word Coinage, Synonym, Antonym, Homophones, ldioms and
Phrasal verbs

Reference Book:
Functional English Grammar by Graham Lock, 1995

Sugpested Readings:

Practical English Usage, Michae! 5wan OUP 1935

On'Writing Well. WElliam Zinsser. Harper Resource Book. 2001

Communication Skills. Sanjay Kumar and Pushplata.Oxford University Press, 2006 Exercises
in5paken English. CIEFL, Hydersbad. Chfard University Prass

Intermet Links:

https:/ fwww englishgrammarl0l com)

hitlp:/ fanwew.englishgrammarsecrets com)/

hetp:/fwww myenglishpages.com,/
L lwwweenglish-for-st ks H html




BTP122: SEMICONDUCTOR PHYSICS LABORATORY
Credits: 01

P
=R
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Pre-Requisitas: NA

Course Description:

The course aims to equip the students with the with the ability to Familiarize the basics of
Semiconductor Physics and Lasers so that they can use these in Engineering as per theair
reguirement.

Course Outcomes [CO):

Upon suecessful completion of the course, the students should be able to;

CO1: Draw the relevance between theoretical knowledge and the means to imply it ina
practical manner by performing various relative expariments.

€02: Understand the characteristics and the behavior of various materials in a practical
manner and gain knowledge about various communication mediums and its usage

Chaoice of 10-12 experiments from the following:

List of Experiments:

1. Use a Multimeter for measuring (@) Resistances, (b) AC and DC Voltages, {¢) DC Current,
(d] Capacitances, and {e] Checking elactrical fuses.

2 Totind the guality factor of a damped harmonic oscillator

3. To study ene dimensional collision using two hanging spheres of different materials.

4. Tadetermine the Moment of Inertia of a Flywhael.

5. Tofind out the frequency of AC mains using slectric=vibrator.

. Todetermine g by Bar Pendulum.

7. Todetermine g by Kater's Pendulum

A To study the magnetic field of a circular coll careying current,

8. Ta study B—H curve using CRO.

10. To find out dielectric constant of a diglectric substance,

11. Tostudy the |aser bears characteristics like; wave length using diffraction grating aperture
12, Todetermine numerical aperture of an optical fibre,

13 Todetermine attenuation & propagation losses in optcal fibres.

14. Tofind the refractive index of a material using spectrometer.

15. Te determine the grain size of a material using optical microscope.

Physics virtual lab:

1. Tastudy Zener dinde voltage as regulator and measure its Hne and load regulation,

2, Tastudy the B-H Curve ,

3. Todraw the static current-voltage {-¥) characteristics of a junction diode

4. Ta detarmine tha resistivity of semlconductors by Four Probe Method.

5. Verification and design of combinational logic using AND, OR, MOT, NAND and XOR gates.
b, dTodeterming the magnetic susceptibilities of paramagnetic ligquids by Quincke's Method,

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BEE121: BASIC ELECTRICAL & ELECTRONICS LTP
ENGINEERING LABORATORY ooz
Credits: 01

Pre-Requisites: MA

Course Description:

This subject deals with basic circuit solution methods, introduction to electrical machines,
electronlc eguipment's and basics of domestic electrical installatiens. This course includes
the basic concepts of electrical engineering

Course Qutcomes (CO):

Upan successful completion of the course, the students should be able to;
C01: Handle basic electrical eguipment .

C02: Understand domesticwiring procedures practically,

003: Aszembla electronic systems.

Cod: Describe all the fundamental concents involving electrical engineering

List of Experiments

1. Toverify ohm's law and its imitations

2_To caleulate the resistances and verify olim's law far the wires of difforent material

3. To calculate the resistances of colored resistors

4. Toverify Kirchhof s current and valtage law

5. To study the various functions of CRO and calculate the amplitude and frequency of a sine
wave using CRO,

6. To mieasure power and power factor in asingle phase ac circult.

7. To find out voltage - curfent relationship in a R-L-Cseries and parailal circuit and determine
tha resonance frequency of the circuit

E.To measure the resistance and inductance of a coil by ammeter- voltmeter method.

9. Toobtaln the characteristics of a pn junction dicde

10. Toverifythe application of zener diode as @ voltage regulator

11. Toverify the input and aulput characteristics of CE, CHand CC npn transistar,

12. Toverify the functioning of a transistor as an amplifier

13. Toverify the truth table of the various logic gates

14. Tostuagy the BCD to decimal encoder kit,




BCS101: PROGRAMMING FOR PROBLEM SOLVING
Credits: 03
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Pre-Reguisites: NA
Course Description:
The course aims 1o equip the students to make students familiar with the use of computers,
Iearn to convert algorithms into programs using C language and how to use programming
[anguages and the logic for writing com puter programs.
This course includes compenents of 3 computer system, Algorithm and fundamentats of
programming, lteration and leops, functions, sorting, areay, Structure and Pointers and File
handling.
Course Qutcomes [COJ:
Upon successiul completion of the course, the students should be able to:
CO1: Formulate simple aigorithms for arithmetic and logical problems.
C02: Implement conditional branching, iteration and recursion.
CO3: Use arrays, pointers and siructures to formulate algorithms and programs.
CO4: Apply programming ta solve matrix addition and multiplication problems and sorting
problems.
Course Content:

UNITI
Introduction to components of @ computer system: Memary, processor, |0 Devices, storage,
operating system, Canceptof assembler, compilern interprater, loader and linker,
fdea of Algorithm: Representation of Algorithm, Flowchart, Pseude code with examples,
From algorithms to programs, source code.
Programming Basics: Structure of C program, writing and executing the first C program,
Syntax and logical errors in compilation, object and - executable code. Components of C
language. Standard /0 in C, Fundamental data types, Varables and memaory locations,
Storage classes.

UNITH
(Loops & Functions)
[teration and loops: use of while, do while and for loops, multiple loop variables, use of braak
and continue statements,
Functions; Introduction, types of functions, functions with array, passing parameters to
functions, call by value, cali by reference, recursive functions.

UNIT I
Arrays: Arrays (1-0, 2-D), Character arraysand Strings
Bazic Algorithms: Searching, Basic Sorting Algorithms, Finding roots of equations, idea of
time complexity

UNIT IV
Function and Recursion; Functicns (including using builtin libraries), Recursion with example
programs such as Quick sort, Ackerman function ete,

LT
Structure and Pointers: Pointers, Structures {including self referential structures e.g., linkaed
llst, national Introductan)
Fite handling: Introduction to file handling and its various modes
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Text Books:

1. Exploering Microsof Office 2000 by Robert T. Grauer, Mary Anne 5. Poatsy, Michelle Hulatt,
Cynthia Krebs, Keith Mulbarry, Prentice Hall,

2. Computer Fundamentals by P.K. Sinha, BPE Pub, dth Ed.

3. Let Us C by Yashwant Kanitkar

Suggested Readings:

1. Brian W Kerrighan and Dennis M. Ritehie, The C Programming Language, Prentice Hall of
India

2. ByronGottfried, Schaum's Outline of Programming with C, McGraw-HIll

3. E, Balaguruswamy, Programmingin ANSI C, Tata McGraw-Hill




COM121: ENGLISH COMMUNICATION LABORATORY L
Credits: 01 0

Pre-Requisites: NA
Course Description:
1. To make students capable of using English language in context.
2. Togain active listening and responding skills.
Course Qutcomes (CO):
Upon successful completion of the course, the students should be able to:
C01; The students will he able to develop better understanding of Standard English accent.
C02: The students will be able to develop fluency in English language,
Course Content:
UMITI
Daily Discourse: Common Everyday Siteations: Conversations-and. Dialogues [Umit 1-68),
Monalogue (20/40/50/60), and Communication at workplace,

UNIT I
Listening Skills: Listening skills on Social Interactions (Unit 1), work and study (Unit 2}, daily life
{Unit 3}, food {Unit 4), Places (Linit 5} and Family [Unit &)

UnNIT I
Phonetic Skills: Pronunclation, Intoration, Stress (Linlt 1-6)and Rhythm

UNIT IV
Speaking Skills: Group Discussion ) Debate, Role Plays

Reference Book:
Cambridge English Empower Elementary Student’s Book by Cambridge University Press

Suggested Readings:

1. Exercises in Spoken English, Parts, 100, CIEFL, Hyderabad. Oxford University Press
2_Study Writing, Liz Hamp-Lyons and Ben Heasly, Cambridge University Press. 2006,
3. On Writing Well. Willlam Zinsser, Harper Resource Book. 2001

4. Practical English Usage. Michael Swan. GUP. 1995,
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BCS121: PROGRAMING FOR PROBLEM SOLVING LABORATORY | TP
Credits: 01 002

Pre-Requisites: NA

Course Description:

The Lab course aims to acquaint students with the usage of computers, demonstrate to them
v to transform algorithms into programs using C language, and train them how to utilize
programming fanguagesand logic to write computer programs.

This course includes document creation in MS-Word, fundamentals of programming,
[teration and loons, functions, serting, amay, Recursion, Structure and Pointers and File
handling.

Course Dutcomes {CO):

Uponsuccessful completion of the course, the students should be able to:

CO1: Create documents using MS-0Office

CO02: Formulate the algorithms for simple problems

CO03: Translate given algorithms to a working and correct program

C04: Correct syntax ernors as reported by the compilers

CO5: Identify and earrect logieal errars encountered st run Bme

Course Content:

List of experiments: Students should be made to practice the various concepts learned in
class room by implementing them in the form of programs. Various programs should be
practiced in the lab based an each of the following—age. Michael Swan. QUP, 1995,

1. Create documents using M5-Office exploring its various featuras,

2. Problem salving using computears: Familiarization with programming envirenmaent

3. Variable types and type conversions: Simple computational problems using arithmetic
EXPressions

4, Branching and logical expressions: Prablems involving if-then-else structures

5. Loops, while and for loops: terative problems e.g., sumof series

6. 10 Arrays: searching, sortimg: 10 Array manipulation

7. 2D arrays and Strings, memory structure; Matrix problems, String operations

8. Functians call by value: Simple functions

4. Numerical methods: Reot finding, numerical differentiation, numerical integration

10, Recursion, structure of recursive calls: Racursive functions

11. Polnters, structures and dynamic memony allocation: Pointers and structures

13. File handling: Flle oparations




ENSODL: ENVIRONMENTAL SCIENCE
Credits: 02
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Pre-Requisites: NA

Course Description: This course deals with the environment companents, ecosystems and

how ta maintain equilibrium in nature, its conservatien, and different methods to reduce

pollution and maintain our nature.

Course OQutcomes (CO):

Upon successful completion of the course, the students should beable to:

CO1: Learned about environment, its role and importance for living beings,

CO2: Analyze the structure of ecosystem, food chain/web.

C03: Understand about the natural resources and their uses.

C04: Recognize about different types of pollution created by human beings and their side

effects aswell a5 the methods to reduce these pollutions and their aiternatives.

Course Content:

UNITI

Introduction to environmental studies: Multidisciplinary nature of environmental studies;

components of environment —atmasphere, hydrosphere, lithosphere, and biosphere, Scope

and importance; Concapt of sustainability and sustainable development.

Ecosystems: What is an ecosystern? Structure and function of ecosystem; Energy flow in an

ecosystem; food chain, food web and ecological succession,

Case studies of the following ecosystems:

a) Forestecosystem

b) Grassland etosystem

c) Desertecosystem

d) Aguatic ecosystems (ponds, streams, lakes, rivers, ooceans, estuaries)

UMNIT H

«  Natural Resources: Renewable and Non-renewsble Resources

= land Resources and land use change; Land degradation, soll erosion and desertification.

«  Deforestation: Causes and impacts due to mining, dam building on environment, forests,
biodiversity, and tribal populations.

= ‘Water: Use and over-exploitation of surface and ground water, floods, droughts; conflicts
over water (Intermational &inter-state],

« Heating of earth and circulation of air; air mass formation and precipitation.

«  Energy resources: Renswable and non-renewable energy sources, use of alternate
Energy sources, growing energy neads, case studies.

« Biodiversity and Conservation: Levels of biological diversity: genefic, species and
ecosystem diversity; Blogeography rones of India; Biodiversity patterns and global
bicdiversity hiotspots

= India as 3 mega-hiodiversity nation; Endangered and endemic species of India

= Threats to blodiversity: hahitat loss, paaching ofwildlife, man-wildlife conflicts, biological
invasions; Conse rvation of biodiversity: In-situ and Ex-situ conservation of bindiversity,

= Ecasystem and blodiversity services: Ecological, economic, social, ethical, aesthetic and
Infarmational value,
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UNIT I

Environmental Pallution

*  Enwironmental pollution: types, causes, effects and contrals; Air, water, soil, chemical and
noise pollutlon

*  Nuclear hazards and huran health risks

+  Salid waste management: Control measuras of urban and industrial waste.

»  Pollution casestudies.

+  Environmental Paolicies & Practices: Climate change, global warming, crong layer
depletion, acid rain and impacts on human communities and agriculture.

«  Emvironment Laws - Enviranmant Protection Act; Air |Prevention & Contrel of Pallution)
Act: Water (Prevention and control of Pollution) Act: Wildlife Protection Act: Forost
Conservation Act; International agreements; Montreal and Kyoto protocols and
conservation on Blalogical Diversity {CBD). The Chemlcal Weapons Convention (CWC).

*  Mature reserves, tribal population and rights, and human, wildiife conflicts in Indian
context

UNIT IV

Human Communities and the Environment

Human popuetation and growth: Impacts on environment, human health, and welfares.

Carbonfootprint.(G7)

Resettlemant and rehabifitation of project affected persons, case studies,

Disaster management: floods, earthguakes, cyclones, and landslides

Environmental movements: Chipko, Silent valley, Bishnols of Rajasthan.

Environmental ethics: Role of Indian and other religions and cultures in environmentat

conservaton.

Environmental communication and public awareness, case studies {o.g., CHG vehicles In

Delhi).

Suggested Readings

1.Carson, R. 2002, Silent Spring. Houghton Mifftin Harcourt:

2, Gadgil, M., & Guha, R.1993, This Fissured Land: An Eoological History of India: Univ. of

California Press.

3, Gleesan, B.and Low, N, (eds.) 1999, Global Ethics and Environment, London; Routledgs,

4. Glelck, PH. 1993, Water in Crisls. Pacific Institute for Studies in Dev.,, Environment &

Security. Stockholm Eny. Institute, Oxford Univ. Press,

5. Groom, Martha 1. Gary K. Malfe, and Carl Ronald carroll. Principles of Conservation Biology.

Sunderiand: Sinauer Associates, 2006,

G, Grumbine, B Edward, and Pandit, MK 2013 Threats from India's Himalaya dams. Sclence,

339:36-37.

7-McCully, R1996. Rivers no more: the environmentaleffects ofdams {pp. 29-64 ). ZedBooks.

8. MeMeil, Jehn R, 2000, Something Mew Under the Sun: An Environmental History of the

Twentieth Century,

9. 0dum, E.P, Odurn,  hT& Andrews, 11971, Fundamentals o f

Ecolopy. Philadelphia:Saunders,

10, Pepper, |.L, Gerba, C.P BBrusseau, M.L. 2011, Environmental and Pollution Sclence.

AcademicPress.

11. Rao, WLN. B Datta, &K 1987, Wastewater Treatment. Oxford and 1BH Publishing Ca.

Pwt.lid,




12 Rawen, PH,, Hassenzah!l, D.M. &Bearg, LR 2002, Enwironment. 8th edition. John Wiley &
S,

13. Rosencranz, A., Divan, 5, &Noble, ML 2001, Environmental law and policy in India.
Tripathi 1992,

14, Sengupts, R, 2003 . Ecology and economics: An approach to sustainable development. OUR
15. Singh, ).5., Singh, S.P. and Gupta, 5.R. ‘2014, Ecology, Environmental Science
andConservation.

5. Chand Publishing, New Delhi,

16. Sodhi, N.5,, Gibson, L & Raven, PH. (eds), 2013, Conservation Biology: Valces fromthe
Tropics. John Wiley &5ons,

17 Thapar, A 1998 Land of the Tiger: A Natural History of the IndianSubcontinent.

18. Warren, C.E. 1971, Biology and Water Pollution Cantral. W Saundears.

&, Witsom, E.0. 2006, The Creaticn: An appeal to save life on earth. Mew York:Norton,

19, World Commission on envirenment and Development. 1987 Our Comman Future, Oxford
LiniversityPress

20 www. nacwe.nlc.in

21 www, DpCw,arg
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BTC101: ENGINEERING CHEMISTRY LTPE
Credits: 04 310

Pre-Requisites: NA
Course Description: The coursd aims 1o eguip the students with introduction Lo crystal flald
theary and spectroscopic properties, to understand the conditions of chemical equilibrium,
perodic properties af elemients, malecular shapes, and Importance of stereochamistry in
arganic reactions and explore the synthesis of organic drug malecules.
The course includes quantum chamistry, co-ardination chemistry, solid states, and various
spectroscopic technigques, states of matter, thermodynamic and periodic properties,
steraochemistry and synthesis of drug molecules,
Course Outcomes [CO):
Upon successful completion of the course, the students should be able to;
CO1: Analyre mickascopic chemistry in terms of atemic and molecular orbitals and
intermaolecular forces and crystal field theory to explain aspects of structural, magnetic and
spectroscoplc properties.
CO02: Distinguish the ranges of the efectromagnetic spectrum used for exciting different
melecular energy levels in various spectroscopic technigues,
C03: Rationalize bulk properties and processes using thermadynamic considerations.
Cod; Rationalize periodic properties such as ionization potential, electro negativity, oxidation
states and electro negativity and abso list major chemical reactions that are used in the
synithiesis of molecules.
Course Content

UNIT I
Aromic structure & Chemical Bonding: Schrodinger equation. Particle in 2 box solution and
their applications for conjugated molecules, Forms of the hydrogen atom wave functions and
the plots of these functions to explore their spatial variations. Molecular orbital thearns-
general introduction and the energy level diagrams of diatomic. Pl-molecular orbltals of
butadiens and benzene and aromaticity. Crystal field theory- general introduction and the
enargy leval diagrams for tranzition matal ions and their magnetic properties: Band structure
of solids and the role of doping on band structures.

UNIT 11
Spectroscopic technigues and applications: Principles of spectroscopy and selection rules —
Electronic spectroscopy. Fluorescence and Its applications in medicine. IR & microwave
IVibrational and rotational spectroscopy of simple diatomic moleculas) Applications. Muclear
magnetic resonance and magnetic resonance imaging praton MMR, surface characterization
technigues (FTIR & XRD).

UMNIT I
Estimations of entropy and free energies. Free energy and emf. Cell potentials, the MNernst
equation and applications. Acid base, oxidation reducticn and solubility equilibria. Water
chemistry. Corrosion, Use of free enargy considerations in metallurgy through Ellingham
diagrams.

UNIT IV
Polymers: General Intreduction, classifcatian of polymers, Mechanism of additen and
condensation poiymerization, Idea of number average and weight average molecular masses
of polymers, Properties:and uses of polystyrena, polyester, polyamide, epoxy, phenol-




formaldehyde and sillcon resins,

Sterecchemistry: Representations of three-dimensional structures, structural someors and
stereaisomers, configurations and symmetry and chirality in organic molecules, enantiomers,
diastersomers, optical activity, abselute conflgurations and conformational analysis.
Isomerism in transitional metal com pounds.

Organic reactions and synthesis of a drug molecule: Introduchion to simple reactions
substtution, addition, elimination, oxidation, reduction and cyclizations. Synthesis of a
commaonly used drug motecules {Aspirin, Metronidazole, Ciprofloxacing,

Recommended Books / Suggested Readings:

1. University chemistry, by B, H. Mahan

2. Chemistry: Princlples and Applications, by M. 1. Sienko and K, A. Plane

3. Fundamentals of Molecular Spectroscopy, by C. N, Banwell

4_Engineering Chemistry (NPTEL Weh-hunh, by B. L. Tembe, Kamaluddin and M. 5. Krishnan

5. Physical Chemistry, by P W, Atkins

6. Organic Chemistry: Structure and Function by K. P C. Volhardt and N, E. Schore, Sth Edition
http://bes.whireeman com/fvollhardtschoreSe/default.asp
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BTM202: MATHEMATICS-1! (DIFFERENTAL CALCULUS) LTP
Credits: 4 10

Pre-Requisites: BTh 1072
Course Description: The course aims 1o equip the students with the ability to familiarize the
prospective engineers with technigues in multivariate integration, ordinary and partial
differential equations and complex variables & equip them to deal with advanced level of
mathematics and 2pplications that would be essential for their disciplines.
Course Outcomes (CO):
Lipon successful completion of the course, the students should be able to:
Col: Use mathematical tools needed in evaluating multi ple integrals and thelr usage,
C02; Apply effective mathematical tools for the solutions of differential eguations in
engineering problems.
CO3: Apply concepts of differentiation and integration of functions of 3 complex variable that
are used invarious technigues dealing engineering problems.
Cod: [dentify with functons of several varlables that are essentlal in most branches of
ENEineering.
Course Content

UMNIT |
Multivariable Calculus (Differentiation): Limit, continuity and partial derivanves, directional
derivatives, total derivative; Tangent plane and normal line; Maxima, minima and saddle
points; Method of Lagrange multipllers; Gradient, curl and divergence

UNIT Il
Multivariable Calculus (Integration): Multiple Integration: Double integrals (Cartesian],
changs of arder of integration In double integrals, Change of variables (Cartesian to polar),
Applications: areas and volumes; Triple integrals (Cartesian), orthogonal curvilinear
coordinates; Scalar line integrals, vector line Integrals, scalar surface integrals, vector surface
Integrals, Theorems of Green, Gauss and Stokses (without Proofs)

UNIT I
Complexn Variable - Differentiation: Differentation, Cauchy-Riemann equations, analytic
functions, harmonic functons, finding harmonic conjugate; elementary analytic functions
(exponential, trigonametric, logarthm) and thair properties.

LNIT IV
Complex Variable = Integration: Contour integrals, Cauchy-Goursat theorem (without proof),
Cauchy Integral formula (without prood), Lowville's theoram and Maximum-Modulus theerem
[without proof); Taylor's series, zeros of analytic functions, singularities, Laurent’s series;
Residues, Cauchy Residue theorem (without proof), Evaluation of definite integral invalving
sine and cosing
Text Books:
1. G.B. Thomas and R.L Finney, Calculus and Anakytic geometry, 9th Edition, Pearson, Regprint,
2003
2. Erwin kreyszig, Advanced Engineering Mathenmratics, 9th Edition, John Wiley & Sons, 2006.
3. W, E. Boyce and R, C. DiPrima, Elementary Differential Equations and Boundary Value
Problems, Sth Edn., Wiley India, 20059,
4, 5. L. Ross, Differential Equations, 3rd Ed., Wiley India, 1984.




5. E. A. Coddington, An Introduction to Ordinary Differential Equations, Prentice Hall India,
19495,

Suggested Readings:

1E L Ince, Ordinary Differential Equations, Dover Publications, 1958,

2.0 W, Brown and R. V. Churchill, Complex Variables and Applications, 7th Ed., M- Graw Hil,
2004.

3. N.R. Bali and Manish Goyal, A text book of Engineering Mathematics, Laxmi Publications,
Reprint, 2008,

4. 8.5 Grewal, Higher Engineering Mathematics, Khanna Publishers, 36th Edition, 2010,
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BCS302: OBJECT ORIENTED PROGRAMMING USING C++ LTP
Credits: 3 ion

Course Description: This course will enable students the fundamentais of Object-Oriented
Programming (O0F) and C++, Large programs are most likely the most complicated programs
developed by humans, Because of their complexity, programs are prone ta errar, and software
failures may be costly and even fatal. Object-oriented programming provides a novel and
effactive technigue to deal with this complexity, serving as the foundation for all ather courses
based on the Object-Oriented idgea.

The course includes basic concepts of O0Ps, functions, Structures and Unions, Inheritance and
File hancling.

Course Dutcomes (CO):

Wpon successful completion of the coursa, the students should be able ta;

CO1: Discwss the principles of Object-Oriented Programming,

CO2: Identify classes, objects, members of a class and the relationships among them needed to
solve aspecific problam,

€03: Demonstrate Lthe concept of data encapsuladon, Inheritance, polymorphism and friend
functions.

CO4: Analyze the handling formatted |/0 and unformatted.

Course Content

UNITI
Introduction: Beginning with C++, its applications, advantages ete, Différence between Cand
C++, Creating C4++ source fle, Editing, Complling, Linking, Debugpging, Diference batween
Procedure Oriented Programming approach and Object-Oriented Programming approach, C4+
Fundamentais: Tokens, Keywords, Data Types, Expressions, Operators, Reference variables,
and Manipulators, Contral Structures: Decision control statements (if, if-else, if-else-if),
Looping statements {while, do-while, for], break, continue, switch statements.

LUNITH
Functions: Different types of functions, Argument passing technigues-Pass by value, Pass by
address, Pass by Reference; Infine functions, Function overioading, Default arguments,
Recursion, Arrays and Strings: Defining arrays, Initalization, passing one-dimensional array to
function, multl-dimensienal areays, Defining and initlalizing string variables,

UNIT I
Structuras and Unlons: Declaration and definition, Initalizastion, array of structuras, Difference
between structure and union, Peinters: Declaration and initialization, armay of pointers, pointer
to pointer, aperations on painters. Classes and Objects: Class specification, Class objects,
gefining member functons, declaration of objects to class, accessing class members with
ohjects, access specifiers (private, public, protected), array of objects, Constructors and
Destructors, Operalor overloading.

UNIT IV
Inheritance: Public, private and protected inheritance, Friend function, Single inherntance,
mulfi- level inheritance, Multiple inheritance and its ambiguity, Hierarchical inheritance,
Hybrid inheritance, Virtual base class, Abstract class, Composition, Polymorphlsm: Complle-
time andRun-time polymorphism, Virtual Functions, Pure virtual functions, this pointer.




Exception Handiing and File Handling: try-catch block, multiple eatch blocks, catching all
exceptions, rethrowing exceptions, File handiing functions

Recommended Books / Suggested Readings::

1. Obgect Oriented Programming with G+, E. Balagurusami, Fourth Edition, TataMe-Graw Hill,
2, The C++ Programming Language, BjarnaStroustrup, Third Edition, Addison-Wesley
Publishing Company.

3. Dbject Oriented Programmingin C++ by Robert Lafore

4, Let Us O+, YashwantKanith
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BME102: ENGINEERING DRAWING AND GRAPHICS LTP
Credits: 3 104

Pre-Requisites: BME122

Course Description:

The course aims to equip the students to make students famillar with the principles of this
manufacturing process to produce the product. Engineering drawing is a powerful engineering
language. It is the pillar that supports the enginesring and technalogical framework.
Furthermore, itserves as a connection between ideas and their execution

This course includes cad & reverse enginecring, liguid based and solid based additive
manufacturing systems and medical and blo-additive manufacturing,

Course Dutéomes (CO):

Lnon successful completion of the course, the students should be able to;

CO1: Demanstrate comprahensive knowledge of the broad range of AM processes, devices,
capabilities and materials that are available,

Co2: Understand the various software tools, processes and techniques that enable
advanced/additive manufacturing and personal fabrication,

Co3: Recognize how to create physical chjects that satisfy product development/prototyping
reguirements, using advanced/additive manufacturing devices and processes:

CO4: Articulate the wvarious tradeoffs that must be made in selecting advanced/additive
manufacturing processes, devices and materfals to sult particular product requirements.

€05: Design and fabricate an actual multi-component object using advanced/additive
manufacturing devices and processes.

Coé: Analyze the latest trends and business opportunities in AM, distributed manufacturing
and mass customization

Course Content

UNITI
Introduction: Ouerview — History - Need-Classification -Additive Manufacturing Technology in
product development-hMaterials for Additive Manufacturing Technalogy = Tooling -
Applications.
CAD & Reverse Engineering: Basic Concept - Digitization technigues = Modal Reconstruction -
Data Processing for Additive Manufacturing Technology.

UNITH
Liguid Based and Solid Based Additive Manufacturing Systems: Classification — Liguid based
system — Stereolithography Apparatus {SLA)- Principle, process, advantages and applications -
Salid based system —Fused Depasttion Modeling- Principle, process.

LINIT I
Powder Based Additive Manufacturing Systems: Selective Laser Sintering ,Principles of 515
process - Process, advantages and applications, Three Dimensional Printing - Principle,
process, advantages and apnlications- Laser Enginesred Net Shaning (LENS), Electron
BeamMelting.

UNIT IV
Medical and Bic-Additive Manufacturing: Customized implants and prosthesis: Design and
production. Bio-Additive Manufacturing- Computer Aided Tissue Engineering {CATE).




Text Books:

1. Chua C.K., Leang K.F., and Lim C.5., —Rapid prototyping: Princioles and applications]|, Third
edition, World Sclentific Publistuers, 2010,

Sugpested Readings:

1. Gebhardt A, —Rapid prototypingll, Hanser Gardener Publications, 2003,

2. Liou LW, and Liou FW., —Rapid Prototyping and Engineering applications: A tool box for
prototype development|, CRC Press, 2007.

3. FDM Guide Book

List of Experiments:

1. Practical Demanstration af vacuum casting in ME Technalogy.

2. Practical implementation and comparison of various Rapid Prototyping Technologies.

3. Practical Demanstration of FOM Printing.

4, To import CAD STL file of the part to be printed In Catalyst Software and sat part orientation,
units and scale,

5. To-add the print model 1o pack and analyze model and support material requirement and
time consumption for the printer,

. To prepare the Work Table and set up the Material Cartridges in Dimension S5T 1200ES far
proner laading and unloading,

7. Taszendthe print file to FOM Machine and produce the RP Model,

8. To perform machine maintenance and verify the stable condition of machine nozzles
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COM201: BUSINESS COMMUNICATION LTE
Credits: 2 200

Pre-Requisites:MNa

Course Objective:

1 To make students develop business writing etiquette in terms of formats.

2. To develop their reading skills and enhance their vocabulary

Course Outcomes (CO):

Upon successful completion of the course, the students should be abie to:

1. The students will be able to develop effective reading and writing skills.,

2. The students will learn vocabulary and technical jargons as used in business communication

Course Content

UNITI
Communication& Interpersonal Skills: Process of Communication, Types of communication,
Modesof Communication, Barriers to Communication, Delivenng Effective PPT

UNIT I
Technical Writing: Memarandurn, Notices, Blog Writing, Report Making, Minutes of Meeting,
E- Mail, Prezss Note, Resumel Cover Lettér, Formal Letter- Complaint Letter, Ingquiry Letter,
Confirmaton Letter, Resignation Letter, Permission Letter,

UNIT I
Vocabulary Bullding: Misspell words; Techno based Acronyms, Woard formation- prefis, suffix,
Foreign Words, Phrases

LINIT IV
Functional Grammar: Conditicnal Sentences, Degrees of Comparison, Punctuation, Question
Tags
Reference Book:

1. Exercises in Spoken Englsh. Parts. 1<l CIEFL, Hyderabad. Oxford University Press
2. 5tudy Writing. Liz Hamp-Lyons and Ben Heasly, Cambrigge University Press. 2006,
3. Onwriting Well, William Zinsser. Harper Resource Book. 2001

4. Practcal English Usage. Michael Swan. QU 1955,




BTC 121: ENGINEERING CHEMISTRY LABORATORY
Credits: 01

o —
g o]

Pre-Requisites: NA

Course Description: The course alms to equip the students with experimental/practical
knowledge of illustrating the principles of chemistry relevant ta the study of science and
engineering.

The course includes separation technigues, determination af ions in water, rate constants for
chemical reactons, cell constants, conductaometry, potentiometry, chemical analysis,
saponification and chemical oscillations.

Course Qutcomes (CO):

Upon successful completion of the course, the students should be akle to:

CO1: Estimate rate constants of reactions from concentration of reactants/products as a
function of time

€02: Measure molecular/system properties such as surface tension, viscosity, conductance
of solutions, redox potentials, chloride content of water, etc

C£O3: Synthesize a small drug molecule/polymer and analyze a salt sample

Cod: Analyses the inorganic salts and chromatography for separation of compounds,

List of Experiments:

Choice of 10-12 experiments from the following:

1. Betermination of surface tension and viscosity

2. Thin layer chromatography

3, len exchange calumn far removal of hardness of water

4, Determination of chloride content of water

5. Colligative properties using lreezing point depression

&. Determination of the rate constant of a reaction

7. Determination of cellconstant and conductance of solutions

2. Potentlomatry - determination of redox potentials and emfs

9. Synthesis of a polymer/drug

10, Saponification/facid value of an ol

11, Chemical analysis of a salt

12, Lattice structures and packing of spheres

13. Models of potental energy surfaces

14, Chamical osclllations- lodine clock reaction

15. Determination of the partition coefficient of a substance between two immiscible liguids
16, Adsorption of acetic acid by charcoal

17. Use of the capillary viscosimeters to demonstrate [soelectric point as the pH of minimum
viscosity for gelatin solsand/or coagulation of the white nart of egg.

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BME123: WORKSHOP/MANUFACTURING PRACTICES LTP
Credits: 2 004

Pre-Requisites:MNa

Course Description:

The course aims toequip the students with experimental/practical knowledge of various tools
and theirapplication in carpentry, fitting and sheet metal.

Thiz caurse includes vanous cutting, filling and joining and warkshop practices

Course Qutcomes (CO):

Uponsuccessful completion of the course, the students should be able to:

CO1: Use one —way, two-way switches, parallel and series connections in house wiring.
CO2: Practices variows joints of welding,

CO03: Make use of various fitting tool.

Cod: Perform Cold & Hot forging,

Course Content

UNITI
Smithy Shop: Introduction; Forging tools and eguipment, Hot working process; Cald working
process. Forging operations in Smithy shop. Safety measures to be observed In the smithy
shop. Introduction to various heat treatment processes g annealing, hardening, tempering,
normalizing etc.
1oBs
1. To Make & Circular Ring by Cold Forming.
2 T Make A Chisel from Round Bar by Hot Forging,
3. To Forge A Cubical Shape from Round

UNIT I
Fitting Shop: Intreducton to fithng shop tools, common materials used in fitting shop,
Identification of materials, (e.g. Steel, Brass, Copper, Aluminium etc. | Identification of various
sections of steel such as Flat, Angle, Tee, Channel, Bar Girder, Square, Z-Sechon, etc.
Description and demonstration of various types of work benches, holding devices and files.
Safety Precautions whila using teols: Deseription and demonstration of simple operation of
hack-sawing, demonstration and description of various types of blades and their
specifications, uses and method of fitting the blade. Introduction to varous types of threads
(internal, external)- single start, multi-start, left hand and right hand threads, Description and
demonstration of various types of driits, taps and dies Selection of dies for threading,
selectionof drills and taps for tapping operations.
JOBS
= Prepare atemplate of given size by hack sawing and filing.
* Prepare ajobhavinginternal and external threads.

UnNIT I
Electric Shop: Introduction; variows elactrical materials, Tools & Varioos electrical instruments
used in electric shop, Concept of wiring: Introduction to the construction of a-Lead- acd
batteryand its working. Installation of a battery and to connect two or mere batteries in serigs
and In parallel, Charging of a battery and testing it with the help of hydrameter and Cell Tester,
Importance of three-phase wiring and its effectiveness. Estimating and costing of power




connection, Safety Maasures during electrical works
J0BS

1. To Make Series and Parallel Connections.

2, Domeastic Wiring = Connecting Lamp and Fan

3. Stair Case Wiring {2way)

4. Charging and Testing of Battery.

UNITIV
Welding Shop: Introduction; Types of welding; introduction to welding equipment e.g. a.c
welding set, d.c. rectifier, Electrode holder, electrodes and their specifications, welding screens
and otherwelding related equipment and accessories. Types of welding joints, Concept of Gas
welding; Arc walding: MIG welding; TIG welding: Spot welding, Seam welding, Differant
welding pasition, Soldering and Brazing. Safety measures during welding operations.
I0BS
1. Practice Arc Welding.
2, Prepare Lap loint with Arc Welding.
3, Prepare Butt foint.
A, Prapara T laint.

RECOMMENDED BOOKS

1. Workshop Technology Part 1-3 by Chapman W AL, Viva Books Put. Ltd, Mew Delhi
2. Waork Shop Technology byRaghuwanshi R S, Dhanpat Rai and Sons, New Delhi

3. Production Technology by faln R K, Khanna Publishérs, New Delhi

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

COM221: BUSINESS COMMUNICATION LABORATORY LTP
Credits: 2 002

Pre-Requisites:NA

Course Description;

1. To sharpen listening and speaking skills for workplace.

1, To teach effective conversational skills required in professional environment

Course Outcomes [CO):

1, The students will be able to develop effective reading and writing skitls.

2. The students will learn vocabulary and tecAfter campletion of this course students will be
enableto-

€01;: The students will be able to develop thorough knowledge of professional communication
CO2: The students will be able ta make and deliver effective presentations

Course Content
LINIT |
Listening Skills: Listening Exercises on Journeys (Unit 7), Fit and healthy (Unit 8), Clathes and
shopping (Unit 9), Communication {Unit 10}, Entertainment (Unit 11) and Travel {Unit 12)
UNIT N
Presentation Skills: Making PPT and Presenting Power Point Presentationi
UNIT I
Phonological Skills: Pronunciation, syllables and word stress.
UNIT IV
Speaking Skills:Cambridge English Empower Elementary Student's Book by Cambridge
University Press

Suggested Readings:

1. Exercises inSpoken English. Parts_ |-l CIEFL, Hyderabad. Chxford University Press
2. 5tudy Writing, Liz Hamp-Lyons and Ben Heasly, Cambridge University Press. 2006,
3, On'Writing Well, Wiltiam Zinsser. Harper Resource Book, 2001

4, Practical English Usage. Michae! Swan, QUP, 1995,




BCS 322: OBJECT ORIENTED PROGRAMPMING LABORATORY
Credits: 1

Course Description;

The course aims to equlp the students with the basic programming and errar correction. The
course helps students to'solve real life problems.

This course includes DOPs Concapls, Loaps, Array, function, recursion, pointers, structures and
develop a mini project.

Course Outcomes (CO);

Upon successtul complebon of the course, the students should be able to:

Col: ldentify and correct logical ermars encountered at run time.

CO2: Design real world applications by developing programming skills.

CO3: Demonstrate the use of varicus O0Ps concepts with the help of programs.

CO4: Davalop programs with reusability,

List of Experiments

1. Problem solving using computers: Famillarization with programming environment

2. Variable types and type conversions: Simole computational problems using arithmetic
EXpressions

3. Branching and logical expressigns: Problems involving it-then-else structures

4. Loops, while and for loops: Iterative problems e.g., sum of senes

5. 1D Arrays: searching, sorting: 10 Array manipulatdon

6. 2D arrays and Strings, memory structure: Matrix problems, String operations

7. Functions call by value: Simple functions

B. Recursion, structure of recursive calls: Recursive functions

9. Pointers, structures and dynamic memory allocation: Pointers and structures

10, Object Oriented Concepts: Polymerphism, abstraction, inheritance, encapsulation File
handling: File operations

11. Create o small project using C++ like Tic-tac-toe, Quiz Game, Hangman

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

UHVDO01: UNIVERSAL HUMAN VALUES LTP

200
) Credits: 3
Course Description:

The course aims to equip the students with understanding about the role and importance of
human values and ethics in personal, social and professional life,

The course introduces the student to enable students to understand and appreciate ethical
cancerns relevant to modern Hves, to halp students develop sensitivity and awareness; leading
to Cammitment and courage to act on their own betief,

Course Qutcomes (CO):

Upon successful completion of the course, the students should be able to:

CO1: Analyze the significance of value inputs provided in formal education along with skills and
develop a broader perspective about life and education.

C02: Formulate their aspirations and concemns at different levels of living, and the way to fulfill
them lna sustainable manner

CO03: Evaluate their current state of understanding and living, and model a haalthy lifestyle,
Cod; Examine the tssues of home sickness, interachons with seniors on the campus, paer
pressurewith better understanding and feel grateful towards parents, teachers and others,
C05: Develop more confidence and commitment for value-based living in family, society and
nature.

Course Content

UNITI
Introduction to value education: understanding the need, basic guidelines, Concept of Human
Values: Meaning and Importance of Values, basic human aspiration, Method tofulfill the basic
aspiration- SV, 5500, 5555, Undarstanding and living in harmany at various levals.

UNIT Il
Right Understanding (Knowing)- ¥nower, Enown & the Process The domain of night
understanding starting from understanding the human baing (the knower, the experlencer and
the doer) and extending un to understanding nature/existence — its interconnectedness and
ea-existence; and finally understanding the rale of human being inexistence (human conduct),

UNIT I
Understanding Harmony in the Family: Relationships, harmony, Emotions and Feelings,
understanding harmaony in the Famity-The basic unit of human interaction, Trost (Vishwas) and
Respect (Samman) as the foundational values of relationship, Understanding the meaning of
Vishwas: Difference between Intention and Competence and other sallent values In
relationship.
Undarstanding Harmony in the Society: Comprehensive human goeal, Universal human order,
Visualizing a universal harmenious order in society - Undivided Society (Akhand Samaj),
Universal Qrder | SarvabhaumVyawastha)- from famlily to world family,

UNIT IV
Understanding Harmony in the Sodety: Comprahensive human goal, Universal human order,
Visualizing a universal harmonious order in society - Undivided Society [Akhand Samaj),
Universal Qrder (SarvabhaumVyawastha)- from family to world family.




UNITV
Understanding Human Being: Understanding the human being comprahansively as the first
sten and the core theme of this course; human being as co-existence of the self and the hody;
theactivibes and potentialities of the saif; Basis for harmony/cantradiction in the self.
Understanding harmony in Mature: Understanding the harmany in the Nature, Orders in
nature, Interconnectedness and mutual fulfillment among the four arders of nature. Ethical
living: - Ethical hurman conduct, Proféesslanal Ethics.

Suggested Readings:.

1. R RGaur, R5angal.G P Bagaria, 2009, A Foundation Course in Value Education

2. B P Banerjes, 2005, Foundations of Ethics and Management, Excel Books

3. lvan lliich, 1974, Energy Bamg; Equity, The Trinity Press, Worcester, and HarperCollins, USA,

B.Tech Computer Science And Engineering (Cyber Security)

GMAUNIVERSITY




Second Year

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY
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BCS 301: DATA STRUCTURE & ALGORITHMS
Credits: 3

LS
(= |
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Course Description:
The course alms to equip the students with the basic concepts of data structures. and
algorithms. The course includes concepts about searching and sorting techniques, the basics
stacks, quaues, lists, trees and graphs, 2nd 1o enable the students to solve oroblems with the
frelp of fundamantal data structures.
Course Qutcomes (CO):
Upon succassful completion of the course, the students should be able to;
C€01: Analyze the algorithms to determing the tme and computation complexity and justify
the correctiess
C02: Implement linear search and binary search fora given search problom
C03: Determine the tme and computation complexity for a given problem of 3tacks, Queues
and linked lists
CO4: Implement Graph search and traversal algorithms and determine the time and
computation complexity.

Course Content

UNITI

Introguction: Basic Terminologies: Elementary Data Crganizations, Data Structure Operations:
insertion, delstion, traversal ete.; Analysis of an Algorithm, Asymptofic Notations, Time-5Space
trade off. Searching: Linear Search and Binary Search Techniques and their complexity analysls,

LINIT 1
Stacks and Queues: ADT Stack and its operations: Algorithms and their complexity analysis,
Applications of Stacks: Expression Conversion and evaluation = corresponding algorithms and
complexity analysis. ADT queue, Types of Queue: Simple Queuwe, Circular Queue, Priority
Oueue; Operations on each types of Queves: Algorithms and their analysis.

UNIT I

Linked Lists: Singly linked lists: Representation in memory, Algorithms of several operations:.
Traversing, Searching, Insertion into, Deletion from linked list; Linked representation of Stack
and Queue, Header nodes, doubly linked list; operations on it and algorithmic analysis; Circular
Linked Lists: all operations their algorithms and the complexity analysis.

Trees: Basic Tree Terminologies, Different types of Trees: Binary Tree, Threaded Binary Treg,
Binary Search Tree, AVL Tree; Tree operations on each of the trees and their algorithms with
compiexity analysis. Aoplicatons of Binary Trees, B Tree, B+ Tree: definitfions, algorithms and
analysls.




LINIT IV
Sorting and Hashing: Objective and properties of different sorting algarithms: Selection Sort,
Bubbie Sort, Insertion Sort, Quick Sort, Merge Sort, Heap Sort; Performance and Comparison
among all the methods, Hashing.
Graph: Basic Terminologias and Representations, Graph search and traversal algorithms
andcomplexity analysis

Recommended Books / Suggested Readings:

1, “Fundamentals of Data Structures”, |llustrated Editon by Ellls Horowitz, SartajSabini,
Computer 5cience Press,

2, Algorithms, Data Structures, and Problem Solving with Ce+", lllustrated Edition by Mark
Allen Weiss, Addison-Wesley Publishing Company

3. "How to Solve it by Computer”, Znd Impression by B, G. Dromey, Pearson Education

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BCS 209: BASICS OF PYTHON LTP
Credits: 3 300

Course Description:

The course aims 1o equip the students with the basic concepts of Python programming
language. The Python programming language which is one of the most popular programming
languages worldwide.

The course includes basic concepts of Python, functions, Data Collections and Language
Componant, Objectand Classes, /0 and Error Handling in Python and Applications.

Course Qutcomes (€0):

Upon successful completion of the course, the students should be able to;

C01: Exarning Python synitax and semantics and be fluent in the use of Pythan fow control and
funictions.

CO2: Demanstrate proficlency in Exceptions, and Flla Systems.

CO3: Interpret the concepts of Object-Oriented Programming as used in Python,

CO4: llustrate uses of conditional and iterative statements In Python programs,

Course Content

UNIT I
Introduction to Python Language, Strengths and Weaknesses, Installing IDLE, Dynamic Types,
Maming Conventions, String Values, String Operations, String Slices, String Operators, Numeric
Data Types, Conversions, Built in Functions

UNIT I
Data Collections and Language Companent; Introduction, Controd Flow and Syntax, Indenting,
The if Statement, Relational Operators; Logical Operators, Boolean Operators, Bit Wise
Operators, The while Loop, break and continue, The for Leop, Lists, Tuples, Sets, Dictionaries,
Sorting Dictionaries, Copying Collections

UMIT 1
Object and Ciasses: Classes in Python, Principles of Object Orientation, Creating Classes,
Instance Method, File Organization, Special Methods, Class Variables, Inheritance,
Polymorphism, Type Identfication, Custom Excepbion Classes

UNIT IV
Functions and Modules: Intreduction, Defining Your Own Fenctions, Parameters, Function
Documentation, Keyward and Optional Parameters, Passing Collections toa Function, Variable
Mumber of Arguments, Scope, Functions - “First Class Citizens”, Passing Functions to a
Function,Mapping Functions in a Dictlonary, Lambda, Modules, Standard Modules — sys,
Standard Modules—math, Standard Modules —time, The dir Function

UNIT V
if0 and Error Handling in Python: Introduction, Data Streams, Creating Your Own Data
Streams, Access Modes, Writing Data to a File, Beading Data from a Flle, Additional Flla
Methods, Using Pipes as Data Streams, Handling |0 Exceptions, Working with Directories,
Matadata, Errors, Run Time Errors; The Exception Model, Exception Hierarchy, Handling
Multiple Exceptions




UNIT VI
Applicarions of Python(Data Science Cyber/ Cloud): Importance of learning data analysis in
python, Building Predictive Models, Python Data Structures, Python Libraries. Python
programming and packages, Installation of Jupyter/PycharmNotebook and Google colab
Control Statement, Object oriented programming in Python, Installation of cifferent packages
Brief introduction of Packages of Python for different applications. Ojango: Introduction, Apps,
Maodels and Views and URL Structure

Reference Book:

1. Dive into Python, Mike

2. Learning Python, dth Edition by Mark Lutz

3. Programming Python, dth Edition by Mark Lutz

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BEE302: DIGITAL CIRCUITS AND LOGICAL DESIGN LTP
Credits: 3 300

Course Description:

The eaurse alms to equip the studants with the formal procedures for the analysis and design
of combinational and sequential circuits,

The course Includes Introduction to basle postulates of Baolean alpebrs and shows tha
correlation between Boolean expressions, introduce the methods for simplifying Boolean
exprassions and also introduce the concept of memaries and programmable logic devices,
Course Qutcomaes (€0):

Upon successful completion of the course, the students should be able to;

CO1: Apply the knowledge of digital number systems, Boolean algebra, and logic gatos for logic
function minimization,

C02: Analyze differant methods used for simplification of Baolean expressions.

C03: Design and implement Combinational and Sequential circuits

C04: Describe different types of memories and their applications,

Course Content

UNITI
Mumber Systems and Boolean Algebra: Mumber systems, Binary addition and Subtracton,
Subtraction using 1's & 2's complements and wsing 9's & 10 scomplements, Binary codes, Error
detecting and Correcting codes, Theorems of Boolean algebra, Canonical forms, Logic gates.

UNIT 1l
Combinational Circuits: Reprasentation of logic functions, Simplification using Karnaugh map,
Tabulation method, Implementation of combinatonal logic using standard logic gates,
Multiplexers and DE multiplexers, Encoders and Decoders, Code Converters, Adders,
Subtractors, Parity Checker and Magnltude Comparator

UNIT Il
Sequential Circuits: Fiip flops SR, JK, D and T flip flops Level triggering and edge triggering,
Excitation tables Counters -Asynchronous and synchronous type modula counters, design with
state eguation state diagram, Shift registers, type of registers, circult diagrams.

UNIT IV
Digital Logic Families: Introduction to binolar Logic families: RTL, DCTL, OTL, TTL, ECL and MOS
Logic families: NMOS, PMOS, CMOS, Details of TTL legic family -Totempole, cpen collector
outputs, TTLsubfamilies, Comparison ot different logic families,

UNITV
Dfn and AfD Converters: Weighted resistor type /A Canverter, Binary ladder /A converter,
Steady state accuracy test, D/A accuracy and resolution, Parallel /D Converter, counter typa
A/Dconverter, Successive approximation &/D converter, Single and Dual slope A/D converter,
ASD accuracy and resolutian.

Recommended Books / Suggestad Readings:
1. Wakerly | F, Digital Dezign! Principles and Practices; Prentice-Hall, 2nd Ed., 20022,




2. 0.0, Givane, Digital Principles and Design, Tata Me-Graw Hill, New Delhl, 2003.
3. 5 Brown ang Z. Vranesic, Fundamentals of Digital Logic with Verilog Design, Tata Mc.Graw
Hill, 2008,

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BTM 302: MATHEMATICS — lil (PROBABILITY AND STATISTICS) | TP
Credits: 4 3oo

Pre-Requisites: MA

Course Description:

The course aims to equip the students with the ability to familiarize the students with
statistical technigques and to equip them with standard concepts and tools st an intermediata
to advancad level that will serve therm well towards tackling various problems in the discipline.
Course Qutcomes {CO):

Upon successful completion of the course, the students should be able to:

CO1: Understand the idaas of probability and random variables and various discrete and
continuous prabakbility distributions and their properties.

Co2: Implement the basic ideas of statistics including measures of central tendency,
correlatonand regression.

C03: |Identify the statistical methods of studying data samples.

Cod: Apply the basic (deas of statistics including Curve fitting by method of least squares and
testing of significance.

Course Content

UNIT I
Basic Probability: Probatility spaces, conditional probahility, independence; Discrete random
variables, Independent random variables, Expectation of Discrete Random Variables,
Maments, Variance of asum

unNIT
Continuous Probability Distributions: Continuous random variables and their properties,
distribution functons.
Probability distributons: Blnomlal, Polssan and Normal - evaluation of statistical parameters
for these three distributions
Bivariate Distributions: Bivariate distributions and thair properties, distribution of sums and
quotients, Bayes' rule.

UMIT 1
Basic Statistics: Measures of Central tendency: Moments, skewness and Kurtosis -
Correlation and regrassian— Rank correlation

UNIT IV
Applied Statistics: Curve fitting by the method of least squares- fitting of straight lines, second
degree parabolas and moare general curves. Test of significance; Large sample test for single
proportion, difference of propertions, single mean, difference of means, and difference of
standard deviations,
Small samplas: Test for single mean, difference of means and correlation coefficients, test for
ratic of variances - Chi-sauare test for goodness of fit and independence of attributes

Text Books:
1. Erwin Kreyszig, Advanced Engineering Mathematics, 9th Edition, John Wiley & Sons, 2006,




2 PG, Hoel, 5. C. Partand C. 1. Stane, Introduction to Prabablility Theoary, Unlversal Book Stall,
2003 (Reprint).

3.5, Ross, A First Course in Probability, 6th Ed., Pearson Education india, 2002,

4, W, Feller, An Introduction to Probabllity Theory and its Applications, Vol 1, 3rd Ed,, Wiley,
1968

Sugpested Readings:

1. M.P. Bali and Manish Goyal, A text book of Enginaering Mathamatics, Laxmi Publications,
Reprint, 2010,

2. B.5, Grewal, Higher Engineering Mathematics, Khanna Publishers, 35th Edition, 2000,

3. Veerarajan T, Enginecring Mathemartics (for semester 1), Tata MeGraw-Hill, Mew Delhl,
2010.

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

DOS001: FOUNDATION COURSE IN HUMANITIES LTP
(Development of Societies/Philasaphy) 300
Credits: 3
Course Description:

This course will introduce you to some ofthe main areas of contemporary philosophy. This
course will be an introductory overview of several different areas of philosophy,
Course Content
UNIT I
Social Development:
1. Cancepts behind the arigin of Family, Clan and Society
2. Different Social Systams
1. Relation beétween Human being and Society
4. Comparative studies on differant models of Social Structuras and thair evolution

UNIT N
Political Development:
1. ldeas of Political Systems az learnt from History
2. Different models of Governing systam and thelr comparative study

unNImin
Economic Development:
1. Birth of Capitalism, Socialism, Marxism
2 Concept of developmaent in pre-British, British and post British period-Barter, lajmani
1. ldea of development in current context,
4, E. F Schumacher's idea of development, Buddhist economics. Gandhian |dea of
development, Swara] and Decentralization,




BC5321: DATA STRUCTURE & ALGORITHMS LABORATORY LTP
Credits: 1 002
Course Description:
The course aims to equip the students with the basic concepts of data structures and
algorithms,

The course includes the implementation of various searching and sorting technique along
with space and time complexity

Course Dutcomes (CO):

Upon successful completion of the course, the students should be able to:

CO1: Analyze the working of various data structunes

Co2: implement linear search and binzry search for a given search prablam

CO3: implement solutions for the problem of Stacks, Queues and linked lists

CO4: Write programs for 5election Sort, Bubble Sort, Insertion Sort, Cluick Sart, Merge Sort,
Heap Sort and compare their performance n term of Space and Time complexity

CO5: Implement Graph search and traversal algorthms with the helo of programs

List of Experiments

1. Linear Search

2. Binary Search

3, Stacks

4. Queues: Simple, Circular, Priority

5. Linked Lists: Singly linked list, Doubly Linked List, Circular Linked List

6. Trees: Binary Tree, Threaded Binary Trea, Binary Search Tree, AYL Trea

7. Sorting and Hashing: Selection Sort, Bubble Sort, Inserfion Sort, Quick Sort, Merge Sort,
Heap Sort

B. Graph: Graph search and troversal

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BCS 222: PYTHON LABORATORY LTP
Credits: 1 002

Course Description: The Pythan programming language which is one of the most popular
pragramming languages worldwide. The course shows you how to use the free open-source
Python to write basic programs and Python, functions, variables, If Else statements, For loops,
While loops, iterative ang recursive programs and algorithms such as the Insertion Sort
algorithm.

Course Outcomes (CO):

Upon successful completion of the caurse, the students shotld be able to:
C01: Apply the principles python programming,

CO2: Write clear and effective python code,

C03: Create applications using python programming.

CO4: Develop and use Web Services using python,

List of Experiments

1. Write pythan program to print Hello Warld

2. Write oython program to Hello World using string variable

3. Write python program tostore datain listand then try ta print them,

4_Write python program to do basic trim and slice on string.

5. Write python program to print list of numbers using range and for loop

B.Write python program Lo store strings in list and then print them.

7. Write python program to let user enter some data in string and then verify data and print
welcome to usern

&. Write python program in which a function is defined and calling that function prints Hello
Warld

9, Write python program in which a function (with single string parameter| is defined and
calling that function prints the string parameters given to function.

10, Write python program in which a class is define, then create object of that class and call
simple print function define in class.




BTCY301: FUNDAMENTALS OF CYBER AND NETWORK SECURITY L TP
Credits: 1 300

Course Description:

This course provides the foundation for understanding the key |ssues associated with
protecting information assets, The purpose of the course |s to provide the student with an
overview of the fielg of information security and assurance

Course Qutcomes (CO):

This course will develep students 'knowledge infon...

CO1: Analyze the broad set of technlcal, soclal & political aspects of Cyber Security.

CO2: Appreciate the vuinerabilities and threats posed by criminals, terrorist and nation states
to natianal infrastructure,

CoA: Describe the importance of ethical hacking tool.

CO4: Implement the ethical hacking process,

Contents:

umMITI
INTRODUCTION TO CYBER SECURITY - Importance and challenges in Cyber Sscurity -
Cyberspace- Cyber threats - Cyber warfara - CIA Triad - Cyber Terrorism = Cyber Securityof
Critical Infrastructure -Cyber security—Organizational implications.

UNIT I
HACKERS AMD CYBERCRIMES: Types of Hackers- Hackers and Crackers, Profile, Malicious
Software: Viruses, Worms, System Corruption, Attack Agents, Information Theft, Keyloggers,
Phishing, Spyware Payload Stealthing, Backdoors, Rootkits, Ristributed Denial of Service
Attacks, Bots and Botnets,

UNIT I
ETHICAL HACKING AND SOCIAL ENGINEERING: Ethical Hacking Concepts and 3copes - Threats
and Attack Vectors - Information Assurance — Threat Modeling-Enterprise Information
Security Architecture-\Vulnerabllity Assessment and Penetration, Testing-Types of Soclal
Engineering-Insider Attack- Preventing Insider Threats-SocialEngineering Targets and Defense
Stratepies,

UNIT IV
MNETWORK SECURITY: IP Security. Overview, P Security Policy, IPV4, IPYE, Encapsufating
Security Payload, Combining Security Associations, Internet Key Exchange (IKE), DHCP, MAT,
DNS, FQDN, loT.

UNITV
CRYPTOGRAPHY: Basic of cryptography, including conventional andg public-key cryptography,
hiash functions, authentication, and digital signatures, Key Management and Distribution:
Symmetrickey Distribution, Distribution of Public Keys, X.509 Cernificates, Public-Key
Infrastructure, certificate Authority (CA), 55H and 550
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Text Books:

1. Donaldson 5. Siegel S \Williams, C.K. Aslam, A "EnterpriseCybersecurity —How to

Build 2 Successful Cyber defense Program against Advanced Threats”, Anress, 1st Edition,
2015.

2. Nina Godbale, Sumit Belapure, “Cybersecurity”, Willey, 2011,

3. Roper Grimes,"Hacking the Hacker®, Wiley, Ist Edition, 2017,

4, Cyber Law By Bare Act, Govtof India, (T Act 2000




BC5501: COMPUTER NETWORKS
Credits: 3

e
L= |
L=Hav|

Course Description:

The course aims to equip the students with understanding of modern network architectures
fromadesign and performance perspective,

The course introduces the student to the major concepts involved in wide-area networks
[WiANs], local area networks (LANS) and Wirgless LANs (WLANs), to provide an opoortunity to
donetwork programming, Lo provide a WLAN measurement idea.

Course Qutcomes (CO):

Upon successful completion of the course, the students should be able to:

CO1: Discuss the features of computer netwaorks, protacels and network design models:

€02 Select appropriate congestion control technigues and Cuality of Service requirements
foranetwark

Cod: illustrate the functians and protocols of netwark layer, transpert layer and application
layerin inter-networking.

CO4: Analyze the services and features of various protocol lavers in data networks.

Course Content;

UNITI
Data communication Components: Representation of data and Its fiow Networks, Various
Connection Topolopy, Pratocols and Standards, 081 model, Transemission Media, LAN: Wired
LAMN, Wireless LANS, Connecting LAN and Virtual LAN, Techniques for Bandwidth utilization:
fMultiplexing - Freguency division, Tlime division and Wave division, Concepts on spread
SDECtrum.

UNIT I
Data Link Layer and Medijuom Access Sub Layer: Error Detection and Error Correction -
Fundamentals, Block coding, Hamming Distance, CRC; Flow Control and Error control
protocols - Stop and Wait, go back —= N ARD, Selective Repeat AR, Sliding Window,
Piggybacking, Random Access, Muitiple access protocols -Pure ALOHA, Slotted ALOHA,
CSMASCD, COMASTA

LN
Metwaork Layer: Switching, Logical addressing = IPVA, IFVE; Address mapping - ARF, RARFE,
BOOTP and DHCP-Delivery, Forwarding and Unicast Rowting protocols.

UNIT IV
Transport Layer: Process to Process Communication, User Datagram Protocal (UDP),
Transmission Control Protocel (TCP), SCTP Congestion Control; Quality of Service, QoS
improving technigues: Leaky Bucket and Token Bucket algorithm,

UNITY
Application Layer: Domaln Name Space (DNS), ODNS, TELNET, EMAIL, File Transfer Protocol
(FTP], WWAW, HTTP, SNMP, Bluetooth, Firewalls, Basic concepts of Cryptography
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Suggested Books:

1. Data Communication and Networking, 2th Edition, Behrouz A Forouzan, MoGrawHlll

2. Data and Computer Communication, 8th Edition, William Stallings, Pearson Prentice Hall
India

3. Camputer Metworks, 8th Edition, Andrew 5. Tanenbaum, Pearson New Internatianal Edition
4. Internetworking with TCPAIP, Volume 1, 6th Edition Dowglas Comer, Prentice Hall of India

5. TCRAR Nustrated, Volume 1, W, Richard Stevens, Addison-Wesley, United States af America




BCS521: COMPUTER NETWORKS LABORATORY LTPE
Credits: 1 002
Course Objectives:
1. To develop an understanding of modern network architectures from design and
performance perspective

2. To introduce the student 1o the major concepts imvalved in wide-area networks [WARNs),
local area networks (LANs ) and Wirelass Lans [WLANS)

3. Todo network programiming

4, To prowide a WLAN measurement idea

Course Outcomes (CO):

Upon successful completion of the course, the studentsshould ba ableto:

CO1: Draw the functonal block diagram of wide-area networks (WARNS), local area networks
(LANs) and Wireless Lans {WLANs} describe the function of each block,

£02: Deslgn for a given reguirement [small scale) of wide-area netwaorks [WANs), local area
networks [LANs) and Wireless LANS (WLANs) based on the market available component.

CO3: Develop metwork programming for a given prablem refated ta TCPAP protocol.

CO4: Configure DNS DOMS, TELMET, EMAIL, File Transfer Protocol (FTR), WWW, HTTP. SNMP,
Bluataoth, Firewslls using open-source available software and tools,

List of Experiments:

1. Famifiarization with Transmission madia and Tools: Co-axial cable, UTP Cable, Crimping
Tool, Connectors efc.

2. Familiarization with Networking Compenents and devices: LAN Adapters, Hubs, Switches,
Routers etc

3. Preparing straight and cross cables,

4. Configuration of TCR/IP Protocols inWindows.

5. Connect bwo computers with each other and ping in packet Tracer.

6. Connect with other computers in LAN (Configure the IP address and How to Connect with
Other Pes).

7. Distinguish betweean Hub and Switch using packet Tracer,

B, Configure network Topalogies using packet tracer softwara,

8. Confipure a hybrid network [wired and wireless) in packet tracer.

10. Configure 8 netwaork using Routers, Switchas, Access Points to show the functionality of
LAMN with

12. Configure a Network and verify ARP protocol,

13. Network Commands [ping, trace route, DMS tools, Telnet, IP config, FTP clients).

14, Canfigure Network using DHCP protocal

15. Configurean ICMP protocal an Packet Tracer,

16. Configure Network using various Routing protocal like,, RIP,

17. Subnet planning and its implementation.

18 Implementaton of various LAN protocols and configurations
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BEE322: DIGITAL CIRCUITS AND LOGICAL DESIGN LABORATORY L TP
Credits: 1 ooz

Course Description: The course aims to equip the students with practical experlience in
design, realization and verification of Borgan's Theorem, S0P, POS forms,

The course includes Full/Parallel Adders, Subtractors and Magnitude Comparatar, Multiplexar
using logic gates, Demultiplexers and Decoders, Flip-Flops, Shift registars and Counters,

Course Qutcomes (CO):

Upon successful completion of the course, the students should be able ta:

Col: Demonstrate the truth tahle of various expressions and combinatianal circuits using logic
gates,

CO2: Design, test and evalueate various combinational drcults such as adders, subtractors,
comparaters, multiplexers and de-multiplexers

€03 Construct Mips-flops, counters and shift registers.

Cod: Develop a digital logic and apoly it to solve real life problems.

List of Experiments;

FACULTY OF ENGINEERING, DESIGN AND ALUTOMATION

B. TECH COMPUTER SCIENCE AMD ENGIMEERING (CLOUD COMPUTING)2022-2023
1. Design and verification of the truth tables of Half and Full adder circuits

2_Design and verification of the truth tables of Half and Full subtractor

1. Design and implementation of 4-bit binary Adder/ Subtractorand 8C0 adder using ICT483
4. Deslgn and implementation of code convertars using loglc gates

a. BCD to excess-3 code

b, Binary to gray code

5. \erification of the truth table of the Multiplexer using IC 74150

6. verification of the truth table of the De-Multiplexar using IC 74154

7. Design and test of an S8 Mlip-Nop using NOR/NANDZates

&. Werify the truth fable of a D flip-flop (7474) and 1K flip -flop (7476)

9. Werification of the results of 3-bit synchranous up/down counter

10. Verification of 4-bit ripple counter and Mod -10/ Mod-12 Ripole counters

11. Operate the universal shift register 74194

12 Cperate a 7 segment LED display through a counter using a low frequency clack.




BCS401: OPERATING 5YSTEMS
Credits: 3
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Course Description: The course aims to equip the students with the fundamentals of
Oiperating Systems.

The course [ncludes the mechanisms of 05 to handle processes and threads and their
communication, mechanisms Invelved In memory management in contempaorary 05,
knowledge on distributed operating system concepts that includes architecture, Mutual
exclusion algorithms, deadlock detection algorithms and agreement protocols.

Course Dutcomes (CO):

Lipon successful comnletion of the course, the students should be able to:

CO1: Distinguish concepls related to processes, threads, process scheduling, race conditions
and critical sections.

CO2: Develop techniques for optimally allecating memory to processes by increasing memaory
utilization and for iImproving the access tme for a glven specification of memory arganization
€03: Design and implement file management systam

CO4: (llustrate the concepts of process management and process scheduling mechanisms
employed in Operating Systems.

€O5: Develop the /0 managerment functians in 05 as part of a uniform device abstraction by
performing operations for synchronization between CPU and 1/0 controllers.

Course Content:

UNITI
Introduction: Concept of Operating Systems, Generations of Operating systems, Types of
Operating Systems, 05 Senvices, System Calls, Structure of an 05 - Layered, Monolithic,
Microkernal Operating Systems, Concept of Virtual Machine. Case study on UNIX and
WINDOWS Operating System,

UNIT I
Processes: Definition, Process Relationship, Different states of a Process, Brocoss Stale
transittons, Process Control Block (PCB), Context switching Thread: Definition, Various states,
Beanefits ofthreads, Types of threads, Concept of multithreads, Process Scheduling:
Foundation and Scheduling objectives, Types of Schedulers, Scheduling criteria; CPU
utilization, Throughput, Turpraround Time, Waiting Time, Rasponse Time; Scheduling
algorithms: Pre-emptive and Non pre-emptive, FCES, SIF, RR: Multiprocessor scheduling: Real
Timeschaduling: AM and EDF.

LINIT 1
Inter-process Communication; Critical Section, Race Conditions, Mutual Exclusion, Hardware
Solution, Strict Alternation, Peterson's Solution, The Producer) Consumer Problem,
Semaphares, BEvent Caunters, Monitars, Message Passing, Classical IPC Prohlems: Reader's &
Writer Problem, Dinning Philosaphear Problem et

UNIT IV
Deadiocks: Definition, Necassary and sufficlent canditions for Deadlock, Deadlock Prevention,
Deadlock Avoidance: Banker's algorithm, Deadlock detection and Recovery,

unNITV
Memary Management: Basic concept, Logical and Physical address map, Memary allocation:
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Contiguous Memory allocation — Fiked and variable partiion— Internal and Extornal
fragmentation and Compactiaon; Paging: Principle of operation - Page allocation - Hardware
support for paging, Protection and sharing, Disadvantages of paging. Virtual Memory: Basics
of Virtual Memory — Hardware and control structures — Locality of reference, Page fault,
Warking Set, Dirty page/Dirty bit
— Demand paging, Page Replacement algorithms: Optimal, First in First Qut (FIFD), Second
Charice (5C), Mot recently used {NRU) and Least Recantly used (LRI,

UNIT VI
IfO Hardware: |/0 devices, Device controllers, Direct memory access Principles of (/0
Software: Goals of Interrupt handlers, Device drivers, Device independent |/0 software,
Secondary-Storage Structure: Disk structure, Disk scheduling algarithms
File Management: Concept of File, Access methods, File types, File operation, Directory
structure, File System structure, Allocation methods (contigucus, linked, indexed), Free-space
management (bit vector, linkad |ist, grouping), directory implementation (lingar list, hash
tahie}, efficiency and performance
Disk Management: Disk structure, Disk scheduling - FCFS, 55TF, SCAN, C-5CAN, Disk reliahility,
Disk formatting, Boot-black, Bad blocks.

Recommended Books [ Suggested Readings:

1. Operating System Concents Essentals, Gth Edition by Avisilberschatz, Peter Galvin, Greg
Gagne, Wiley Asiastudent Edition

2. Operating Systems: Internals and Design Principles, 5th Edition, Willlam Stallings, Prentice
Hall of India

3, Operating System! A Design-oriented Approach, 1st Edition by Charles Crowley, lrwin
Pubiishing

4, Operating Systems: A Modern Perspective, 2nd Edition by Gary 1. Mutt, Addison-Wesley

5, Design of the Linix Operating Systems, 8th Edition by Maurice Bach, Prentice-Hall of India

6, Understanding the Linus Kernel, 3rd Edition, Daniel £ Bovet, Marco Cesati, O'Reilly and
Associates




BCS542: LINUY AND SHELL PROGRAMMING L
Credits: 3 3
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Course Description: This course explaing the fundamental ideas behind the open source
operating system approach to programming. ¥nowledge of Linux helps to understand OF level
programming. Like the successful computer languages that came before, Linuy is the blend of
the best elements of its rich heritage combined with the innovative concepts required by its
unigue environment, This course involves kernel concepts, basics commands; shall scripting,
file processing, Socket programming, Processes, inter process communication.

Course Dutcomes (CO):

Lipon successful comnletion of the course, the students should be able to:

C01: Use warious Linux commands that are used to maniputate system operations al admin
level and a prerequisite to pursue job as-a Network administrator.

CO2, Write Shell Programming using Linux commands,

C03: Design and write application to manipulate internal kernel level Linuy File System.

CO4: Develog IPC-API's that can be used to control various processes for synchronization.
COS: Develop Metwork Programming that allows applications to make efficient use of
resaurces available on different machines in a network.

Course Content:

umMIT I
INTRODUCTION TO LINUX AND LINUX UTILITIES: A brief history of LIMUX, architocture of
LINUX, features of LINUX, infroduction tovi editor, Linux commands- PATH, man, echo, printf,
script, passwid, uname, who, date, stty, pwd, od, mkdir, rmdir, 5, cp, mv, rm, cat, more, we, ip,
od, tar, gzin, file hand|ing uftilities, security by file permissions, process utilities, disk utilities,
netwarking commands, unlink, du, df, mount, umount, find, unmask, ulimit, ps, w, inger, arp,
ftp, telnet, riogin.Text Processing utilities and backup utfities, tail, head , sort, nl, unig, grep,
egren, ferep, cut, paste, join, tee, pg, camm, cmp, diff, tr, awk, cpio

UMIT I
INTRODUCTION TO SHELLS: Linux Session, Standard Streams, Redirechon, Pipes, Tee
Cammand, Cammand Exacutian, Cammand-Line Editing, Quotes, Command Substitution, Job
Control, Aliases, Variables, Predefined Variables, Options, Shell/Emironment Customization.
Filters: Fllters and Pipes, Concatenating files, Display Beginning and End of fikes, Cut and Paste,
Sorting, Translating Characters, Files with Duplicate Lines, Count Characters, Words or Lines,
Comparing Fles:

LINIT 1
UNEX FILE STRUCTURE: Introduction to UNIX file system, inode [Index Node), file descriptors,
system calls and device drivers,
GREP: Opé&ration, grep Famiily, Searching for File Content. Sed Scripts, Operation, Addresses,
comimands, Applications, grepand sed,
File Management : File Structures, System Calls for File Management — create, open, close,
read, write,lseek, link, symiink, unlink, stat, fstat, Istat, chmaod, chown, Directary AP = opendir,
readdir, closadir, rmkdir, rmdir, umask.

UNIT IV
PROCESS AND SIGMALS: Pracess, process identiflers, process structure: process table, viewing
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processes, system processes, process scheduling, starting new. processes: waiting for 2
process, rombie processes, orphan process, fork, viork, exit, wait, waitpid, exec, signals
functions, unreliable signals, interrupted system calls, kill, raise, alarm, pause, abort, system,
sleep functions, signal sets. File locking: creating lock files, locking regions, use of read and
write with locking, competing locks, other lock commands, deadiocks

UMNITV
INTER PROCESS COMMUNICATION: Pipe, process pipes, the pipe call, parent and chiid
processes, and named pipes: fifos, semaphores: semget, semop, semct], message gueues:
msgget, magsnd, msgroy, msgetl, shared memary: shmget, shmat, shmdt, shmetl, ipc status
commands,
INTRODUCTION TO SOCKETS: Socket, socket connections - socket attributes, socket
addresses, socket, connect, bind, listen, accept, socket communications,

Reference Boolks:

1. Linux Systam Programming, Robert Love, D' Reilly, SPD.

2. Advanced Programming In the UNIX enwironment, 2nd Edition, W.R. Stevens, Pearson
Education.

3. UNIX Network Programming, W.R. Stevens, PHI. UNIX for Programmiers and Users, 3rd
Edition, Graham Glass, King Ables, Pearson Education




BC5303: COMPUTER ORGANIZATION & ARCHITECTURE
Credits: 3
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Course Description: The course alms to equip the students with the basic principles of
computer architecture. The course includes conceats of Instruction Level Architecture, the art
inmemaory system design and the knowledge of micro programming.

Course Outcomes (CO);

Upon successful complebon of the course, the students should be abla to:

CO1: Draw the functional black diagram of a single bus architecture of & computer and
describe the function of the instructan execution cycle, ATL Interpretatien of Instructions,
addressing modes, instruction set

CO2: Write assembly language program for specified microprocessor for computing 16-bit
multiplication, givision and I/0 device interface (ADC, Control circuit, serial port
communication)

LO03: Write a Nowehart for Concurrent access to memory and cache coherancy in Parallel
Processors and describe the process.

CO4: Design a memory module, given a CPU arganization and instruction, and analyze its
operation by interfacing with the CPU

CO5: Assess performance of & given CPU grganization, and apply design technigues to
enhance performance using pipelining, parallelism and RISC methodology

Course Content:

UNITI
Functional blocks of a computer; CPU, memary, input-cutput subsystems, control wnit
Instruction set architecture of a CPU — registers, instruction execution cycle, RTL
interpretation of instructons, addressing modes, Instruction set, Case study - instruction sets
of some common CPUs, Data représentation: signed number regresentation, fived and
floating point representations, character representation, Computar arithmetic = Integer
addition and subtraction, ripple carry adder, carry look- shead adder, etc. multiplication —
shift-and add, Booth multiplier, carry save multiplier, etc. Division restoring and non-restoring
technigues, loating point arithmetic,

uNmn
Introduction to BORSarchitecturas: Introduction to Microprocessors, microcontroller; BOBS
Microprocessor Architecture, pin description, Bus concept and organization; concept af
multiplexing and de-multiplexing of buses; concept of static and dynamic RAM, type of ROM,
memaory map. 8085 Microprocessor (nterfacing: 8255 Programmable Peripheral Interface,
8254 programmable interval timer, interfacing of Inputf/output device, 8279 Key
board/Dizplay interface.

LINIT 1
Fipelining: Basic concepts of pipelining, throughput and speedup, pipeline hazards. Parallal
Processors: Introduction to parallel processors, Concurrent acocess to memory and cache
coherency,

UNIT IV
Memary organizaticn: Memary interleaving, concept of hierarchical memory arganization,
cache mamory, cache size vs. block size, mapping functions, replacement algorithms, write
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prollcies.

UNIT W
semiconductor Memories: Memory organization, Classification, and characteristics of
memaries, Sequential memarles, ROMs, RMW memories, Content Addressable memaries,
Charged-Counled Device memory, PLA, PALand Gate Array

Recommended Books / Suggested Readings:

1. "Computer Organization and Design: The Hardware/Software Interface”, Sth Edition by
Cavid A, Patterson and lohn L, Hennessy, Elsevier

2. “Computer Organization and Embedded Systems”, Gth Edition by Carl Hamacher, McGraw
HIlHigher Education.

3. *Comouter Architecture and Organization”, 3rd Edition by lohn P, Hayes, WCB/McGraw-Hill
A. "Computer Organization and Architecture: Designing for Performance”, 10th Edition by
William Stallings, Pearson Education

5, "Computer System Design and Architecture”, 2nd Edition by Vincent P Heuring and Harry F.
Jordan, Pearson Education




BTMA0Z: DISCRETE MATHEMATICS
Credits: 4
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Course Description: The course alms to equip the students with the abllity to construct and
understand mathematical proofs. The course includes set theory, relation, function,
combinatorics, graph theory, trees,

Course Outcomes (CO);

Upon successful complebon of the course, the students should be abla to:

Col: Implement the working with mathematical notation and common concepts in discrete
mathematics,

Co2: Understand the hasic concepts in 5et theory, logic, combinatorics; and graph theory.
C03: identify the challenges for theoretical Computer Science and its contribution to other
sciences

Course Content:

UNIT
Sets, relations and functons: Basic operations on sets, Cartesian products, disjoint unlon
{zum), and power sets, Different types of relations, their compositions and inverses. Different
types of functions, thair compositions and inversas,
Relation: Definition, types of relation, composition of relations, Inverses
Function: Definition and types of funchion, compesition of functions, Inverses,

UNITH
Propositional logics: Introduction to first order fogic and first order theory,Syntax and
Semantics, proof systams, satisfability, validity, soundness, completeness, deduction theorem
et
Partially ordered sets: Complete partial ardering, chain, and lathce, complete, distributive,
modular and complemented lattices. Boolean lattices.

LINIT 1
Algebraic Stroctures: Algebraic structures with one binary operation — semi-group; monoid
and groug; cosets; Lagrange theorem; normal subgroup; homomorphic sub-group
congruence relation and quotient structures, error correcting cade; algebraic structures with
two binary ooerations; ring; integral domain and field; Boolean algebra and Boolean ring
[Definition and simple examplas)

UNIT IV
Introduction to Counting: Basic counting techniques - inclusion and exclusion, pigecn-hale
principle, permutaton, combination, summations. Introducton 1o recurrence relatton and
generating functions,
Introduction to Graphs: Graphs and thelr basic properties — degree, path, cycle, subgraph,
isomarnhism, Eulerianand Hamiltonian walk, trees- All definitions and simple exampls.

Recommended Books / Suggested Readings:

1, U €L, Elements of Discrete Mathematics, MoGraw Hill Int, edn,

2, Kolman B & Busby C.R., Discrete Mathematical Structure for Computer Science, Prentice
Hall of India Ltd.

3. Seymour Lipschutz, M. Lipson, "Diserete Mathematics” Tata Me Graw Hill, 2005, 4. Deo N.,
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Graph Theory, Prentice Hall of india.
4. Trembley | P B Manohar R, Discrete Mathematical Structures with Applications to
Computer Science, Tata MoGraw Hill.




BCS5402: JAVA PROGRAMMING
Credits: 3
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Course Description: The course alms to equip the students with fundamentals of abject-
oriented programming in lava. The course includes as variables, conditional and iterative
execubtion, methods in JAVA, Fundamentals of object-orented programming in Java, including
defining classes, invoking methods, using classlibraries, ote.

Course Outcomes(C0O):

Upan successtul completion of the course, the students should be ahle to:

CO1: Demonstrate the behavior of programs Involving the basic programming constructs like
control structures, constructors, string handling and garbage collection.

COZ2: Use object-oriented programming concapts such as classes, objacts, constructors, data
hiding, inheritance and polymorghism to solve a given problem.

C03: Implement the inheritance {multlevel, hierarchical and mulfiple} by using extend and
Implement keywaords.

CO4: lllustrate how robust orograms can be written in Java,

COS: Write Graphical User Intarface based application programs by utilising event handling
features and Swing in lava,

Course Content:

umMIT I
Introduction: The Evolution of Java, Object-Oriented Programming Concepts and lava, Two
paradigms, Differences between C++ and Java, The Primary Charzcteristics of lava, The
Architecture, lava class libraries, lava Virtual Machine, Data types, Tokens, Literals, Variable
and scope, Symbolic Constants, Data type, Type casting, Operators, Wranper classes,
Installatton of lavaand IDE|Netheans/Eclipse)
Control Statements: introduction, Control Statements, Sequence Control Statement,
Decision Control Statement, Case Control Statement, Iteration Contral Statement, lump in
Loops, Labeled Loops.

unNImn
Arrays: Introduction, Array, Need OF Array, Types OF Array, One Dimensional Array,
Multidimensional Array, Memory representation of Arrays,
Strings: Introduction, String Methods, String Buffer,
Classes: Introduction, Defining A.Class, Adding Variables, Adding Methods, Creating Objects,
Accessing Class Members, Call By Value And Call By Reference, Recursion, Access Control,
Constructors, Method Overloading, Constructor Cverloading, Garbage Collection, Finalize] )
Method, This Keyword, Static Members, Nesting Of Methods

LINIT 1l
Inheritance: Inheritance, Tynes of Inheritance, Using Super, Constructar-Order Of Execution
In Inheritance, Overriding Methods, Final Keyword, Abstract Methods and Classes, Visihility
Control Interface
Packages and Interfaces; Defining, Creating and Accessing a Package, Undaerstanding CLASS
PATH, imparting packages, differences between classes and interfaces, defining an interface,
implementing interface, applying interfaces, variablesin interface and extending intarfaces
Exception handling: Exception handling fundamentals, Exception types, Uncaught Exceptions
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Usingtry and catch, multiple catch clauses, nested try statements throw, finally Java built in
exception creating your own exception sub classes, using exceptions

UNIT IV
Multithreaded Frogramming: The lava thread mode!l, the main thread, creating thread,
creating multiple thread, using isalivel), yield{}, sleepl) and |oin{}. Thread priorities,
synchronization, inter thread communications, daemon threads, suspending, resuming and
stopping thraads.
Event Handiing: Events, Event sources, Event classes, Event Listeners, Delegation event
model, handling mouse and keyboard events, Adapter classes.

UNIT V
Applets: Applets basics, Applets HTML tags and attributes, Inter-applet communication
AWT B Swing: Introduction, Companents AWT, Introduction to Swing, limitations af AWT,
MWC architecture, companents, containers, exploring swing-lAoplet, JFrame and
IComponent, lcons and Labels, text fields, buttons, 1Button class, Check boses, Radio buttons,
Combo boxes, Tabbed Panes, Scroll Panes, Trees, and Tables,

Recommended Books / Suggested Readings:

1. Java 2: The Complete Reference by Tata MoGraw Hill

2.Head First lava by Kathy Sierra

3, Core Java-l (Addison Wesley) by Horstmann

&, Thinking Inlava by Bruce Eckel

5. Java: How to program by Deitel & Deitel Modern Operating Systems - Andrew 5.
Tenenbaum, Pearson Education Agia / PHI




BCS502: DATABASE MANAGEMENT SYSTEMS
Credits: 3

Course Description: The course aims to equip the students with understanding of different
lssues invalved In the deslgn and implementation of a database system. The course Introducses
the student to study the physical and logical database designs, database modeling, relational,
hierarchical, and network models to understand and use data manipulation |anguage o
query, update, and manage a database, to develop an understanding of essential DEMS
concepts such as: database security, integrity, concurrency, distributed database, and
intelligent database, Client/Server {Database Server], Data Warehousing, te design and build
asimple database system and demonstrate competence with the fundamental tasks involved
with modeling, designing, and implemeanting a DBMS,

LTFH
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Course Dutcomes (CO):

Upon successtul completion of the course, the students should be able to:

CO1: Write relational algebra expressions for that query and optimize the developed
expressions.

CO2: Design the databases using ER method and normalization.

C03: Construct the SOL queries for Open source and Commercial DBMS - MYSQL, ORACLE,
and DB2

CO4: Brecute using CQuery optimization algarithms far 2 given query optimize

CO05: Determine the transaction atomicity, consistency, isolation, and durability in a
transaction-processing system.

CO6: Implement the isclation property, including locking, time stamping based an
concurrency cantrol and Serializability of scheduling,

Course Content:

umITi
Database system architecture: Data Abstraction, Data Independence, Data Definition
Language (DDOL), Data Manipulation Language (DML). Data models: Entity-relationship model,
network model, relational and object-oriented data models, integrity constraints, data
manipulation operations.

UNIT I
Refational query languages: Relational algebra, Tunle and domain refational calculus, SQL3,
DOL and DML constructs, Open source and Commerclal DBMS - MYSOL, ORACLE, DB2, SOL
server. Rolational database design: Domain and data dependency, Armstrong's axloms,
Mormal forms, Dependency preservation, Lossless design. Query processing and
optimization: Evaluation of relational algebra expressions, Query equivalence, Join strategles,
Query optimization algorithms,

UNIT 1l
Storage strategies: Indices, B-trees, hashing.

LINIT IV
Transaction processing: Concurrency control, ACID property, Serializability of scheduling,
Locking and timestamp-based schedulers, Multi-version and optimistic Concurrency Control
schemes, Database recavery.

UNIT
Database Security: Authentication, Autharization and access control, DAC, MAC and RBAC
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models, Intrusion detection, 50Linjection,

UMIT VI
Advanced topics: Object oriented and object relational databases, Logical databases, Web
databases, Distributed databases, Data warehousing and data mining, No SOL

Recommended Books / Suggested Readings:

1. "Database System Concepts”, 6th Editon by Abrabam Sllberschatz, Henry F. Karth, 5
sudarshan, McGraw-Hill.lata and Computer Communication, Bth Edition, William Statlings,
Pearson Prentice Hall Indis

2. "Principles of Database and Knowledge — Base Systems”, Vol 1 by L. D. Ullman, Computer
science Press

1. "Fundamentals of Database Systems”, Sth Editton by R. Elmasri and 5. Navathe, Pearson
Education

4. “Foundarons of Databases”, Reprint by Serge Abiteboul, Richard Hull, Victor Vianu,
Addison- Wesley




BC5421: OPERATING SYSTEMS LABORATORY
Credits: 1

L=
=
=R

Course Description: The course aims to equip the students with shell programming and the
use of filters inthe UNIX environment

The course includes programiming In C using system calls, file systam related system ealls,
implementaton of CPU Scheduling Algorithms, page replacement algorithms and Deadlock
avoidance.

Course Qutcomes (CO):

Upon successtul completion ef the course, the students should be able to:

CO1: Implement deadiock aveidance, and Detection Algarithms

C02: Comparathe performance of various CPU Scheduling Algorithm

CO3: Critically analyze the performance of the various page replacement algorithms

List of Experiments:

Simulatethe following cpuscheduling algarithms: a) FCFS b) SIF e} Round Robin d)Priarity

= Simulate the file allocation strategies: a) Sequential b) Indexed ¢} Linked

«  Simulate MVT and MET

« Simulate all File Organization technigues A) Single level directory bjTwo level
cjHierarchical d)DAG

« Simulate Bankers Algorithm for Deadlock Avoidance

*  Simulste Bankersalgorithm for Deadiock Prevention

= Simulate ali page replacement Algorithms ajFIFO &) LRL cy LFU

= Simulate Paging Techniaue of memaory management,

«  Write a C program ta stimulate the following contiguous memory allocation techniques a)
‘Worst-fit b) Best fit ¢} First fit to simulate the following contiguo us memory

+  WriteaC program tostimulate the disk scheduling algorithms. a) FCFS b} SCAN ¢) C-SCAN

= Write aC program to simulate optimal page replacement atporithms

= Write a C program to simulate the concept of Dining-Philosophers problem,
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BCS 527: DATABASE MANAGEMENT SYSTEMS LABORATARY LTP
Credits: 1 boz

Course Description: The course alms to equip the students with an understanding of different
issues involved in the design and implementation of a database system

The course introduces the student to study the physical and logical database designs,
database modeling, relational, hisrarchical, and network models, to understand and use data
manipulation language taquery, update, and manage a database, to design and build a simple
database system and demonstrate competence with the fundamental tasks involved with
modeling, designing, and implemeanting a DEMS

Course Qutcomes (CO):
Upon successful compietion of the course, the students should be able to:

CO1: Write relational algebra expressions for that gquery and optimize the developed
expressions for a given query.

CO2: Construct the SOL queries far Open source and Commiercial DBMS - MYSOL, ORACLE,
and DBZ.

CO3; Optimize its execution using Query optimization algorithms for a given query,

C04: Execute triggers, cursors, and stored procedures in PL/SOL,

List of Experiments:

1. Introduction to SOLand installation of SQL Server / Oracle /DB

2_Data Types, Creating Tables, Retrieval of Rows using Select Statement, Conditional Retrieval
of Rows, Alter and Drop Statements

3. Working with Null Values, matching a Pattern from a Table, Ordering the Result of a Query,
Apgregate Functions, Grouping the Result of a Query, Update and Delete Statements

4_5et Dperators, Mested Queries, loins, and Sequences

5. Views, Indexes, Database Security and Privileges: Grant and Revoke Commands, Commit
and Rollback Commands

G.PL/S0L Architecture, Assignments and Expressiand, Writing PL/SOL Code, Raferencing Man-
S0L parameters

7. 5tored Proceduras and Exception Handling. Triggers and Cursor Management in PL/SOL




BCS422: JAVA PROGRAMMING LABORATORY
Credits: 1

L=
=
=R

Course Overvew: A lava Programming lab manual is Intended to pravide a basic knowledge of
java programming for students. To develop software development skills in java programming
and Students will have the proficlency to develop prajects in java programming. The course
helps the students tosolve the interdisciplinary applications through java programming.
Course Dutcomes:

Upon successful complebon of the course, the students should be able to:

CO1: Write lava programs using the object ariented concepts - ciasses, objects, construciors,
data hiding, Inheritance and polymarphism.

CO2: Utilise datatypes, operators, control statements, built in packages & interfaces, Input/
Output Streams and Filesin Java to develop programs.

C03: Design, code and debug varicus programs in lava Programming Language.

CO4: Write Graphical User Interface based application programs by ufilizing event handling
features and Swing In lava

List of Experiments:

1. Write a Java program that prints all real solutions to the guadratic equation axz +bx +c=0.
Read in &, b, ¢ and use the quadratic formula. If the discriminate b2 -Jac s negative, display a
message stating that there are no real selutions.

2. The Fibonacci sequence is defined by the following rufe: The first twovaluesin the sequence
are 1 and 1. Every subsegquent value is the sum of the two values preceding it. Write a Java
program that uses both recursive and non recursive functions to print the nth vatue in the
Fibonaccl seguence.

3. Write a lava program that prompts the wuser for an integer and then prints out all prime
numbersup to that integer, (use Scanner class to read input)

4. \Write a Java program to multiply bwo given matrices,

5, Write a lava Program that reads 3 line of integers, and then displays each integer, and the
sum of all the integers (Use String Tokenizer class of java.util)

&, Write a Java program that checks whether a given string isa palindrome or not. Ex: MADANM
ls a palindrome.

7. Wirite a Java program for sorting list of names. Read input from command line.

B, Write a Java program bo make fréquency count of words inagiven text.

9, Write a Java programthat implements Quick sort algorithm for sorting a list of names in
ascending order

10, Write a Java program to create a Student class with following fields i. Hall ticket number [i.
Student Name i, Department Create 'n' number of Student objects where 'n' value is passed
as Input ko constructor.

11, Writs a lava program to demonstrate String comparison using == and equals method.

12. Write a java program to create an abstract class ramed Shape that contalns an empty
method named number Of Sides ( ).Provide three classes named Trapezoid, Triangle and
Hexagan suchthat each one of the classes extends the class Shape. Each one of the classes
contains only the method number Of Sides | ) that shows the number of sides In thie given
geometrical figures.

13, Suppose that a table named Table.txt Is stared in a text file. The first line in the file Is the
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headar, and the remaining lines correspond to rows in the table. The elements are separated
by commas. Write a java program ta display the table esing JTable companent.

14. Write a lava program to read copy content of one file to other by handling all file related
exceptions.

15, Write a Java program that reads 4 file name from the user, and then displays information
about whether the file exists, whether the file is readable, whether the file is writable, the tyne
of file and the length of the fle in bytes.

16, Write a lava program that reads a file and displays the file on the screen, with a line number
heforeaach line.

17. Write alova program that displays the number of characters, lines and words ina text file,
18, Write a lava program that creates three threads, First thread displays “Good Morming”
everyone second, the second thread displays "Hella” every two seconds and the third thread
displays "Welcome"” every thres seconds.

19, Write a Java program that correctly implements producer consumer problem wsing the
concept of interthread communication,

20, Write a Java program that works a5 a simple calculator, Use a grid layout to arrange buttons
for the digits and for the +, - *, % operations, Add a text field to display the result,

21. Wrrite a lava program for handiing mouse events,

22 Write a lava program for handling key events using Adapter classes

23, Write a java program that simutates a tratfic light, The program lets the user select one of
thrae lights: red, vellow, or green, When a radio button is selected, the light i turpned on, and
only one light can be on atatime Mo light is on when the program starts.

24. Write a lava program that allows the user to draw lines, rectangles and ovals.

25. Devetap simple calculator using Swings.

26. Develop a game e.g. Ball game, Cannon game, Finball game, tic tac toe, hangman etc.

27. Mint Project




BCS524: LINUX AND SHELL PROGRAMMING LABORATORY
Credits: 1

=
g

Course Description: The course alms to equip the students with basic UNI/Linux commands
fromthe command line [from a terminal window] and to know how ta use UNIE/Linux
resources to find additional Information about UNIY/Linus cammand The course introduces
the student to be knowledgeable enough abaut basic UNIX/Linu shell seripting to be able o
successfully read and write bash shell seripts.

Course Outcomes (C0):

Uipon successiul completion of the course, the students should be able to:

CO1:Use command substitution to capture program output.

CO2: Use conditional statements ta control the execution of shell scripts. CO3: Write shell
seripts to perform repetitive tasks using while and for loops.

CO04: Design and implement shell functions.

CO5: Custamize their UM X/ Linux working emvironment COB: Identify and process command-
line argumeants.

List of Experiments:

1. Experiment 1 (Basic commands)

|, Installation of Unix/Linux operating system,

1. 2tudy of logging/logout details.

111, Study of Unix/Linus general purpose utifity command list obtained from (man, who, cat, cd,
cp, ps, 15, mv, rm, enkdir, rendir, echo, maore, date, time, kill, history, chmod, chown, fingar, pwd,
cal, logout, shutdown} commands.

I Study of vieditor

W, Study of Bash shell, Bourne shell and C shellin Unix/Linux operating system,

W1, Study of Unix/Linux file system (tree structure)

Wi, Study of, bashre, fetc/bashre and Environment variables,

2. Experiment 2 (Shell scripts)

. Write a shell script program to display list of user currently logged in,

1. Write' a shall script program to display "HELLOWORLD",

11, Write a sheltscriot program ta develop a scientific catculator,

IV, Writeashell 5cript program to check whetherthe given number is even or odd,

W Shellscript Program to search whether element is present isin the list ornot.

3. Experiment 3 (shell scripts and sed)

|, Shell script program to check whether given file is a directory or not,

1. Shetl script program to count number of fles ina Directory.

111, Shell seript program to copy cantents of one fils to anothear,

IV Create directory, write contents on that and Copy to a suitable location in your home
directory,

W Lise a pipeline and command substitution to set thetengthof a linginfile toa variable.

V1. Write a pregram using sed command to print duplicated lings of input.

A, Experiment 4 (grep, awk, perlscripts)

I {a) Write a grepfegrep script to find the number of words character, words and lines in a file.
{b) Wrrite an awk script to develop a Fibonaccl series,

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

Il [a) Write a perl script to com pute the power of a given number.,

(b)) Write an awlk script to display the patiern of given string or number.

Il (&) Write a perl script to check a number is prime ar not.

(b} Write an egrep script to display list of files inthe directory,

5. Experiment S [programming)

I. Write a shell script program to display the process attributes,

I Write a shell script to change the priarity of processes,

Ii. Write a shell seript to change the ownership of processes,

I, Write a program to send back a process from foreground.

Y. Wrrite a program to retrieve a process from background.

VI Write a program Lo creats a Zomble process.

Wil Write a program to create a child process and allow the parent to display "parent” and the
child to display “child” an the screen,

6. Experiment & {5hell script pregramming)

| Write a shell script program to check variable attributes of file and processes.
I Writeashell script program to check and list attributes of processes.

1L Shell Scrpt program toimplament read, write, and execute permissions.

IV, Bhell Script program for changing process priority,

Y, Shell Script program to create Chess Boy




BCS333: COMPUTER ORGAMIZATION & LTPE
ARCHITECTURE LABORATORY ooz
Credits: 1

Course Description:
The course aims to introduce Maching Architecture with coverage of digital logic, machine
level data and instruction representation, AL design, and organization of the processar data
path and control, It also examines performance analysis, memaory system hierarchy, pipalining,
and communicaton.

Course Dutcomes (CO):

Upon successful completion ef the course, the students should be able to:
CO 1: Imolement adder circuits using basic gates.

€£0 2: Describa the convertar circuits using basic gates.

€0 3: Design the working of Multiplexer by using IC 74153

€0 4: Discuss the various clrouits for ALU, data pathand control units.

List of Experiments:

1. Computer Anatormy- Mamory, Ports, Motherboard and add-on cards.
2. Dismantling and assembling PC,

3. Introduction te 8085 kit.

4, Agdition oftwo 8 bit numbers, sum B bit.

5. Subtraction of two B bit numbers.

6. Find 1% eomplement of B-hit number.

7. Find 2's complement of 8-bit number.

&, Shift an8-blt no. by one bit

9, Find Largest of two B bit numbers

10. Find Largest among an array of ten numbers (& bit)

11. Surmof series of & bit numbers,

12 Addition and subtractionof two 16 bit numbers, sum 16bit.
13. Implement of Booth's algorithm for arithenetic operations.
14. Find 1'sand 2's complemnent of 16-bit number.

15 Implement simple programs using /0 based interface,
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BCS602: SOFTWARE ENGINEERING LTP
Credits: 3 300

Course Description; The course aims to equip the students with different basic principtes of
software engineering and theirapplication on software projects,

This course includes software development life cycle, development models and agile software
development, requirement anabysks & design, software project management and software
guality assurance as well 3= testing approaches.

Course Qutcomes (CO):

Upon successful completion of the course, the students should be able to;

CO1: Differentate Traditional and Agile Software Development approaches,

CO02: Prepare SRS (Software Baguirement Specification) document and Software Design for a
given problem,

CO03: Use of software project management concepts while planning, estmation, scheduling,
tracking and change management of a projectwith different applications,

CO4: Apply various software testing technigues.

CO5: Reeagnize how to ensure the quality af safoware product, different quality standards and
software quality metrics.

Course Content

UNITI
Software Engineering: The software problem, Evolution of Software Engineering, Principlos of
software engineering, Software Development vs. Software Enginearing.
Software Process: Software Process, Selection of appropriate process model, Software
Process Models- Waterfall, Spiral, Prototyping, Agile Methodology- such asScrum and KR

UNIT I
Advanced Requirement Analysis & Design: Analysis Pnnoples, SRS, Reguirement Elicitation
Techniguas- FAST and QFD, Design Principles, Design Concepts, Data Dasign, Architectural
Design- Architectural Styles, Procedural Design

LINIT 1
Software Praject Management: The Management Spectrum, Software Project Planning and
its characteristics, Types of metncs, Effort Estimation- FP, LOC, FP ws. LOC, Schedule & Cost




Estimation Models- Achivity Networks- PERT/CPM, COCOMO-|, COCOMO-, Risk Assessment-
Prabability Matrix, Risk Management

UNIT IV
Software Testing: Testing Fundamentals- Errorf/Fault/Failure, Testing Principles, Test Cases,
Testing Technigues-White Box & Black Box, Unit Testing, Imtegration Testing, System Testing,
Verificationand Validation Testing, Accaptance Testing

UNITV
Software Quatity Management: 5/'W Quality, Imoortance of 5/W Quality, Quatity Metrics,
Quality Standards- 150 %126, Change Cantrol, Change Control Procoss,
Advanced 5'W Engineering: CASE Toals, Reverse Englneering, Re-enginesring, Web
Engingenng

Recommended Books / Suggested Readings:

1. RS, Pressman, Software Engineering: A Practiianer's Approach [6th ed.), McGraw- Hill,
2006

2. P Jalote, An Integrated Approach to Software Engingering (3rd ed.), Marosa Publishing
House, 2005

3. lan Sommerville, Software engineening, Pearsan education.
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BCS503: FORMAL LANGUAGE & AUTOMATA THEORY LTP
Credits: 3 aon

Course Description: The course alms to equip the students with understanding of equivalence
of languspes accepted by Push down Automata and languages generated by context frae
grammars
The course introduces the student to develop a formal notation for strings, languagss and
machines, to design finite automata to accept a set of strings of a language, to prove that a
given language is regular and apply the closure praperties of languages, to design context free
grammars to generate strings from a context free language and convert them Into normal
forms
Course Outcomaes (CO):
Lpon successful completion of the course, the students should be able to;
CO1: Write a formal notation for strings, languages and machines.
CO2: Design finlte altomata to accept a set of strings of a language.
C03: Determine whether the given language Is regular or not fora given language.
Cod: Execute the Query optimization algorithms for a given language.
CO5: Determine eauivalence of languages accepted by Push Down Automata and languages
generated by context free grammars,
COB: Write the hierarchy of formal languages, grammars and machines.
Course Content

UNITI
Introduction: Alphabet, languages and grammars, productions and derivation, Chomsky
hierarchy of languages.

UNIT I
Regular languages and finite automata: Regular expressions and languages, deterministic
finite automata (DFA) and eguivalence with regular expressions, nondetérministic finite
automata (MFA) and equivalence with DFA, regulzr grammars and equivalence with finite
automata, properties of regultar languages, pumping lemma for regular languages,
minimizatian of finite automata.

UNIT I
Context-free languages and pushdown automata: Context-free grammars (CFG) and
lzanguages(CFL), Chomsky and Graibach normal forms, nondeterministic pushdown automata
PO and aquivalence with CFG, parse trees, ambiguity in CFG, pumping lemma for conteit-
free languages, deteérministic pushdown autamata, clostre properties of CFLs.

UNIT IV
Context-sensitive languages: Contest-zensitive grammars (C5G) and languages, linear
bounded automata and equivalence with C3G. Turing machines: The basic mode! for Turing
machines {TWM), Turing recognizable (recursively enumerable) and Turing-decidable




[recursive) languages and their clasure properties, variants of Turing machines,
nondeterministic Ths and equivalence with deterministic Ths, unrestricted grammars and
eguivalence with Turing machines, This asenumerators,

UNIT V
Undecidability: Church-Turing thesis, unlversal Turtng machine, the universal and
diaganalizaton languages, reduction between languages and Rice s theorem, undecidabla
problems about languages.
Recommended Books [ Suggested Readings:
1. lohn E. Hoporoft, Rajeev Motwani and Jeffrey D. Ullman, introduction to Automata Theory,
Languages, and Computaton, Pearson Education Asia Harry R, Lewls and Christas H.
Papadimitriou, Elemants of the Theary of Computation, Pearsen Education Asia,
2. Dexter C, Kozen, Automata and Computability, Undergraduate Texts in Computer Science,
Springer
3. Michael Sipser, introduction tothe Theory of Computation, PWS Publishing
4. lohn Martin, Introduction to Languages and The Theory of Computation, Tata McGraw Hill.
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BCS504; WEB TECHNOLOGIES LTP
Credits: 3 aon

Course Description: The course aims o make student aware with the basic of web
development.
The need for Intemet-based apps is growing by the day in thisdigital age. To immerse l=arnars
In the Internet-driven environment and prepare them to design diverse web-based
applications. The course includes knowledge of HTML, C55, XML, AJaX & real time query
processing.
Course Outcomes (COJ:
Upon successful completion of the course, the students should be able to:
CO1: List thevarnous HTML tags and use them to develop the user-friendly web pages.
CO2: Create interactive web pages to improvie the user experience using client-side scripting
with Javascript.
CO3: Apply advanced asynchronous web communication mechanisms ke AJAX and jQuery
for bullding highly Interactive webpages.
CO4: Use server-side scripting with PHP to generate the web pages dynamically using the
database connectivity,
Course Content

UNITI
HTML: Introduttion ta HTML, formatting text, Lists, adding graphics to HTML page, creating
tahles, linking documents, frames, DPHTRL and Style sheets, working with images, mapsand
forms,
introduction to C55: Introduction to €55, Block and Inline Elements, Inline Styles, using
internal €55, using external 55, How C5S rules cascade, inheritance, why use pxternal style
sheets?

UNITH
lavascript: Introduction, programming constructs: variables, operators, statements and
expressions, conditional checking, functions and dialog boxes, JavaScript DOM, handling
events and working with objects, creating and processing forms, vsing hidden fields and
cookles, Introduction 1o Cookles, warking with links and images, Introduction to jOuery,
|Query effects, jJQuery get; set contentsand Atrributes.

UNIT I
XML: XML syntax rules, XML elements, XML atiributes, creating an XML document, using
element, declaration and examination, using XML [m an HTML document, XML DTD displaying
XML with £S5,

LIMIT IV
AJAX: Introduction, HTTP request, KhMHttpReguest, AJAX Server Script, AlAX Database.




UNITV
PHP and Overview of Node.js and React I5: Introduction, syntax, statements, operators, Loop
string functions, sessians, E-makl, Variables arrays [0 php with attributes Date & Time, Image
uploading file handling in php, PHP and MySOL, PHP and ALAX, introduction te node, js with
mongo DB, React 15
Recommendad Books / Suggesied Readings:
1. HTMLn 24 hours by SAMS publications
2. Programming PHP By Kovin Tatroe, Peter Maclntyre, RasmusLerdorf
3. Learning XML By Erik T, Ray
. Head First Ajax By Rebecca Rigrdan
5. Head First JavaScript By Michas! Marrison Fundamentals of Computer Algorithms, Eliis
Horowitz, SatrajSahniand Rajasekharam, Galgotia publications Pt Ltd
6. Baginming HTML, XHTML, C55, and JavaScript By Jon Duckett
7. Php: The Complete Refarence By Steven Holzner
&. Professional AlAX by Micholas C Zakas
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BCS604: COMPUTER GRAPHICS LTP
Credits: 3 300

Course Description: : The course alms 1o eguip the students with masterng the principles of
theartand science of computer graphics

The course intreduces the student to hecome proficient in the design and programming of
interactive computer graphics systems and to understand in detail, the eperation of 2 graphics
pipeline and each of its companents.

Course Outcomes (CO):

Upon successful completion of the course, the students should be able 1o

CO1: Identify and recognize the basic terminologies and concepts of Computer Graphics.

CO2: Understanding Elementary 30 graphics

C03: Evaluate various Algorith ms of 20 Transformations on different type of objects.

CO4: lllustrate concepts of windowing ana clipping and filling polygons.

C05: Compare different color models, lighting, shading models for creating compuiter
graphics applications.

Course Content

UNIT I
Introduction: Computer Graphice and its applications, Eternents of a Graphics, Graphics
Systems: Video Display Devices, Raster Scan Systems, Random Scan Systams, Input devices.

LINIT 11
Graphics Primitives: Points, lines, circles and ellipses as primitives, scan conversion algorithms
for primitives, fill area primitives including scan-line polygan filling, inside-outsidge test,
houndary and flood-fill, character generation, line attributes, area-fill attributes, character
attributers.

umITm
Two-dimensional Geometric Transformations: Basic Transformations-Translation, Rotation
and Scaling, Matrix Representation and Homogeneous Coordinates, Composite
Translormations, Reflecion and Shearing transformations,

UNIT IV
Clipping: viewing pipeline and coordinates system, window-to-viewport transformation,
clinping including point clinping, line clipping {cohen-sutheriand, liang- barsiy, NLN), polygon
clipping, text clippng

UNITVY
Elerentary 30 Graphies: Plane prajections and its types, Vanishing points, Specifieation af a
D view, Visibility: Image and object precision, Hidden edgefsurface removal or visibla
edge/surface determination techniques; z buffer algorithms, Depth sort algorithm, Scan line
algorithm and Floating harizon technigue. Advance Topics: Introduction of Rendering, Ray




tracing, Antialiasing, Fractals, Gourard and Phong shading, Calor Models: Properties of Light,
Intultive Color Concepts, RGE Color Maedel, CMY Color Model, HLS and H5Y Color Models,
Conversion between RGE and CMY color Models, Conversion between HSY and RGE color
models, Color Selection ana Applications.

Recommendeod Books / Suggested Readings:

1. Donald Hearn and M.Pauling Baker, “Cemputer Graphics”, Second Editien, PHI/Pearson
Education

2. Zhigandxiang, Roy Plastock, Schaum's outlines, “Computer Graphics Second Edition”, Tata
mc- Grawhil| edition

3, C, Faley, VanDam, Feiner amd Hughes, “Computer Graphlcs Principles & Practice”, Second
Editon, Pearson

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

Elective:
1.CRYPTOGRAPHY
2,BLOCKCHAIN AND CRYPTOCURREMNCIES
3.BIOMETRIC AND FACE RECOGNITION SYSTEM
BTCYS501: CRYPTOGRAPHY LTP
Credits: 3 300

Course Description: To highlight the features of different technologies involved in Metwork
Security and learn various crypto systams,
This course includes Security trends, mathematics of asymmetric and symmetric
cryptogranhy and message authentication and integrity,
Course Outcomes:
Student will be able to
Col: Understand basic cryptographic algorithms, message and web authentication and
SECUTITY issuas.
C02: Apnly the different cryotographic operations of publfic key cryptograshy symmetric
cryptogranhic algarithims
CO03: Apply the various authentication schomes to simulate different applications.
CO4: Identify Information system reguirements for bath of them such as client and server.
€05: Understand the current legal lssues towards information securlty.

Course Content

LINIT
INTRODUCTION:
Security trends - Legal, Ethical and Professional Aspects of Security, Need for Security at
Multiple levels, Security Policies - Model of network security = Security attacks, services and
mechanisms — Q8| security architecture — Classical encryption technigues: substitution
technigues, transpositiontechniaues; steganography) - Foundations of madern cryptography:
perfect security —information theory — product cryptosystem —cryptanalysis,

LINIT 0l
MATHEMATICS OF SYMMETRIC CRYPTOGRAPHY: Algebraic structures - Modular arithmetic-
Euclid's algarithm- Congruence and matrices - Groups, Rings, Fields- Finite fields- SYMMETRIC
KEY CIPHERS: SDES — Block cipher Principles of DES — Strength of DES — Differential and linear
cryptanalysis - Block cipher design principles = Block cipher mode of operation—Evaluation
criteria for AES = Advanced Encryption Standard - RCA = Key distribution, Triple DES.

UMIT I
MATHEMATICS OF ASYMMETRIC CRYPTOGRAPHY: Primes — Primality Testing — Factarization
—Eular's totient function, Fermat's and Euler's Theorem-Chinese Remainder




Theoram—Exponentation and logarithm - ASYMMETRIC KEY CIPHERS: RSA cryptosystem —Key
distribution — Key management — Diffie Hellman key exchange - ElGamal eryptosystem — Elliptic
curve arithmetic-Elliptic curve cryptography.

UNIT IV
MESSAGE AUTHENTICATION AND INTEGRITY: Authentication reguirement — Authentication
funetion — MAC — Hash function — Security of hash function and MAC — SHA —Digitai signature
and authentication protocols — D55 Entity Authentication: Biometrics, Passwords, Challenge
Response protocols- Authentication applications - Kerberos, X.509, Email Security: Pretty
Good Privacy (PGP and 5/MIBME, IF security , Web security

UNITV
THREATS & ATTACKS: Buffer overflow, Das, DDoS, Birthday Attack, Intrusion Detection and
Pravention, SOL injections- Phishing/ Pharming Attacks — Computer Virus

UNIT VI
CASE STUDIES ON CRYPTOGRAPHY AND SECURITY: Secure Inter-branch Payment
Transactions, Cross site Seripting Vulnerability, Virtual Elections
Recommended Books / Suggestad Readings:
1. Cryptography and Metwark Security - William Stallings, Pearson Education, 4™ Edition
2. Cryptography and Metwork Security: © K Shyamala, N Harin |, Dr T R Padmanabhan, Wiley
india, 1"
3. Douglas R, Stinson, Cryptography: Theory and Practice, Chapman and Hall
4.1 Katzand ¥, Lindell, Introduction ta Madern Cryptagrapby, CRC prass
5. Cryptography and Netwark S2curity - Forouran Mukhopadhyay, MO Graw Hill, 27 Edition
. Information Security, Principles and Practice: Mark Stamp, Wiley India,
7. Principles of Computer Security: WK, Arthiur Conklin, Greg White, TMH
B. Metwork Security and Cryptograghy: Bernard Menezes, CENGAGE Leaming

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BTCYS02: BLOCKCHAIN AND CRYPTOCURRENCIES LTP
Credits: 3 300

Course Description: Decentralized blockchain-based systems, such as Bitcain and Ethereum,
are successful beyond all expectations. Although stll In their infancy, they promise to
rovalutianize how we think of financial, Infarmation, and other Infrastructures, This course
covers the technical aspects of public distributed ledgers, blockchain systems,
cryptocurrencies, and smart contracts, Students will learn how these systems are buily, how to
interact with them, how to design and build secure distrinuted applications,

Course Dutcomaes (CO):

1 Understand design principles of Bitcoln and Etheraum.

2. List and describe differences between proof-of-work and proof-of-staks consansus.

3. Interact with a blockchain system by sending and reading transactions,

4, Design, build, and deploy a distributed application.

5. Evaluate security, privacy, and efficiency of a given blockchain systam

Course Contant

UNIT |
Basics: Distributad Datzbase, Two General Problem, Byzanting Gensral problem and Fault
Tolerance, Hadoop Distributed File System, Distributed Hash Table, ASIC resistance, Turing
Complete. Cryprography: Hash function, Digital Signature - ECDSA, Memory Hard Algorithm,
Zaro Knowledge Praaf,

unIT N
Blockchain: Introduction, Advantage over conventional distributed database, Blockchain
Metwork, Mining Mechanism, Distributed Consensus, Merkie Patricia Tree, Gas Limit,
Transactions and Fes, Anonymity, Reward, Chain Policy, Life of Blockchain application, Soft &
Hard Fork, Private and Public blockchain.

UM i
Distributed Consensus: Nakamoto consensus, Proof of Work, Proof of Stake, Proof of Burn,
Difficulty Level, Sybil Attack, Energy utilization and alternate,

UNIT IV
Cryptocurrency: History, Distributed Ledger, Bitcoin protocols - Mining strategy and rewards,
Ethersim - Canstruction, DAD, Smart Contract, GHOST, Vulperabllity, Attacks, Sidechaln,
Mamecain
Cryptocurrency Regulation: Stakeholders, Roots of Bit com, Legal Aspects-Crypto currency
Exchange, Black Market and Global Economy, Applications: Intermet of Things, Medical Recard
Management System, Domain Name Service and future of Blockchain.
Recommended Books / Suggestad Readings:
1. Antonopoules, Mastering Bitcain: Unlocking Digetal Cryptacuriencigs
2. 5atoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System




3, DR. Gavin Wood, “ETHEREUM: A Secure Decentralized Transaction Ledger"Yellow
paper 2014

4, Nicola Atzei, Massimo Bartolett, and Tiziana Cimali, A survey of attacks on Ethereum smart
contracts

5. Bellaj Badr, Richard Horrocks, Xun {Brian) Wu, "Blockchain By Example: & developer's guide
to creating decentralized applications using Bitcoin, Ethersum, and Hyperledger®, Packt
Publishing Limited, 2018,

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BTCYS01: BIOMETRIC AND FACE RECOGNITION SYSTEM LTP
Credits: 3 300

Course Ohbjective: To provide students with understanding of biometrics, blometric
equinment and standards applied to sacurity

This course includes introduction to biometrics, fingerprint, face recognition, behavioral
biometric technologies & feature extracton.

Course Outcomes (CO):

CO1: Demonstrate knowledge of the basic physical and biological science and engineering
principles underlying biometric systems.

CO2: Analyze the key biometricstandardsand process.

Co3: ldentify the sociological and acceptance issues associated with the design and
implementation of biometric systems.

Cod: Analyre and design basic blometric system applications.

C05: Design of hiometric recognition far the organization and develop simple applicatians far
privacy

UNIT I
INTRODUCTION TO BIOMETRICS: Introduction and back ground - biomatric techrologies -
passive biometrics = active blometrics - Biometric systems = Enrollment = templates -
algorithm - verification — Biometric applications — biometric characteristics- Authentication
technologies—Need for strong authentication
- Protecting privacy and biometrics and policy — Biometric applications — biometric
characteristics

LT
FINGERPRIMT: History of fingerprint patiern recognition - General description of fingerprints -
Finger print feature processing technigues - fingerprint sensors using RF imaging technigues —
fingerprint guality assessment — camputer enhancement and modeling of fingerprint images
- fingerprint enhancement — Feature extraction = fingerprint classification = fingerprint
matching

Unit 1N
FACE RECOGNITION: Introduction, components, Facial Scan Technelogles, Face Detection,
Face Recognitian, Representation and Classification, Kerpel- based Methods and 30 Models,
Learming the Face Spars, Facal Scan Strengths and Weaknesses, Methods for assessing
progressin Face Recognition.

UINIT IV
BEHAVIORAL BIOGMETRICTECHNOLOGIES & FEATURE EXTRACTION: Technlcal description —




characteristics — stréngths — weaknesses —deployment — Hand scan — Technical
descriplon—characteristics — strengths — weaknesses deployment — DNA blometries.
Handprint Biometrics = OMNA Biometrics, Signature and handwriting technology = Technical
descripiion —classification — keyboard / keystroks dynamics - Yoice —data acouisition = feature
extraction - characteristics — strengths—weaknesses— deployment.

UMIT V
BAULTI BIOMETRICS B CASE STUDY: Mult biometrics and multl factor biometrics — two—factor
authentication with passwords — tickets and tokens — executive decision = implementation
plan.
Case study: Biometrics for banking security — Biometric for Education — implementation of
rrult biometrics system.,

References Books:

1. Samir Nanavathl, Miche| Thieme, and Raj Nanavathi: "Biometrics —ldentity verification ina
network”, Lst Edition, Wiley Eastern, 2002,

2. Jahn Chirille and Scott Blaul: “implementing Blometric Securlty”, 1st Edition, Wiley Eastern
Publication, 2005. 3. lames wayman,Anil k. lain Arun A Ross Karthlk Nandakumar,
—|ntroduction to Biometrics, Springer, 2011,

4. Khalid saeed with Marcin Adamski, Tapalina Bhattasali, Mohammed K. Nammous, Piotr
panasiuk, mariusz Rybnik and soharab H.5gaikh, —Mew Directions in Behavioral Biometrics,
CRCPress 2017

5. John Berger: "Biometrics for Netwark Saecurity”, 1st Edition, Prentice Hall, 2004. 6. Banjamin
Puller, Security, Risk and the Biometric State: Governing Borders and Bodies, 1st Edition,
Routledps, 2010

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BCS622: SOFTWARE ENGINEERING LABORATORY LTP
Credits: 1 300

Course Description: The course aims [0 equip the students with -of-the-art knowladge on
Software Enginesring and UML inan interactive manner,

The course includes case stodies to demonstrate the practical applications of different
concents and provide a scope tothe students where they can solve small, real life problems.
Course Qutcomes [CO):

Upon successful completion of the course, the students should be able 1o:

C01: Discuss and Analyses how to develop software requirements specifications for a given
problem,

C02: Describe basic cancept of UML, design, implementation of test cases.

C03: Developvarious structure and behavior UML diagrams

Cod: Build DFD madels for different application development.

List of Experiments:

1. ldentifying the Requiremants from Prablem Statements

2. Estimation of Project Metrics

3. Modeling UML Use Case Diagrams and Capturing Use Case Scenarios
4, E-R Maodellng from the Problem Statements

4. Identifying Domain Classes from the Problem Statements

&. State chart and Activity Modeling

7. Modeling UML Class Diagrams and Seouence diagrams

8. Modeling Data Flow Diagrams

4. Estimation of Tost Coverage Matrics and Structural Complexity
10. Deslgning Test Suites




BCS 525: WEB TECHNOLOGIES LABORTARY LTR
Credits: 1 300

Course Description: The course aims o equip the students with understanding and learn to

implemantation of HTML and to make student understand the basics of scripting using lava

Script

The course enabies the student to learn about XML, AlAY & real time guery processing

Course Outcomes [CO):

Upan successful complation of the course, the students should be able to:

CO1: Infer the structure of HTML elementsina webpagea.

CO2: Build Webpages using HTML and C55

CO3: Utifize JavaScript to add functionality to webpages

CO4: Implement different Ajax & JQuery functionalities in Web development.

List of experiments:

Students should be made to perform experiments learmt on the concepts of Computer

Graphics covering the following list, They may perform more practical’s as required to

understand the subject,

1. Create web page in HTMLto display the usage of formatting tags and lists

2. Create weh page in HTML to display the usage of tables and framas

3. Show how to use graphics and links using HTML & C55

4, Show the usage of image map and linking

5, Createalert, prompt and dialog box using Javascript

6. Create a form using HTML and C55. With the help of Javascript add all types of form

validarions to ot

7. Display the usage of Conkies using lavascript

8. Createan XML document

9, Createa form using AJAX

10. Create a formusing HTML, C35, XML, AJAX and php and store & retrieve its data using

MySOL

11, Create your own module i node s and Program of [Ouery selectors.

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

ELECTIVE -| LABORTARY LTP
BTCYS11: CRYPTOGRAPHY LABORATORY a0z
Credits: 1

Course Description: The course aims to equip the students with the practical exposure on
basic security attacks, ancrypbon algarithms, suthentication technigues. Apart from security
algorithms, firewall configuration is alse Intreduced,

This course includes deeper understanding of cryptograchy, its application to network
security, threats / vulmerabilities to networks and counter measures.

Course Outcomes:

At the end of this course students will be able to:

COY: Understand basic cryptographic algorithms, message and web authentication and
sacurity issuses.

CO02: Identify basic security attacks and services

€03: Use symmetric and asymmetric key algorithms for cryptography CO4. Use of
Authentication functions

List of experiments;

1. Write a program that contains a string (char painter) with a value Hello world. The program
should XOR each characterinthis string with D and displays the resuit.

2. Write a program that contains a string (char pointer) with a value Helio world. The program
should AMD, OR and XOR each character in this string with 127 and display the result.

3. Write a program to perfarm encryption and decryption using the following algerithms

a, Ceasercipher

b, Substitution cipher

c. Hill Cipher

d. Feistel Ciphar

4. Write a program to implemeant the DES algarithm logic.

5. Write s program to Implement the AES algorithm logic

B, Write a programto implement the Blowtish algorithm logic,

7. Write a program to implement Pure Transposition Cipher.

8. Write the RC4 logic in Java Lising lava cryptography: encrypt the text Hello world using
Blowfich. Create yvour own Key using fava key tool,

9.Write a program to implemant ASA algorithm.

10, Implement the Diffie-Hellman Key Exchange mechanism using HTML and JavaScript.

11 Implement the SIGNATURE SCHEME - Digital Signature Standard.

12, Calculate the message digest of a text using the SHA-1algorithm,

13, Calculate the message digest of a text wsing the MDODS algorithm.

14, Write a program to Implement Hash Function




BTCYS512: BIDMETRIC AND
FACE RECOGNITION SYSTEM LABORATORY
Credits: 1

L=l o
[=Fen |
r D

Course Description: To understand the concepts of Biometrics, to enable design of biometric
systam.

Course Dutcomes [COH:

After the completion of the course the students will be able to

CO1: Apply biometric matching for identification.

Co2: identify algarithms for finger biometric technology.

CO3: Apply facial blometrics for identification.

CO4: Implement iris biometric, voice biometric, physiological biometrics etc. for
identification,

List of experiments:

1. Apply plcture handiing stratagles to advanced symbaolism utilizing MATLABR;

2, Express the protection, approach, and lawful issues related with the utilization of
Hometrics;

3. Portray methods for unioue mark, facial, and voice acknowledgment;

4. Portray mathods for Iris - feature extraction and iris code matching

5. Portray the procedures of blometric enlistment, 1D, what's more, confirmation;

6., Utlize business blemetric framewarks for enlistment, distingulshing proof, furthermore,
confirmation;

7. Utilize MATLAE to create code that will utilize unique mark, iris, or potentially facial
symbofism for recagnizable oroof or check,

E. Implement spectral subtraction for speach enhiancement

9, Implemant a speaker recognition system using MEL Treguency capstral coefficients

10, Implement a face recognition system based on Linear Discriminant Analysis

11, Implement a face recognition system using Gabor flters to extract features

12, Employ morphological operators and enhancement methods to the fingerorintimages

13 Implement a center point detecton algorithm for fingerprint recognition

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BTCY513; BLOCKCHAIN AND CRYPOCURRENCIES LABORATORY | TP
Credits: 1 0oz

Course Description: The course provides an insight of blockchain technology and concepts,
The course Focus on ta gain the knowledge about the practical use of blackchainapplications.
Course Dutcomes:

1. Understand the concepts of blockchain technology.

2. Design and Implement Blockchain Applications,

3. Bvaluation and Analysis of Blockchain Systems,

List of experiments:

1. Run a bitcoin clignt.

2. Synchronize the blockchain

3. 5etup a Regtest environment

4. Bulld a payment request uris

5. Prepare your build system and Bullding Bitcoin Care.,

B. Write Hello World smiart contract ina higher programming language (Solidity).
7. 5olidity example using armays and functions.

8. Create a Maven project using Web3j.

8. Construct and deploy your contract | Use deploy method )

10, implement an 1C0 on Etherewm,

11, Install IPFS locally on our machine, inltialize your node, view the nodes in netwark and add
filesand directories

12. Instail Swarm and run any test file.




BCS624: COMPUTER GRAPHICS LABORATRY LTP
Credits: 1 o2

Course Description: The course aims to equip the students with understanding and leam to

master the principles of the art and sclence of computer graphics.

The course enables the student to become proficient in the design and programming of

interactive and multimedia systems and to understand in detail, the operation of a graphics

pipeline and each of its components

Course Outcomes [CO):

Upon successtul completion of the course, the students should be able to:

LO1: Apply the various predefined functons for drawing various geometric shapes.

CO2: Implement various graphics algorithms for drawing and filling of geaometric ohjacts.

Co3: Analyze various algorithms to scan, convert the basic geametrical primitives,

transtormations, Area filling. clipping,

CO4: Compare strengths and weakness of various graphics algorithms.

List of experiments:

Students should be made to perform experiments learnt on the concepts of Computer
Graphics covering the following list. They may perform more practical’s as reguired to
understand the subject.

1. Write a program to plot a point {pixel) on the screen

2. \Write a program to draw a straight line using DDA Algorithm

3. Write a program to draw astraight ling using Bresenham's Algorithm

4. Write a program to implement mid-point circle generating Algorithm

5. Write a program toimplement ellipse generating Algorithm

B, Write a program to translate an object with transtation parameters in X and ¥ directions

7. Write a program to scale an objlect with sealing factors along X and ¥ directions

B.'Write a prograrm to rotate an object with a certain angle about orlgin

g, Write a program to perform the rotation of an object with certain angle about an arhitrary
point

10, Write a program te perform compaosite transformations of an object

11.Writea program to perform the reflection of anobject about major

12, Write a program to clip fine segments agalnst windows using Cohen Sutherland Algorithm
13. Write 3 program to perform the polygon clipping against windows using Sutherland
Hodgeman technigue

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BC5651: ADVANCE 1AVA PROGRAMMING LTP
Credits: 3 300

Course Description: The course aims fo equip the students with basic knowlsdge of advanced
concepts af LAVA.

The course |ncludes JDBC, Serviats, Server-iide scrlpting (J5P} and to understand the idea of
network programming.

Course Qutcomes (CO):

Lipon successful completion of the course, the students should be able to;

CO1: Use graphical user interface and Event handlingin java.

CO3: Develop programs using the lava Coliection APL

CO3: Use advanced technology in Java such as network programming, and Remote method
Imwcation.

Course Content

LINIT I
Collection Framework: List Interface, Set Interface, Stored Set Interface. Array List Class,
Linked List Class, Hash Set Class, Linked Hash Set Class, Accessing a Collection via an iterator,
Using an Iterator, The ForEach alternative, Map Interfaces and Classes, Comparators,
Collection algorithms Interfaces- Dictionary, Hashtable, Propertiss, Stack, Vector More Utility
classes, String Tokenizer, Bit Set, Date, Calendar, Random, Formatter, Scanner
Managing I/O Files: Concept of Streams, Stream Classes, Byta Stream Classes, Input Stream
Classes, Output Stream Classes, Character Stream Classes, Reader Stream Classes, Wriber
Stream Classes, Using Streams, Reading and Writing Flles,

UNIT Il
JDBC Connectivity: Types of Drivers, Connectivity Model, IDEC/ODBC Bridge Communicating
with Database,
Graphics programming: 20 Graphics Concepts, The Viewport Class, Working with Images,
Event Maodel, 30 Graphics, Lses of class java.awt.Graphics, Custom Painting, Drawing Lines,
Drawing Rectangles. Drawing Ellipses and Circles, Drawing Arcs, Drawing Polygons

UmNITIN
Introduction to Serviets: Need for Servlets, Introduction to Serviets, Serylet Package, Life
Cycleof a Serviet, Hitp Serviet Reguest, Hitp Servlet Response, Deploying Serviets and Sorviet
Contexts, accessing a Senviet Usingan HTML Page.
Imtroduction to §5P; Need for ISP, ISP Request Response Class; Connectivity JSP Pages to Data
Base.

UNIT IV
MNetwark Programming: Socket Fundamentats, TOR/IP and UDP Sockets in Java,




Java Remote Method Invocation (RMI): About Serialization, RMI concept, Server side and
clientside

UNITV
Working with Frameworks: Introduction to frameworks, Spring configuration, Aspect
Oriented Programming and DA, Data Access, Spring Web, Integrating Struts 2 and J5F with
Spring, Spring Sacurity,

Recommended Books /Sugpested Readings!

1, Maughton Patrick, SchildHerbertz, (2011), "The Compiete Reference —lava”, TMH
Publication, 7thed.

2. Naughton Patric, Morrision Michel, (2006), “Java Hand Book”, Oshorne/McGraw-Hill, 5thed,
3. Balaguruswami E, {2001}, "Programming with Java®”, TMH, 3rd ed,

4. Decker EHirshfied, (20009, “Programming fava®, Vikas Publication 2nd ed.

5. lvan N Bayross, “Weh Enabled Commercial Application Development Lsing Java 2"

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BCSE01: COMPILER DESIGN LTP
Credits: 3 oo

Course Description: The course 3ims toequip the students with different stagesin the process
of enmipilation.
The course Includes different methods of lexical analysis, top-down and bottom-up parsers,
|dentily synthesized and inherited attributes, develop syntax directed translation schermes,
develop algorithms te generate code for a target machine.
Course Outcomes (CO):
Lpon successful completion of the course, the students should be able to;
CO1: Discuss how the design of a compiler requires most of the knowledge acquired during
their study
CO2: Design tap-down and bottom-up parsers for a given parser specification
CO3: Apply the ideas, the techniques, and the knowledgs acquired for the purpose of other
language processar design.
CO4: Develop algorithms to generale code for a target machine
Course Content

UNIT I
Intreduction: Phases of compilation and overview,
Lexical Analysis (scanner): Regular languages, finite automata, regular expressions, from
regular expressions to finite automata, scanner genarator (lex, flex),

unNim
Syntax Analysis [Parser): Context-free languages and grammars, push-down automata, LL{1)
gram- mars and top-down parsing, operatar grammars, LRIO), SLR(1), LR{1), LALR(1)
grammars and bottomup parsing, ambiguity and LR parsing, LALR|1] parser generator (yace,
bison)

LINIT I
Semantic Analysis: Attribute grammars, syntax directed definition, evaluation and flow of
attribute in asyntax tree, Symbol Table: its structure, symbaol, attributes and management,
UMNIT IV
Runtime Environment: Procedure achvation, parameter passing, value return, memary
allocation, and scape.
intermediate Code Generation: Translation of different language features, different types of
Intermediate forms.
UNIT V
Code |Imorovement (optimization): Analysis: control-flow, data-flow dependence etc.; Code
improvement local optimization, global optimization, loop optimization, peep-hole
optimization etc. Architecture dependent codeimprovement: instruction scheduling (for
pipeling), loop aptimization (for cache memory) ete. Register allocation and target code




generation

Advanced toples: Type systems, data abstraction, compilation of Object-Oriented featuras and
non-lmperathve programming languages.

Recommended Books / Suggested Readings:

1. Alfred V. Aho, Ravl Sethi, leffrey D, Ullman, “Compilers-Principles, Techniques & Tools®,
Pearson Education

2. Robin Hunter, “Essence of Compilers”, Pearson Education

3. Stewven 5. Muchnick, Advanced Compiler Design & Implementation, Morgan Kaufmann
Publishers

B.Tech Computer Science And Engineering (Cyber Security)

GNA UNIVERSITY

BCS603: DESIGN AND ANALYSIS OF ALGORITHMS LTP
Credits: 3 300

Course Description: The course aims to equip the students with analyzing the asymptotic
perfarmance of algorithms.

The course |ncludes to write rigopous correctness proofs for alporithms, demonstrate a
famillarity with major algorithrms and data structures, apply Important algerithmic design
paradigms and methods of analysis and to synthesize efficient algorithms in common
engineering design situations

Course Outcomes (CO):

L'pon successful completion of the course, the students should be able to:

Col: Analyze worst-case running times of aigorithms based on asymptotic analysis and justfy
the correctnass of algorithms

CO2: Describe the greedy paradigm and explain when an algorithmic design situation calls for
it For agiven problem develop the gresady algorithms

€03: Describe the divide-and-conquer paradigm and explain when an algorithmic design
situation calls for it. Synthesize divide-and-conguer algarithms. Derive and solve recurrence
relation

C04: Describe the dynamic-programming paradigm and explain when an algorithmic design
situation calls forit, For a given problems of dynamic-programming

CO05: Develop the dynamic programming algorithms, and analyze it w determing its
computational complexity

CO6: Model engineering problem for 2 given model using graph and write the corresponding
algorithm to solve the prablems,

Course Content

LUNIT |
Introduction: Characteristics of algoritm,
Analysis of alporithm: Asymptotic analysis of complexity bounds = best, average and worst-
case behavior; Perfarmance measurements of Algorithm, Time and space trads-offs, Analysis
of recursive algorithms through recurrence relations: Substitution method, Recursion tras
method and Masters' thearam.

UNIT 11
Fundamental Algorithmic Strategles: Brute-Force, Greedy Dynamic Programming,
Branchand- Bound and Backtracking methodologies for the design of algarithms; lustrations
of these technigues for Problem-5Solving, Bin Packing, Knap Sack T3P Heuristics —
characteristics and theirapplication domains,

UNIT I
Graph and Tree Algorithms: Traversal algorithms: Depth First Search (DF5) and Breadth First




Search (BFS); Shortest path algorithms, Transitive closure, Minimum Spanning Tree,
Topological sorting, Network Flow Algorithm.

UNIT IV
Tractable and Intractable Problems: Computability of Algarithms, Computability classes = B,
NP, NP-complete and NP-hard, Cook's thedsrem, Standard NP-complete problems and
Reduction technigues.

UNIT Y
Advanced Topics: Approximation algorithms, Randomized algarithms, Class of problems
beayond NP
—PSPACE

Recommended Books / Suggested Readings:

1. Introduction ta Algerithms, 4TH Editicn, Thamas H Cormen, Charles E Lieserson, Ronald L
Rivest and Clifford Steln, MIT Press/McGraw-Hill

2. Fundamentals of Algarithms — E. Horowitz et al

4_Alzorithm Deslgn, 15T Edition, lon Kleinberg and EvaTardos, Pearson

&, Algorithm Design: Foundations, Analysis, and Internet Examples; Second Edition; Michael T
Goodrich and Roberto Tamassia, Wiley

5. Algorithms — A Creative Approach, 3RD Edition, UdiManber, &ddison-Wesley, Reading, MA

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BTCYGO01: ENTERPRISE SECURITY MANAGEMENT AND DEPLOYMENT | T P
Credits: 3 300

Course Description: The course aims to equip the students with basic understanding of
Erterprise Security Management and deployment models

The course includes models of enterprise security management and deployment models,
Security Polloy Administrative and Cyber Threats,

Course Outcomes (CO):

CO1; Understand the models usedin Enterprise Secunty Management and deployment.

Co2: Design security architectures that assures secure isolation of physical and logical
imfrastructures,

C03: Analyze the industry security standards, regulatory mandates, audit policies and
compliance requirements for Cloud bazed Infrastructures.

CO04: Describe the cyber threats and mobile security concepts.

Course Content

UNIT |
Introduction to Enterprise Security Management — Basic Concepts and Terminology —
Concepts and Modals of Enterprise Security Managament and deployment modals,
Firewall Platforms and Architecture = Firewalls and its types, Zero Trust security approaches
and public cloud security, configuration of firewall initial access, interfaces, security zenes,
routing, firewall cerfificate management policies

Limit 1l
Security Policy Administrative: Intraduction, Netwark Address Translation [NAT), Security
palicies to identify known and unknown application seftware, Differentiate, configure, and
deploy filtering technologies such as antivirus, anti-spyware, and file blocking.
Construct and deploy URL profiles for attachment to NGFW security policies.

Lnit 1
Cyber Threats: Unknown malware, ero-day exploits, and advanced persistent threats.
Configure and deploy zones, agents, and security policies.

Unit v
Mablle Security; Mabile device protection
Implement and configure Application Command Center [ACC) log Torwarding and repart
monitoring, Apply and monitor actve/passive and active/active security device high
avaiiability
Text Books
1 Cloud Security and Privacy: An Enterprise Parspective on Risks and Compliance, T. Mather,




5. Kumaraswamy, 5. Latif, O'Relily Series, 2009,

2. The Google file system. In Proceedings of the ningteenth ACM symposium on Operating
systems principles [S05P '03), ACMW, New Yark, NY, Usa, 29-43.

3. MapReduce: simplified data processing on large clusters, Commun, ACM 51, 1, 107- 113,
2008

4, Controlling data in the cloud: cutsourcing computation without outsourding controf, In
Proceedings of the 2009 ACM workshop on Cloud computing security (CESW '0%). ACM, New
Woark, MY, USA, 85-90, 2009

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

ELECTIVE-NI
1.DISTRIBUTED DATABASE SECURITY
2.CYBER LAW AND SECURITY AUDITING
3.0IGITAL WATERMARKING AND STEGANOGRAPHY

BTCY602: DISTRIBUTED DATABASE SECURITY
Credits: 3

Course Description: The course aims to equip the students with differant models invalved in
database security and their apolications in real fime world to protect the databasa and
informaton associatod with them,
The course includes technologies for database security, security for database systems and
security for distributed databases.
Course Dutcomes (CO):
Upon successful completion of the course, the students should be able to;
€O1: identify the security issues and solve them using appropriate security models.
CO2: Implement security mechanisms in-a database system and provide a secured
information fow.
CO3: Apply User roles and privileges for a secure database design
CO4: Identify and discover security attacks through statistical inference and discovery
methods,
CO5: Develop new generabion DEMS through protection models,

Coursa Content

UnNITI
TECHNOLODGIES FOR DATABASE SECURITY: Data Management Technologies-Security
Problems in Databases- Relational and Entity Relationship Data Models-Architectural 1ssues-
Database Design-Database Administration- System Functions-Cuery Processing-Transaction,
Storage: and Metadata Management-Database |ntegrity-Fault Tolerance Distributed
Databases-Client/Server Databases-Data Warehousing and Data Mining-Object Technolopy-
Ohject Technology Model-Secure Multimedia Data Management Systems

Unit Il
SECURITY FOR DATABASE SYSTEMS: Securlty Policles-Access Control Palicles- Authorlzation
Policies-Role based Accass Cantrol Administration Palicies-ldentification and Authentication-
Auditing a Database-Policy enforcement and Related lssues-S0L Extensions for Security-
Cuery Modification-Historical Developments in Security for Database Systems-Design
Principles.

Uit 11l
SECURITY FOR DISTRIBUTED DATABASES: Discretionary Security-Distributed Access Control-
Auditing a Distributed Databases-50L for Distributed Oatabase Security-Security Impact-




Muiti level Security for Distributed Database Systems Architectures-Distributed Data with
Centrallzed Contral and Distributed Cantrol-Secure Heterogeneous and Federated Database
Systems- Architectures-Secure Client/Server Database Management-Migrating Legacy
Databases andApplications,
Unit IV

CASE STUDY: Datobase Watermarking — Basic Watermarking ‘Process - Discrete Data,
Multimedia, and Relational Data — Attacks on Watermarking - Single Bit \Watermarking, Mult
bit Watermarking.

Recommended Books / Suggested Readings:

1. Hassan A, Afyouni, ¥ Database Security and Audgiting” , India Edition, CENGAGE Leaming,
2009,

2. Castano " Database Security” | Secand edition, Pearson Education, 20032,

3. Alfred basts, melissa zgola, * Database security”, CENGAGE learning, 2014.

4, Michael Gertz and Sushil lajodia, " Handbook of Database Security: Applications and
Trends", Springer, 2010,

5. Osama 5. Faragallah, El-Sayed M. El-Rabaie, Fathl E. Abd El-Samie, Ahmed |. 5allam, and Hala
5. EfSayed, Multilevel Security for Refational Databases”, |1SBMN 978-1-4822- 0539-8, CRC Press;
2014.

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BTCY603: CYBER LAW AND SECURITY AUDITING LTP
Credits: 3 300

Prerequisites: Nong

Course Description: The course aims to equip the students with how the law has responded to
tha challenges of information technologies, and the axtent to which legal lssues have shaped
the development of information society policy.

The course includes Indian Law and Cybercrime, Legal developments and Auditing for
Security.

Course Qutcomes (CO):

CO1: Understand key tarms and concents in cyber law, intellectual property and cyber-crimes,
trademarks and domain theft.

CO2: Determine computer technologies, digital evidence collection, and evidentiary
reporting in farensic acquisition.

€03 Secure both clean and corrupted systems, pratecting personal data, securing simple
computer networks, and safe Internet usage.

C04: Incorporate approaches for incident analysis and response.

Course Content

UNIT |
Cyber Security: Introduction-Cyber Security and its Problem-Intervention  Strategies:
Redundancy, Diversity and Autarchy, Introduction to the Legal Perspectives of Cybercrimes
and Cyber security, Cybercrime and the Legal Landscape sround the World, Why Do We Meed
Cyber laws,

UNIT Il
Indian Law and Cybercrime: The Indian T Act, Challenges to Indian Low and Cybercrime
Scenario in India, Consequences of Mot Addressing the Weakness in Information Technalogy
Act, Digital Signatures and the Indian IT Act, Cybercrime and Punishment, Cyber law,
Technology and Students: Indian Scenaro,

UNIT I
Legal developments: Private ordering salutions, Regulation and Jurisdiction for global Cyber
security, Copyright source of risks, Pirates, Internet Infringement, Falr Use, postings, criminal
liability, First Amendments, Data Losing Ethics, Legal Developments, Cyber security In Soclety,
Security incyber laws case studies, General law and Cyber Law-a Swift Analysis.

UNIT IV
Auditing for Security: Introduction, Basic Terms Related to Audits, Security audits, The Meed
for Security Audits in Crganization, Organizational Roles and Responsibilities for Security
Audit, Auditars responsibility in Security Audits, Types of Security Audits.




UNITV
Case Study: Approaches to Audits, Technology based Audits Vulnerability Scanning and
Penetration Testing, Resistance to Security Audits, Phase in security audit, Security audit
Engagement Costs and other aspects, Budgeting for security audits, Selecting external Security
Consultants; Key Success factors for security audits,

Sugpgested Books:

1. Godbole " Infarmation Systems Security”, Wilay

2. Merkow, Broithaupt,” Information Security”, Pearson Education

3. Yadaw, “Foundations of Infarmation Technology”, Mew Age, Delhi

4, Schou, Shoemaker, * Information Assurance for the Enterprise”, Tata McoGraw Hill

5, Sood,”"Cyber Laws Simplified”, McGraw Hill

B, Furnell, “Computer Insecurity”, Springer 7, IT Act 2000,

7. Mark F Grady, Fransesco Parisi, “The Law and Economics of Cyber Security”, Cambridge
Uiniversity Prass, 2006

8. lanathan Rosenoer, “Cyber Law: The [aw of the Intermet”, Springer-Verla,

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BTCYB04: SECURITY OF E-BASED SYSTEMS LTP
Credits: 3 300

Course Description:

The course aims to equip the students with the basic security principlas, as well as the issues,
polley and standards particular to e- based applications.

The course Includes technolegy, concepts, issues and principles for the design and
implementation of secure e-based system.

Course Qutcomes (CO):

1, Describe security features needed for an e- based system

2, Identify and assess different types of security breaches and possibie solutions for a robust e-
based system

3, Describe the inner-workings of payment protocals, file transfer protocols, and related
alporithms

4, Demanstrate the ability to salect and destgn among avallable security solutions based on
differant domains of e-based system

Course Content

UNITI
E-Based System, E-Commerce Security Evalution Of Commerce -Payment Modes And
Methods - Distributed Computing Environ- ment Cloud Security- Mobile Commerce M Vs, E-
Commerce- Web Commierce Security Requirements - E-Commerce Security -Risk Driven
Security- Scalable Security Securing The Transactions.
Securlty Model for E-Commerce/MCommerce Architectural Framework - Cryptography
Access Cantrol- Systermn Hardening Authentication - Authorlzation - Non-Repudiation Privacy
Layered Security Architecture

UNIT I
Electronic and Online Payments Electronic Payments: Overview, SET Protocol, Payment
Gateway, Certificates, Digital Token, Smart Cards, Credit Cards, Magnetic StripCards, EChecks,
Credit/ Debit Card EPS, Dash. Online Payments; Mobile Payments, Bnline Banking, Emerging
Fimantial Instruments - Appli- cation In Business, ECommerce Laws, Forms of Agreemeant,
Government Policies and Agenda, Secured Online Shopping and Payment - Threats and
Attacks Certification and Accred|tation Process for Web Commerce Applications

UNIT 1l
E-Healthcare Security Introduction - Mature and Trends Significance and Challenges
Frameworks and Approaches Securing E-Healthcare - Information Breaches of Privacy and
Confidentiality in E- Healthcare Ltitisation Challenge - Legal Protection Challenge




LINIT 1V

Privacy And Confidentiality Anonymization and Pseudo-Anonymization Secure E-Healthcare
Information Systems Elements Security and Privacy Provisions Electronic Personal Health
Care Records Chinical Decision Support Systems

E-Governance Security Introduction - Secure and Interoperable e-Government Services- Trust
PModels Dos Attacks on EGovernment Services- Certificate Management -Interoperability-
Privacy Enabled identity Management- E-Government Architecture- Anonymous and
Accurate EPolling- Secure Multparty/Multi Candidate Electronic Elections

UNITWY
E-Learming Security Introduction Security Attacks in E-Learming Modeling Security Services
Real E- Learning Scenarios Secure Leamning Management. Systems Security In Collaborative
Learning, Mabile Learning, Massive Open Onling Courses (MOOC) - Trustworthiness for
Secure Collaborative Learning Model Factors And Rules - Time Factor and Trustworthiness
Seguendes Knowiedge Management for E-Learning Data - Trustworthiness-Based Security for
PZPE-Asspssment Security in EAssesement, P2P EAssesoment Case Study

Sugpested Books:

1. H. Nahariand B L Krutz, Web Commerce Security: Design and Developmient, Indianapolis:
Wiley, John Sons, 2011, {ISBN No. - 978-0-470-62446-3)

2. L. A, Shoniregun, ¥, Dube, and F. Mtenzl, Electronic Healthcare Information Security, Mew
York: Seacaucs, New lersey, U5 A Springer-Verlag Mew York, 2010. {I5BN No. ; 978-0-387-
a4517-4}

3. A Mitrakas, P Hengeveld, and D. Polemi, Eds., Secure e-Government Web Services. United
States: IGHGlobal, United States, 2006, (ISBN Mo, : 978-1-55-504138-4)

4. M. lorge, 5 Caballe, and F. Xhafa, Inteliigent Data Analysis for e-Learming: Enhancing
Sacurity and Trustwarthiness in Online Learning Systems. United States: Morgan Kaufmann
Publishers In, 2016, (ISBN No, : 978-0-12-804535-0)

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

ELECTIVE-I
1.ETHICAL HACKING
2. MOBILE SECURITY
3.MALWARE ANALYSIS
BCS645: ETHICAL HACKING LTP
Credits: 3 ano

Course Description: The course aims to equip the students with the the variety of security
assaults, it is necessary to analyze how frash attacks are generated, and knowing these attacks
iseritical imorder to avoid or detect such attacks.
The course includos the Idea and techniques of Identifying vulnerabilities by devising varlous
attacks and then developing the proper security policy, which includes actions to detect ar
prevent assaults and so mitigate harm.
Cowurse Qutcomes:
Upon successful completion of this course students shouid be able ta:
1. Understand the basics of the ethical hacking
2. Perform the feot printing and scanning.
3. Demonstrate the technigques for system hacking.
4. Detect and prevent the security attacks in different environments,
5. Analyze Intrusion Detection, Policy Creation, Social Engineering, ddos Attacks, Buffer
Overflows and Virus Creation.

Course Content
UMNIT = |

Ethical hacking, Foot Printing: information gathering methodology, Hacking Tools, Scanning-
Definitien, Types of Scanning, Objectives of Scanning. Scanning Methodalogy, Counter
measures; Enumeration- NetBios Null Sessions, Hacking tools - Enumerating User Accounts,
Active Directary Enumeration and Countermeasures; System Hacking- Administrator
password guessing, Passwaord Cracking Algarithm, Automated Password Cracking, Types of
Password Attacks, Hacking tools,

UNIT—
Trojans and Backdoors: Overt and Covert Channels, Indications of a Trojan Attack, Reverse
Engineering Trojans, Backdoor Countermeasures; Sniffers- Working of Sniffer, Passive Sniffing,
Active Sniffing, Hacking tools, Sniffing Countermeasures; Denial of Service- Goal of Dos,
Impact and Modes of Attack, DoS Attack Classification, Countermeasures for Reflected Da§,
Tools for Detecting DDGS Attacks.




UNIT — Il
Session Hijacking: Spoofing vs Hijacking, Steps in Session Hijacking, Types of Session
Hijacking,Hacking Tools, Protection against Session Hijacking, IP Security; Hacking Web
Servers- Popular Web Servers and Common Security Threats, Apache Yulnerabiiity, Attack
against 05 Console, Hacking Tools, Countermeasures, [ncreasing Web Server Secunity; Weab
Application Vulnarabilites-Web Application Hacking, Anatomy of an Attack, Web Application
Thraats, Carnivors, Google Hacking, Countermaasures,

UNIT — IV
Web Based Password Cracking Technigues: Authentication mechanlsms, Passward Guessing,
Cookies, Password Crackers Avallable, Hacking Tools, Countermeasures; SOL Injectian-
Attacking S0OL Servers, 5301 Server Resolution Service {53R5), Osgl-L Probing, SOL Server Talks,
Prevantive Measures; Hacking Wiraless Metworks = Rouge Access Points, Scanning Tools,
Sniffing Tools, Securing Wirsless Netwarks.

UNIT—W
Linux Hacking : Linux Vulnerabilities, Scanning Tools, Scanping Tools, Linux Security Tools,
Advanced Intrusion Detection System, Linuk Security Auditing Tool; Evading Firewalls,
Intrusion Detection Systems, Intrusion Detection Tools, Penetration Testing = Penetration Test
vs Vulnerability Test, Reliance an Checklists and Templates, Phases of Penetration Testing, Risk
Analysis, Active Reconnaissance.

Suggested Books:

1. Manish Kumar; The Secret of Hacking; Third Edition; Publisher Leo Impact Security Services.
2. Ankit Fadia; An Unofficial Guide To Ethical Hacking 2nd Edition ; Macmillan India; 2006

3. Eric Cole; Hackers Beware: The Uitimate Guide To Network Security; Publisher Sams

A4, Mitesh Dhanjani, Billy Rios, Brett Brett; Hacking: Tha Next Generation, Publisher
Shraffio'railly | 2008)

5. Shon Harris, Allen Harper, Chiris Eagle, lonathan Ness; Gray Hat Hacking: The Ethical

6. Hacker's Handbook, Publisher: Mcgraw-hill fasborne Media {Dec 2007)

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BCSEA41: MOBILE SECURITY LTFP
Credits: 3 300

Course Description: The courss aimas to equip the students with knowledge about security in
mabile application and devices
The eourse includes the basic security concepts, security technigues, distributed systems
security, varlous jamming attacks, threats and vulnerabilities and cipher technologies.
Course Outcomes (CO):
lpon successful completion of the course, the students should be able to;
Col: Understand the security requirement for mohile and its application
CO2: identify the various security standards for mabile applications
C03; Apoly the security technigue for mabile
COd: Demonstrate the varous security technigues in distributed 2and maobile application
Course Content

UNIT I
Basic Security Concepts: Introduction to wireless networks -B02.11 WEP and WPA — Key
management in sensor Networks- Wireless jamming attacks — Device fingerprinting and
Wireless pairing—Attack Detection

UNIT I
Mohile Security Scenario: Mohile Health Recurity = Vehicle Network Security = RFID hacking
and authentication=>5Smartphona system security =5Smart grid security

UmNIT m
Security Techniques: Overview: Security - Threats, Mulnerabilities, Attacks, |ntegrity,
Confidentiality, Polley and relevant definitions -Authentication —Cryptography — Symmatric
Key Cryprography, Asymmetric key Cryptography, Key management, Digital signatures

UNIT IV
Distributed Systems Security: Cipher technigues, Protection systems, Example protoonls

UNIT Y
Wireless and Mobile System Security: Strategies, Rauting security, Different schemeas for
MAMET
Suggested Books:
1. 802.11 Wireless MNetworks: The Definitive Guide®, by Matthew Gast, O'relilyMidela; 2nd
Edition; October 2011,
2. "Hacking Exposed Wireless", by lohnny Cache, loshua Wright, and Vincent Liu, MoGraw-Hill
Osborne Media; 2nd Edition; July 2010.
3. Wi-Foo: The Secrets of Wireless Hacking” by Andrew Viadimiroy, Konstantin V. Gavrillenka,
and Andrei A, ikhailovsky, Addision-Wesley Professional; 15t Edifion, July 2004.




BTCY605: MALWARE ANALYSIS
Credits: 3
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Course Description:

The course aims o equip the students with how to utilize various tools and strategies to do
basic static analysis in arder to identify, detect, and eradicate malware threats. Ta learn about
liva matware attack monitoring and analysis, as well as live network traffic analysis,

The course includes detection, analysis, understanding, controlling, and eradication of
malware

Course Outcomes [CLOY:

COL: Analyze the modern malware samples using both static and dynamic analysis
technigues.

CO02: Understand the executable formats, Windows internals and AP| 5, and malware analysis
technigues,

CO3: Extract investigative leads from host and network-based indicatars associated with a
malicigus program,

CO4: Apply technigues and concepts to unpack, extract, decrypt, or bypass new anti-analysis
technigues in future malware samples.

CO5: Describe the industry standard toals including ProcMon, CFF Explorer, ProcExplore,
BinText, FileAlyzer, OllyCbg eic

Course Content

UNIT —1
INTRODUCTION TO MALWARE ANALYSIS: Malware taxonomy - Malware threats - Malware
analysis methodologies - Legal consideratians - ldentifying and protecting against malware -
Malware hiding places - Calfecting matware from llve system - Identifying malware In dead
system Malware Analysis Environment - Virtual machine - Real systems - Malware analysis
tools ProchMon, CFF Exglorer, ProcExplore, BinText, Filealyzer, OliyDbg

UNIT—1I
STATIC AMALYSIS: Detailed file analysis -Database of file hashes. identifying file compile date
Identifying packing/ obfuscation methods - Strings analysis - File signature analysis - Local and
online malware scanning -ldentifying file depandencies.
DYNAMIC ANALYSIS: System base lining - Host integrity - Monitor - Installation monitor -
Process monitor - File monitor - Registry analysis monitoring - Network traffic monitoring,/
analysis - Port manitor - DNS monitoring/ resclution -Simulating internet services

UNIT— 1l
CODE ANALYSIS: Reverse engineering malicious code - |ldentifying malware passwords -
Bypassing authentication - Assembly level computing Standard x86 instructions, Infroduction
ta DA, Qlly Dbg, Advanced malware analysis Vires, Trojan. Parsing Basic analysis of an APK

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

UNIT — IV
MALICIOUS DOCUMENT AMALYSIS: POF and Microsoft Office document structures - POF and
office document vulnerabilities - Malware extraction and analysis tools - Analysis of malicious
documents
MALWARE CHALLENGES: Virtual environment - Live internet connection - Real, fake, and
virtual services -Ant-debug and anti-forensic malware

UNIT — W
MOBILE MALWARE ANALYSIS: Need for maobile application penetration testing, testing
methodology Android and 105 Vulnerabllities - Exploit Prevention - Handheld Exploitation-
Android Root Spreading and Distribution Android Debugging.

Suggested Books;

1. M. Sikorski and A, Honlg, Practical Malware Analysis: The Hands-on Guide to Dissecting
Malicious Software. San Franciseo: Mo Starch Press San Francises, CA, 2012, [ISBN No. - 978- 1-
59-327290-8)

2 M. H. Ligh, 5, Adajr, and B. Hartstein, Cookbook and DVD: Tools and Techniques for Fighting
Malicious Code. Indianapaolis, IN: Wiley, John Sons, 2010, (ISEN No. - 378-0-470-61303-0).
1.C. Eagle, The IDAPro Book: The Unofficial Guide to the weorlds most popular Disassembler,
2nd Ed. San Francisco: No Starch Press San Francisco, CA, 2011 (15BN No. ; 978-1-59327-285-
o)




BCS621: COMPILER DESIGN LABORATORY

[T
Credits: 1 00
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Course Description: The course aims Lo eguip the studentswith basic campiler functicning.
The course includes different methods of lexical analysis, design tap-down and bottom-up
parsers, develop syntax directed translation schemes and develop algorithms to genarate
codeforatargetmachine

Course Outcomas (CLO):

Upon succassful completion of the course, the students should be able to:

CO1: Develop lexical analyser for a plven grammar specificabion

C02; Deslgn top-down and bottam-up parsers for a glven parser specification

C03; Develop syntax directed transiation schemes

CO4; Apply algorithms to generate code for atarget machine

List of Expariments:

1.CProgramto Design Lexical Analyzer

2. Understanding the LEX/FLEX tool. Implementation of Lexical Analyzer using LEX/FLEX Toal,
3. Develop a lexical analyzer to recognize a few patterns in C. (Ex. identifiers, constants,
Comments, operatars etc, )

3. Implementation of Predictive Parsar in Clanguage

. Understanding the YACC taol.

5. Ganerate YACT specification for a few syntachc categories.

a. Program to recognize a valid arithmetic expression that uses operator+,—, * and /

b. Program to recognize a valid variable which starts with a letter followed by any number of
letters or digits.

.. Implementationof Calculator using LEX/FLEX and YACC

6. Canvert the BNF rules inte YaCC form and write code to ganerate Abstract Syntax Trea.

7. Implement type checking.

8. Implement control flow analysis and Data flow Analysis,

9. Implement any one storage allocation strategies {Heap, Stack, Static)

10. Canstruction of DAG

11 Implement the back end of the compiler which takes the three-address code and produces
the B086 assembly language instructions that can be assemblad and run using 2 BO86
assembler. The target assembly instructions can be simple move, add, sub, jump. Also simple
addressing modes are used,

12 A Prograim Lo Generate Machine Coda.

13 Implementation of Simple Code Optimization Techniques,

14. Deslgn of a mini compiler far simple programs.

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

BCS623: DESIGN AND ANALYSIS OF ALGORITHMS LABORATORY | TP
Credits: 1 002

Course Description: The course aims ta equip the students with the implementation of
various slgorithms,

The course includes soiving prablems using divide and conouer strategy, backtracking strategy
and greedy and dynamic programming technigues.

Course Outcomes {CLO):

Upon successful completion of the course, the students should be abls 1o

€01: Design algarithms using divide and conguer, greedy and dynamic programming.

CO: Use the design technigues such as dynamic grogramming, greedy algarithm for more
complex problems.

CO3: Analyze the performance of merge sort algorithms using divide and conguer technigue.
CO4: Apply the dynamic programming technigue to solve réal world problems such as
knapsack and TSP,

List of Experiments:

1. 5ort a given set of elements using the Quicksort method and determine the time reguired to
sortthe elements. Repeat the experiment for different values of n, the number of elementsin
the list to be sorted and plot a graph of the Gime taken versus n, The elements can be read from
afile orean be generated using the random number panerator

2, Using OpenMP, implement a parallelized Merge Sort algorithm to sort & given set of
elements and determine the time required to sort the elements. Repeat the experiment for
different values of n, the number of elements in the fist to be sorted and plot a graph of the
time taken versus n. The elements can be read from a file or can be generated wsing the
random number generator.

3, Dbtain the Topological ordering of vertices ina givendigraph.

4. Compute the transitive closure of 3 given directed graph using Warshall's algorithm,

5. Implerment 0/1 Knapsack problem using Dynamic Programming.

&, From a given vertes In a weighted connected graph, find shortest paths to other vertices
using Dijkstra’s algorithm,

7. Find Minimum Cost Spanning Tree of a given undirected graph using Kruskal's algarithm,

B, Print all the nodesreachable from a given starting node in adigraph using BFSmethod,

9, Check whether a given graph is connected arnot using DFS method

10, Find a subset of a given set S={sl,52, ,5in] of n positive Integers whose sum is equal to a
given positive [ntepger d. For example, if 5={1, 2, 5, 6, 8) and d = O there are two
solutions{1,2,6jand{1 8].A suitable message |s to be displayed if the given problem instance
doesn't have a salution




11. Implement any scheme o find the optimal selution for the Traveling Salesperson problem
and then solve the same problem instance wsing any approximation algorithm and determine
theerrorin the approximation.

12, Find Minimum Cost Spanning Tree of a given undirected graph using Prim's algorithm,

13, Implement All-Pairs Shortest Paths Problem using Floyd's algorithm, Parallelize this
algarithm, implament it using Open®P and detarmine the spead-up achievad.

14, implement N Queen's problem using Back Tracking.

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

ELECTIVE -lll LABORATORY LTP
BTCYE16: ETHICAL HACKING LABORATORY o2
Credits: 1

Course Description:

The course aims that the students prachices of finding the vulnerabilities through forming the
different attacks and then defining the appropriate security poficy including the action to
detect or prevent the attacks and thus reduce the damages. This course includes security,
importance of data gathering, foot printing and system hacking.

Course Outcomes (CLO):

Upon successful completicn of the course, the students should be able to;

CO1: Develop the foot printing and scanning

C02: Demonstrate the technigues for systern hacking

C03: Determine the signature of different attacks and prevent tham

CO4: Identify and prevent the security attacks in different environments,

List of Experiments:

1. Listthetoolstor Ethical Hacking.

2. Implesment Footprinting and Reconnaissance using tools 3d Traceroute, Alchemy Eye, DNS
Tools and Network Solution Whais,

3. Implement Network Scanning using toals Advanced Port Scanner, Colasoft Ping Taol, Hide
Your IF Address, Nessus and Nmap,

4. Impiement Enumeration using tools Default Password List, Cefauit Password List, Oplil
mMetwork Monitoring Tool and OpUt Network Monitoring Tool.

5. Implemaent system hacking using tools Actual spy, Alchemy Remate Exacutor, Armor Teol
and FsecureBlackLight.

B. Implement Trojan and Backdoors using tools Absolute Startup Manager, Absolute Startup
Mianager, Netwirk Services Monitor and StartEd Lite.

7. Implement Viruses and Waorms using 1ools Anubis Analyzing UnknownBinaries, Filterbit,
Sunbelt CWhandbox and ThreatExpert.

E. Implement sniffers using tools Colasoft Capsa Network Analyzer, EffeTech HTTP Sniffar,
Packet Sniffer and PRTG Matwork Monitor.

9. Write & research paper in which Ethical Hacking tools are used to address any problem
definition in cyber security.




BTCYE17: MALWARE ANALYSIS LABORATORY LTP
Credits: 2 ooz

Course Objectives: The course aims to equip the Students with a specialist understanding of
the nature of malware, its capabilivies, and how it |s combated through detection and
classification. This course includes technioues and concepts to unpack, extract, decrypt, or
bypass new ant analysis technigues in future malware samples.

Course Dutcomes [CLO):

Upon successful completion of the course, the students should be able to:

C01: Define what the underlying scientific and logica! limitations on society's ability are to
comipat malware.

CO2: Apply the tools and methadologies used to perform static on unknown executables.
CO3: Describe the exacutable formats, Windows internals and API, and analysis technigques,
CO4a: Apply technigues and concepts to unpack, extract, decrypt, or bypass new ant analysis
technigues in futire malware stamples,

List of Experiments:

1. Sandboxing mabware and gathering information from runtime analysis

2. Basic malware analysis finding file compilation date, imports) exports, susplcious strings |,
run-time effect, procmon filter, hist -based signatures revealing files, registry kays, processes,
services, network based signatures revealing URLs, packet contents, intention, checksum, and
avidence

3. Advanced static malware analysis finding address of main, code constructs, suspicious
strings, imported functions, their tasks, intenton of the malware, Impact of the malware via
hexcode

4. Basic analysis of Windows programs for imports, msdn based purposes, changes, sUspicious
strings, persistence mechanism, COM interface, COM functions, host-based signature,
checksum, VirusTotal Report for that malwaro.

5. Advacnad analysis of Windows programs for processes, interactive remate shell, uploaded
file, address of the subroutine, return value, Windows APls, functionalities of the malware

6. Malware behaviour analysis finding the source of malware, how it reached the system,
persistence mechanism, multiple instances replication mechanism, hiding strategies, AP calls
tor key logging, constants involved, post-infection actions of the malware, mutex;
SendMessage API structure, what is done with the collected data

7. Anti-disassembly and anti-debugging technigue usad in the binary by patching the PE, set 3
breakpointin the malicious subrouotine and let the program execute until the breakpoint

B. Packing and unpacking mahware finding the packers name, indicator, unpacking script,
ramoving the nagging screen, resolving any PE header corruption, fixing the import table

9, Disassembling Portable Executable (PE32) File Format following all imports, exports,

B.Tech Computer Science And Engineering (Cyber Security)

GHAUNIVERSITY

functions, main address, malicious string locations, xB5 assembly fanguage

10. Reversing basics: branches, loops, switches, differences between code and data, oross-
references imports & exports, searching, defining arrays, structures , and functions, standard
library functions and FLIRT, ID& scripts and pluging

11. Malware self - defense, compression, and obfuscation technigues packing, unpacking,
identifying malicious code section, recognizing and defeating data encryption and encading
techmigues ete

12, Analyzing malicious Microsoft Office and Adabe PDF documents to locate potentally
maliciows embedded code such as shellcode, VBA macros of JavaSoript, extract suspicious
code from the file, disassemble and/ or debug shellcode, understand all the steps in the
infection chain

13. Minor Praject to design Malware Detection System




BTCYE17: MALWARE ANALYSIS LABORATORY
Credits: 2
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Course Description:

Wireshark is the world's de-facto network packet sniffer which can be used for protocol
analysis, netwark troubleshooting, finding delays and latency in the network and many other
things. It is an open source cross-platform packet capture and analysis tool, with versions for
Windows and Linux operating systems.

Mmap is a tool used for determining the hosts that are running and whiat services the hosts are
running. Nmap can be a valuable diagnostic tool for network administrators while they can be
also @ potent reconnaissance tool for the Black-hat community {Hackers, Crackers, Script
Kiddies, etc).

Course Dutcomes [CLOJ;

CO1: Strengthans the analytical capability of the students using Wireshark
CO2: Determining open ports and services running in an host

€O03: Determine the Operating System running on a host

C04: Alter the source IP ofthe scan

List of Experiments:
WireShark Experiments

Waorking with various methods for Taping into the wire,

Demanstrate the steps for installing Wireshark, the packet-sniffing tool for performing
Netwaork analysls.

Explare the working with captured packets.

Implement advanced Wireshark features,

Analysis of security packet analysis.

Implementing Operating System Fingerprinting.

Creating Troubleshooting profiles

Selecting a Capture Interface and creating the first pcap file.

Using Capture filters, Filtering Low tilvalue packets and Creating Fiiter Expression buttons
Find, Mark, Save interested Packets

Navigate through menusand status bar

Finding a Text 3tring in a Trace File and Configuring global preferences

Merging Multiple Trace Files, Creating Display Filters, Create a Coloring Rule to Detect specific
traffic

Ring Buffer capture and working with File Sets

Analze Address Resolution Protocol |ARP), Internet Control Message Protocol [ICMP)
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Analze IPVE Structure and Filter ona Range of IPvd Addresses

Understanding Columns and time value evaluation

Follow a TCP Stream and Reconstructing a TCP stream

Unsacured username and password recavery from trace

Build and Save Filters Based an Packets

Implement Round Trip Time = TCP 3 way handshake Analysis; The double headed ICMP packet
Analysis

Filtering TCP Flag parameters, IP Flag parameters, DNS Flag parameters, Filtering Latency
|ssues

Enabling TCP Conversation Timastamps and Sequence and Analysis

DS Errors and Error Codes Filiering and Analysis

[Ising the frametime_delta Filter, nTroubleshooting with Time column
Understanding Packet Loss and Recovery process

Locating Low Buffer problems, Zero window condition and Windows update process
Creating 10 Graphs, IP frapmentation packet analysis

Out of order segments and duplicate acknowledgements fittering

Retransmissions, Fast Retransmissions and Spurious Retransmissions

Filtering HTTP and NS5 Errors, Filteron HTTP server status codes

Extract and save single subnet conversation

Change dissector behaviour -measuring http response time

Exporting an HTTP object - reconstructing browsed images

IP fragmentation packet analysis

Mmap Experiments:

Scan a System with Hostname-and |P Address
Seanusing " option

Sean Multiple Hosts

Scana whole Subnet




Fourth Year
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BCS701: ARTIFICIAL INTELLIGENCE LTP
Credits: 3 300

Course Description: The course alms Lo equip the students with varous Artificial Intelligence
Technigques and knowladge reprasentation methods.
The course includes knowledge acouisition, manipulation, various Al algorithms, Expert
system and Natural Language Processing,
Course Dutcomas {CLO):
Upon successful completion of the course, the students should be able ta:
CO1: Understand the baslc concepts and technigues of Artificial Intelligence,
C02; Apply Al algorithms for salving practical problems,
C03: Describe human intelligence and Al,
CO4: Sefect appropriately from a range of techniques when implementing intelligant systems.
Course Content

UNIT |
Introduction and Applications: History of Al from Alan Turing and developments in Al, A
technigues, Criteria for success. Problem Solving Concepts and Methods

UNIT N
Prablem Characteristics, Breadth -frst Search and Depth-First Search methods, Heuristic
Search Technigques - HIll Climbing, Best first Search, A%, Problem reduction, Ao®, Constraint
satisfaction and means-ends analysis technigues

LINIT HI
Information and Knowledge, Knowledge Acquisition and Mamipulation, lssues In knowledge
representation, Knowledge Representation Methods, Propositional Logic and First Order
Predicate  Logic, Resolution Principle, Horn's Clauses, Semantic networks, Partitioned
semantic Mets, Frames, Scripts and Conceptual Dependencies, Gameplaying: Minimax Search
Procedure, Adding Alpha-Beta Cutoffs

UNIT IV
Definition and Applications, Characteristics of Expert Systems, Architecture of a typical expert
system, Expert system Shells, Building an Expert System, Knowledge Acquisition, Case studies
af Expert Systems like MYCIN. Spacific Application of Al

UNIT
Complexity of the problem, Syntachic processing, Semantic Analysis, Pragmatic processing,
Introduction to Perception and Action,
Machine Learning: Clustering and Learning Basic Clustering Techniques, Standard k-Means




{Lloyd) Algarithm, Generalized Clustering, Overpartiioning, Merging, Modifications to the k-
teznsalgorithm, k-Means Wrappers, Rough kMeans, Fuzey k-Means, k-Harmaonic Means
Alporithm, Hybrid Clustering Algorithms; Estimation wsing Incomplete Data, Two classes,
Multiple classes, Least squares for classitication, Fisher's linear discriminant, Relation to least
sguares, Fisher's discriminant for muitiple classes

Recommended Books / Suggested Readings:

1. Rich Elaine and Knight Kevin, 1991 Artificial Intelligence, secand edition; Tata-MeGraw Hill
Company, New Defhi

2. Russel, Sturat & Norviig, Peter, 2007: Artificial Intelligence; a modern Approach published by
Person Education (Singapore) Pyt Lid,

3. George F Lluger; Wiliam A Stubblefield, 2009: Artificial Intelligence; Structures and
Strategies for Complex problem solving, Second edition

4. Bala guruswami, 1994: Artifical Intelligence & Technology

5. Bharti&Chaitany, 2005 Natural Language Processing, PHI. &. Patterson, Dan W, 1995
Introduction to Artificial Inteliigence and Expert Systems, Prentice-Hall of India Put. Ltd., New
Drelhi.
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BCS942: COMPUTER VISION LTP
Credits: 3 300

Course Description:
The course aims to equip the students with fundamental problems of computer vision,
The course includes computer vision fundamentals, model fitting, Made| reconstruction and
Ohject recognition and shape regresentation
Course Outcomas {C0):
Upon successful completion of the course, the students should be able ta:
CO1: Understand the fundamental concepts in computer vision
C02: Develop and evaluate solutions to problems in computar vision,
C03: Demaonstrate awareness of the current key research issuesin computer visian,
CO4: Analyze and design a range of algorithms forimage processing and computer vision.
Course Content

UNIT |
Intraduction: overview af computer wision, related areas, and applications; overview of
software tools; overview of course objectives.; introduction to OpenCV, Image formation and
representation: imaging geometry, radiometry, digitization, cameras and projections, rigid
and affine transtormations. Filtering: convolution, smoothing, differencing, and scale space,
Feature detection: edpe detection, corner detection, line and curve detection, active
contours, SIFT and HOG descriptors, shape context descriptors.

UNIT N
Model fitting; Hough transform, line fitting, ellipse and conic sections fiting, algebraic and
Euclidean distance measures. Camera callbration: camera models; intrinsic and extrinsic
parameters; radial lens distortion; direct parametar calibration; camera parameters from
prajection matrices; arthographic, weak parspective, affine, and perspective cameara models.
Epipalar geometry: introduction to projactive geometry; epipolar constraints; the essantial
and fundamental matrices; estimation of the essential ffundamental matrix,

UNIT 11
Model reconstruction: reconstruction by triangulation; Euclidean reconstruchion; affine and
projective reconstruction, Maotion analysis; the motion figld of ngid objects; motion parailax;
aptical flow, the irmage brightness constancy equation, affine flow; differential techiniques;
feature-based technigues; regularization and robust estimation; moton segmentation
through Emotion tracking: statistical filtering; terated estimation: observability and linear
systems; the Kalman filter; the extended Kalman flter

UNIT IV
Object recognition and shape representation; alignment. appearance-based methods,




invariants, image elgenspaces, data-based technigues. Final presentation: students present
selected topics and develop software implementation of related techniques based on the
review of relevant literature. The workshould be summarized in a concluding report which
should include simulation results. A list of possible topics will be advertised prior ta the project
selection due date.

Reference Books:

1. CompiterVision: Algorithms and Applications, R. Szeliski, Springer, 2011,

2. Computer Vision: A Modern Approach, O, Forsyth and ). Ponce, Prentice Hall, Znd ed., 2011
3. Intreductory techniques for 30 computervision, E. Trucco and A, Verri, Prentice Hall, 1998
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BTCY711: VULNERABILITY ASSESSMENT AND LTP
PENETRATION TESTING a00
Credits: 3

Course Description:

The course aims to equip the students with basic knowledge of Kali Linux, penetration testing
and IT security technigues that lies under the cyber security, This course includes tools used in
Kali Linux, and Information Gathering and Detecting Vulnerahilities,

Course Dutcomes [CLO):

Upon successful completion of the course, the students should be able to:

C01; Discuss the penetration testing standards,

COZ: identity Vulnerability Assessment Tools for System.

C03: Classify the basic structure of Exploits and Client-Side Attack and privileges escalation
CO4: Applyamature understanding of various types of penetration testing.

Cowurse Content

UNITI
Introduction to Kali Linux: Installing kali Linux, Configure Network Connectien, Update kali
Linux, Penetratton Testing: stangarc, Open Web Application Security Progect [OWASP],
Licemsee Penstration Testing (LPT), Classification, White Box and Black Bax, Penhetration
Testing Vs Vulnerability Assessment
Advance Penetration Methodology: Target Framework and Scops, Gathering client
requirements, Test nlan checklist, Profiling test boundaries, Advance penetration testing with
KaliLinux,

LINIT=11

Information Gathering and Detecting Vulnerabilities: Open Source Intelligence Gathering -
Port Scanning - Open Vas, Nessus Policies - Web Application Scanning Manual Analysis- Traffic
Capturing, Google hacking, enumerating users, groups and shares, DN5 Information
Gathering, Whols Information Gathering, Route and Metwork information Gathering, All-in-
ane |nformation gathering. Scanning Target: Advance Network Scanning, Part Scanning,
Stealth Port scanning techniques, UDP port Scanning, Packet crafting using Hping3, Nmap
sScanningand Plug-ins, CTF, Active and Fassive Banners.

UNIT-1
Target Exploitation: Sefting up metaslpait, Exploitation with Metasploit, working with
Meterpreter Session, WNC Exploitation, Stealing password Hash, Adding custom Modules to
Metasploit, Using Immunity Debugger, Writing Exploit for real world applications.
Privileges Escatation: Breaking Passward hashes, Cracking telnet and ssh password, Cracking
FTP password, Protocol tunneling, Proxy, Installing persistent Backdoor,




UNIT-IV
Advance Sniffing: ARP Polsaning, DHCP Starvation, Mac flooding, ONS Palsoning: redirecting
user to fake website, Smiffing credentials from secured websites, SYN Attack, Application
request Flood Attack, Service request Flood, Permanent denial of service attack,
Testing: Web Penetration Testing, Wireless Penatration Testing, Exploits and client-Side attack,
Social Engineering Toalkit, Firewall Testing,

Reference Books:

1. Kali Linux Wireless Penetration Testing: Beginner's Guide: Learn to penetrate Wi-Fi and
wireless networks to secure your system from vulnerabiliies Kindle Edition by Vivek
Ramachandran, Camergn Buchanan

2. Basic Security Testing with Kali Linwx 2 Paperback = 24 March 2016 by Daniel W, Dieterle

3. Kall Linux Network Scanning Cookbook Paperback =21 August 2014 by Justim Hutchens
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ELECTIVE-IV
1.CYBER CRIME INVESTIGATIONS AND DIGITAL FORENSICS
2.5YSTEM AND NETWORK SECURITY
3.50CIAL MEDIA SECURITY

BCS742: CYBER CRIME INVESTIGATIONS AND DIGITAL FORENSICS LTP
Credits: 3 300

Course Description: The course aims to help the students ta leamn the overview of cybercrime
and to learn the issues of cybercrime.

The caurse introduces the students and enables to know o learn the various methods ta
Investigate cybercrime, to learn about digital farensics and to understand the laws and acts
behind.

Course Qutcomes (CO):

Upon successiul completion of the course, the students should be able 1o:

01 Understand the basic terminalogy of cybercrimes,

CO2: Apply a number of different computer forensic teols to a given scenarino.
CO3: Analyze and validate digital evidence data.

CO4: Analyze acquisition methods for digital evidence related to system security.
C0O5: Identify the various laws and acts of Digltal Forensics.

Course Content

UNITI
Imtroduction: Introduction and Overview of Cyber Crime - Nature and Scope of Cyber Crime -
Types of Cyber Crimvie: Social Engineering - Categaories of Cyber Crime - Property Cyber Crime

UNIT-il
Information Gathering and Detecting Vulnerabilities: Cyber Crime lssuss: Unauthorized
Access to Computers - Computer Intrusions - White Collar Crimes - Viruses and Malicious Code
« Imternet Hacking and Cracking - Virus Attacks — Software Piracy - Intellectual Property - Mail
Bombs - Exploitation - Stalking and Obscenity in Internet - Digitallaws and leglsiation - Law
Enforcement Roles and Responses

unNIT-m
Investigation: Introduction to Cyber Crime Investigation -Investigation Tools — Discovery -
Digital Ewidence Collection - Evidence Preservation - E-Mall Investigation — Trackeng - 1P
Tracking - E<Mail Recowery - Hands an Case Stadies - Encryption and Decryption Methaods -
Search and Seizure of Computers - Recovering Deleted Evidences - Fake Maller [ Mall Spaaf ),




Email Headers Forensics, End to End Encryptions, Password Cracking, Fake Mailer [ Mail Spoaf
I, Email Headers Forensics, End to End Encryptions

UNIT IV
Digital Forensics: introduction to Digital Forensics - Forensic Software and Hardware - Anafysis
and Advanced Tools - Forensic Technalogy and Practices - Ferensic Ballistics and Photography -
Face, Iris and Fingarprint Recognition - Audia Video Analysis - Windows System Forensics -
Linux System Forensics - Metwork Forensics,

UNIT ¥
Laws and Acts: Laws and Ethics - Digital Evidence Contrals - Evidence Handling Procedures -
Basies of Indian Evidence ACT IPC and CrPC - Electromic Communication Privacy ACT - Legal
Policies

Recommended Books / Suggested Readings:

1. Nelspn Phillips and Enfingerstevant, —Computer Forensics and Investigations]|, Cengage
Learming, New Delhi, 2004,

Z. Kevin Mandia, Chris Prosise, Matt Pepe, —Incident Response and Computer Forensics, Tata
fcGraw -Hill, New Delhi, 20046

3. Robert M Slade, || Software Forensics], Tata McGraw - Hill, New Delhi, 2005

4. Bernadette H Schell, Clemens Martin, —Cybercrimel], ABC—CLIO Inc, California, 20043,
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BTCY703: SYSTEM AND NETWORK SECURITY LTP
Credits: 3 300

Prerequisites
Computer Networks, Network Security
Course Description: The course #ims are to provide knowledge on different types of
Intrusions oocur atvarious Network levels, and level of security provisions reguired when the
systems are usad at different networks in LAN, WAN.
The course introduces the students and enables to know to learn the LAN, Cellular Network
and Internet Sacurity.
Course Dutcomes (COJ;
CO1: Develon Concept ot Security needed in Communication of data through computers and
merworks along with Various Possible Artacks
C02: Describe the level of security reguired for a systermn in Intranet, Internet, ceilular
networks.
C03: Identify security lssues related to computer security.
C04: Determing the attack mechanisms, and methods against computer and infermation
SySTEmS
Course Content

LINIT |
Detecting System Intrusions: Monitoring Key Files in the Systermn Zero Day attacks Full packet
capture devices, Data correlation SEIM, Network-Based Detechon of System Intrusions
Preventing System Intrusions: Symptoms of Intrusions, Security policies , Risk Analysis
JControlling user Access, Intrusion Prevention capabilities

UMNIT-H
Guarding Against Network Intrusions: Traditional Reconnaissance and Attacks, Malicious
Software | Defense in Depnth, Preventive Measures | Intrusion Maonitoring and Detection,
Reactive Measures, Network- Based |ntrusion Protection
Imternet Security: |nternet Protocol Architecture, internet Threat Model, Defending against
Attacks onthe Internet, Internet Security Checklst

UNIT-H0
Imtranet Security! Smart phones and Takletsin the Intranet, Security Considerations Plugging
the Gaps: NAC and Access Control, Measuring Risk: Audits,
Guardian alt the Gate: Authentication, and Encryption, Wireless Network Security , Shielding
the Wire: Network Protection
Weakest Link in Security: User Training, Documenting the Network: Change Management




UNIT IV
Local Area Network Security Identify Netwaork Threats, Establlsh Network Access Cantrofs, Risk
Assessment, Listing Network Resources, Threats, Security Policies, The Incident-Handling
Process, Secure Design Through Network, Access Controls | 1DS Defined NIDS; Scope and
Limitations, Firewalls , Dynamic WAT Configuration Packet Filterimg: P Filtering Routers,
Application Laver Firewalls: Proxy Servers

UNITVY
Cellutar Network Security: The State of the Art of Cellutar Network Security, Cellular Metwork
Attack Taxonemy, Cellular Network Vulnerability Analysis RFID Security RFID challenges, RFID
protections,

Text Books
1. Network and System Security John RVacca, Zndedition, Syngress publications
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BTCY704: SOCIAL MEDIA SECURITY LTP
Credits: 3 300

Course Description: The caurse aims are to provide knowledge on the risks while using social
media. The course intraduces the students and enables to know the privacy and security
issues on onling social media.

Course Outcomes:

CO1:Understand the various privacy and security concerns (spam, phishing, fraud nodes,
ldentity theft) on Online Sacial Media.

CO2: Identify the risks while using social madia.

CO03: Analyze how ta secure different web browsers,

CO4: Interpret how an e-mail works does; learn threats involved using am email
communication, safety measures while using e-mail,

Course Content

UMIT |
Introduction to Social Media, Understanding Social Media, Different Types and Classifications,
The Value of Social Media, Cutting Edge Versus Bleeding Edge, The Problems That Come With
Social Media, Is Security Really an Issue? Taking the Good with the Bad

UNIT-II
Dark side Cyber crime, Social Engineering, Hacked atcounts, eyberstalking, cyberbullying,
pradatars, phishing, hackers

UNIT-11
Being bold versus being overiooked, Good social media campaigns, Bad social media
campaigns, Sometimes it's betler 1o be overlooked, Social media hoaxes, The human factor,
Content management, Promobon of socialmedia

UMNIT IV
Risks of Social media Introduction Public embarrassment, Once it's out there, it's out there
Falseinformation, Information leakage, Retention and archiving, Loss of data and equipment

UNIT V
Policies and Privacy, Blocking users controlling app privacy, Location awareness, Security Fake
arcountspasswords, privacy and information sharing

Text Bools:

1. Interdisciplinary Impact Analysis of Privacy in Social Networks, Recognizing Your Digital
Friends, Encryption for Peer-to-Peer Soclal NetwarksCrowdsourelng and Ethies Authors:
Altshuler ¥, Elavici ¥, Cremers AR, Aharony M, Pentland A. (Eds.].

2. 50cial media security https://www.sclencedirect. com/science/
article/pil/BA7 81537 4958660000




ELECTIVE-V
LINTRUSION DETECTION SYSTEM
2.CYBERSPACE OPERATIONS AND DESIGN
3.COMPUTER SECURITY & AUDIT ASSURANCE

BCS747: INTRUSION DETECTION SYSTEM
Credits: 3
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Course Description:

The course aims to equip the students with Intrusion detection and prevention basics and
approaches,

The course includes taxonomy of anomaly detection system, architecture and |ustification of
intrusion detection, applications and tools for intrusion detection, legal issues and
organizations standards.

Course Dutcomes ({CLO):

Upon sucessshul campletion of the course, the students should be able to:
CO1; Describe the intrusion detection and prevention basics and approaches.
C0Z: Explain the taxonomyof anomaly detection system

CO3: Remember the architecture and justification of intrusion detection.
CO4: Apply the intrusion detection applications.

COS5: Explain the legal issues and organizations standards

CO6: Apply the intrusion detection applications.

Course Content

UNIT I
Introduction: Understanding Intrusion Detection = intrusion detection and prevention basics
— 105 and IP5 analysis schemas, Attacks, Detection approaches =Misuse detection — Anomaly
detection - specification based detection — Hybrid detection.

UNITH
Theoretical Foundations of Detection: Taxonomy of anomaly detection system — Fuzzy logic—
Bayes theory — Artificial Meural networks — Support vector machine = Evalutionary
computation = Association rules = Clustering,

UNIT I
Theoretical Foundations of Detéction: Taxonamy of anomaly detection system— Fuzzy logic —
Bayes theory — Artificial Neural networks — Support vector machine — Evalutionary
computation - Assoclation rules- Clustering,
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UNIT IV
Applications and Tools: Tool Selection and Acquisition Process - Bro Intrusion Detection -
Pralude Intrusion Detection - Cisco Security 1D5 - Snorts Intrusion Detection — NFR security

umiTV
Legal Issues and Organizations Standards: Law Enforcement [ Criminal Prosecutions =
Standard of Due Care - Evidentiary Issuss, Organizations and Standardization

Recommended Books / Suggested Readings:

1 Al AGharbani, Wei Lu, MahbodTavallage, —Network Intrusion Detection and Prevention:
Conceptsand Techniques, Springer, 2010.

7. Carl Enrolf, Eugene Schultz, lim Mellander, —Intrusion detection and Prevention||, McGraw
Hill, 2004,

1. Paul E Proctar, —The Practical Intrusion Detection Handbook —, Prentice Hall, 2001

4. AnkitFadia and MnuZacharia, —intrusion Alert]], Vikas Publishing House Pyt., Ltd, 2007

5. Earl Carter, Janathan Hogue, —|ntrusion Prevention Fundamentals)|, Pearson Education,
200,




BTCY705: CYBERSPACE OPERATIONS AND DESIGN LTP
Credits: 3 300

Course Objectives:

This ‘course provides & basic understanding of full-soectrum cyberspace operations, the

complexities of the cyberspace environment, as well as planning, organizing, and integrating

cyberspace operations, The course will conslet of presentations and exercises that will teach

students how to develop a cyber- operations design and bring it to fruition. This course

includes concept of cperations and real cyber capahilities, provides students with the

understanding, tools, and proceszes needed to conduct malware analysis with reat-world

malicious code samples to dissect

Course Dutcomes (CO):

After attending this course students will have the knowledge of following topics

CO1; Understand the Cybarspace Environment and Design

CO2: Prepare and plan an effective oftensive and defensive strategy, as well as evaluate covert

protocols,

C03: Identify the tools, and processes needed to conduct malware analysis with real-world

malicious code camples to dissect.

CO4: Build Cyber Warriors and Warricr Corps

Course Content

UNIT |
Understanding the Cyberspace Enviconment and Design- Cyberspace environment and its
characteristics, Developing a design aporoach, Planning for cyberspace aperation

UNITH
Cyberspace Operational Approaches- Foundational approaches that utifize cyberspace
capabilities tosupport organizational missions, The pros and cons of the different approaches

uNImin
Cyberspace Operations- Network Operations (METOPS), Defensive Cyberspace Operations
{DCO), Offensive Cyberspace Operations (OCO), Defense and Diversity of Depth network
design, Operational methodologies to conduct cyberspace aperations

UNIT IV
Cyberspace Integration- Design & cyberspace operation and integrate it with & loint
Operations plan,Practice the presented methodologiesina practical application exercise,
Building Cyber Warriors and Warrior Corps- The warrior and warrior corps concept as applied
to eyber organizations, The challenges of training and developing a cyber-workforee from
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senior leadership ta the technical workforce

UNITV
Designing Cybor Related Commands- Mission statements, Essential tasks, Organizational
structures, Tablesof organizations
Training and Readiness for Cyber Related Commands- Mission Essential Tasks (METs),
Daveloping the cyber workforee, Plan your own training programs within your organization.

Text books and References:

L Paulo Shakarian et al. “Introduction of Cyber Warfare: A Multidisciplinary Approach,”
syngress, Elsevier 2013,

1. leffery carr &t al, “Inside Cyber Warfare: Mapping the Cyber Underworld” O'Reilly
Publication December 2012.

3. Jason Andress et al. “Cybar Warfare: Techniques, Tactics and Tools for Security
Practitieners” Syngress, Elsevier 2013,

R. A. Clarke, Robert Knake “Cyber War: The Mext Threat ta Natdonal Security and What to Do
About It Haper Collins Publisher 2010,




BTCY706: COMPUTER SECURITY B AUDIT ASSURANCE
Credits: 3
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Course Description:
This course provides the fundamental concepts and technigues in computer and network
security, and latast trend of computer attack and defense.
This course includes overview of information security and auditing, and to expose students to
the latest trend of computer attack and defense
Course Dutcomes (CLO):
1. Describe fundamental concepts of Information security and systems auditing
2. Analyze the latest trend of computer security threats and defense
3. ldentify security weaknesses in information systems, and rectify them with aporopriate
securntymechanisms
4. Explain the security controls in the aspects of physical, logical and operational security
control
Course Content

UNIT |
System Audit and Assurance — Characteristics of Assurance services , Types of Assurances
services, Certified Information system auditor, Benefits of Audits for Organization, COBIT

UNIT N
InternalControl and Information system Audit - Internal Control, Detective control, Corrective
Control  Computer Assisted Audit Tools and Techniques

UMNIT I
Conducting Audit - Standard practices, policies, Audit planning, Risk Assessment, Information
gathering technigues, Vulnerabilities, System security testing, conducting Audits Tor Banks

UnIT IV
Metwork Security and Contrel | Internat Banking Risks and Control , Operating System Risks
and Contral , Operational Contral Overview

UNITV
Business Continuity and Disaster Recovery Planning Control — Databackup/storage,
Developing appropriste Disastar recovering strategy, Business Impact analysis

Text books and References:

1. Information System Audit and Assurance, . P Dube, Ved Prakash Gulati; Tata MeGrawHill
Education, D1-lan2005

2. suditing 1T Infrastructures for Compliance, Martin Weiss, Michael G, Solomon; Jones &
Bartlett Publishers, 10ul-2015
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BCS712: ARTIFICIAL INTELLIGENCE LABORATORY LTF
Credits: 1 002

Course Description:

Thie course aims ta equip the students with the basic concepts of how to use various Al
techniques, This course includes various techniques and algonthms of Al used in general
problem solving, optimization problems, constraint satisfaction probléms, and game
programming.

Course Outcomes (CO):

Upon campletionof this course, tha students will ba able ta

CO1: Explain artificial Intelligence, itscharacteristics and s application areas.

Co2: Formulate real-world problems as state space problems, optimization problems or
constraint satisfaction problems.

C03: Select and apply appropriate algorithms and Al technigues to salve complex problems.
CO4; Design and develop an expert systam by using apprapriate tools and technigques.

List of Experiments;

1. Diefining Al; Turing's test; Weak vs. Strong Al,
2. Applications of Al Agent based approach
3_State space search: DFS, BFS, IDS algorithms
4. Informead search: A* algorithm

5. Optimization problems & Local search algorithms
G Genetic algorithms

7. Constraint satisfaction problems

& Export systems

9. Game playing (adversarial search)

10. Introduction to machine learning




BC5932: COMPUTER VISION LABDRATORY
Credits: 1
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Course Description:

This lab equips learner with knowledge in how computers see and intarpret the world as
humans do; core cancepis of Computer Vision and human vision capabilines; key application
areas of Computer Vision and Digital Image Processing; Machine Learning and Al basics; and
Mora.

Course Outcomes [CO):

Upan successful completion of the course, the students should be ahle to:

CO1: Implement basic knowledge, theories and methods in image processing and computer
Vision,

CO2: identify, formulate and solve problems inimage processing and computer vision.,

CO3: Analyze, evaluate and examine existing practical computer vision systems.

List of Experimernts:

1. Windows and Plots

2. Program to change the Brightness of Image

3. To Flip the image around the vertical andhorizontal line

4, Display the color components of the image Red Green Blue Compaonents of Image

5. Tofind the negative of an image

6. Calculate the Histogram of s given image

7. Histogram Equalization of an image.

8. Program for Image Filtering {low pass filter)i) Average filterZ) Weighted Average filter3)
Median filter High pass filters usingl) Sobel operator2) Laplacian operator

9, Edge detection with gradient andconvolutionof an Image

10, Program to find threshold of grayscale imagea.

11, Program to find threshold of RGB image.

12, Program to estimate and subtract thebackground of animage.

13, Program to convert colorimage to grayand HEY

14 MiniProject.
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LABORATOTY LTP
Credits: 1 002

Course Objectives:

The course aims that the Students will gain practical experience with designing and
Implementing concepts of Kall Linux, In this course students will be able to:

1 Build a test lab wsing Cracle VirtualBox, Kali Linux, and two vulnerable applications: DYWA
and InsecureBank.

2. Classity Windows environments to identify an attack surface.

3. Create persistent access to an exoloited machine and maintain a stabie backdoor,

4, Demonstrate a variety of industry standard penetration testing tools within the Kali Linux
distribution

Course Outcoes |CLO):

Lpon successful completion of the course, the students should be able to;

CO1: Interpretofthe penetration testing standards,

CO2: Build Vulnerability Assessment Tools for System

CO3: Discuss the basic structure of Exploits and Client-Side Antack and privileges escalation.
COd: Apply a mature understanding of various types of penetration testing.

List of Experiments:

1. Download and Configure Kali Linux

2. 5et up of Kali Linux in a Virtual machine and setup with DNS info and collection of local
network.

3. Scan the network for Windows XP and Windows 7 Target machines in local network and
virtual netwark

A |dentify the open parts and firswall rufes setup.

5. Use password guessing tools to guess a password, Use password strengthening tools to
strengthen the password. Try puessing the password and tabulate the enhanced difficulty due
to length of password and addition of special characters

6. Extract password hashes from Windows XPf NT machine. Use a password axtraction tool,
using waord list, single crack or external mode to recover the passwoard, Increase the
complexity of the password and determine the point at which the cracking tocl fails

7. Experiments on 30L injections.

8. Analysiz of WEP flaws,

8. Experiments on Wireless Dos Attacks.

10. Buffer Overflow Prevention

11, Prevention against Cross Site Seripting Attacks,

12, Experiments on Matasploit Framework,

13, Experiménts on CTF.

14 Cross Site Scripting.

15. Cross 5ite Request Forgery.




BSOPA01: MATLAB FOR ENGINEERS
Credits: 3
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Pre-Requisites: N.A
Course Description:
Tha main description of this course i to provide a foundation in programming for engineering
probiem solving using the MATLAR software package. Students will develop the skills analyze
and break down an engineering program and solve it algarithimically using MATLAB, Students
will understand various programming constructs and how they can be used to solve a
computational problam.
This course includes MATLAB fundamentals, Graphics in MATLAB and MATLAB in neural
networks,
Course Outcomes(C0O):
Upon successiul completion of the course, the students should be able to:
COL: |dentify, formulate, and solve engineering problems by applying principles of
engineering, science, and mathematics,
COZ: Apply both analysis and synthesis in the enginesring design process, resulting in designs
that meet desired needs,
Cod: Develop and conduct appropriate experimentation, analyze and interpret data, and use
engirreering judgment to draw conclusions
Course Contents:

UNIT I
MATLAB: &n Cverview, Brief history of MATLAB, About MATLAB, Installation of MATLABE, Help
browser, Arranging the desktop, Basic functions of Matlab, Mostly used symbols in MATLAB,
debugping in Matlab; Bullding MATLAB expressions: MATLAR datatype, command handling,
MATLAB basies.

UNITN
MATLAR Vector and Matrix: Scalar and vector, elementary features in a wector array, matrices,
eigen values and eigen wectors, matrix operations, matrix operators, creating matrix
arrangement, indexing array value, other operations, mathematical operations on array, array
types

UNIT I
Graphics in MATLAE: 20 plots, parametric plots, contour lings and implicit plots, field plots,
multiple graphics display function, 3D plats, multivariate data, data analysis,

UNIT IV
MATLAB programming introduction to M-files, MATLAR editors, M Fles, scripts, functions,
MATLAB error and correction, MATLAB debugger; Digital image Processing with MATLAB
{Image Processing).
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LUNIT W
MATLAB in neural networks: About newral networks, Human and artificlal neuron,
Architecture ofneural netwarks {fead-forward, feedback, network layers), The McCuullach-
Pitts hMaodel of Neuran, The Perceptran, Transfer function, neural network toolbox, Actual
model, applications of neural network,
Text Books:
1. MATLAB* Programming for EngineersiStephen J. Chapman, Thomsan Corporation, 4th
Editlen




BSOPA403; DIGITAL MARKETING
Credits: 3
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Pre-Requisites: N.A
Course Description:
The main objective of this course 15 to educate students in the area of Digital Marketing. Digital
Marketing and Social Media have transformed marketing and business nractice across the
globe: This course provides an understanding of the ever evolving digital landscape and
examines the strategic role of digital marketing processes and tools in designing the overall
Marketing strategyand the Digital Marketing Plan, |t explores the challenges of Interactive
media, the online market place, and the creative challenges of communicating and retention
strategies of customers through these media, the main search engines and the future trends
indigital marketing.
Course Outcomes (CO):
Upansuecessful campletion of the course, the students shauld be able to:
CO1L: Analyse the confluence of marketing, operations, and human resources in real-time
delivery.
CO2: Demonstrate cognitive knowledge of the skills required in conducting oniine research
and researchon online markets, aswell as in identifying, assessing and selecting digital market
oppartunities.
CO3: Explain emerging trends in digital marketing and critically assess the usé of digital
marketing tools by applying relevant marketing theorias and frameworks,
CO4: Investigate and evaluate issues in adapting to globalised markets that are constantly
changing and increasingly networked.
CO5: Interpret the traditonal marketing mix within the context of a changing and extended
range of digital strategies and tactics.
Course Contents:

UNIT |
Intreduction to Digital Marketing: The new digital world - trends that are driving shifts
fromtraditional marketing practices to digital marketing practices, the modern digital
consumer and new consumer's digital journey, Marketing strategles for the digital world-
latest practices.

uNITn
Social Media Marketing -Intreduction to Blogging, Create a biog post for your project. Include
headline; imagery, links and post, Content Planning and writing. Introduction to Face book,
Twitter, Google +, Linkedin, YouTube, Instagram and Pinterest; thelr channel advertising and
campalgns

UINIT 1l
Acouiring & Engaging Users through Digital Channels: Understanding the relatonship
between content and branding and its impact on sales, search engine marketing, mohile
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mizrketing, video marketing, and social-media marketing. Marketing gamification, Online
campalgn management; using marketing analytic tools to segment, target and position;
overview of search engine optimization (SEC),

UNIT IV
Designing Organization for Digital Success: Digital transformation, digital leadership principles,
online F.R. and reputation management. ROI of digital strategies, how digital marketing is
adding value to business, and evaluating cost effectivenass of digital strategies

UNIT WV
Digital Innovation and Trands: The comtemporary digital revolutyon,; digital transformation
framework; security and privatization issues with digital marketing Understanding trends in
digital marketing—Indian and giobal context, online communities and co-creation,
Textbooks:
1. MoutsyMaitl: Internet Mareting, Oxford University Press India
2, Vandana, Ahula; Digital Marketing, Oxford University Press Indiz (November, 2015).
3. Eric Greenberg, and Kates, Alexander; Strategic Digital Marketing: Top Digital Experts Share
the Formuta for Tangible Returns on Your Marketing Investment; MoGraw-Hill Professional
[October, 2013).
4. Ryan, Damian; Understanding Digital Marketing: marketing strategies for engaging the
digital generation; Kogan Page (3rd Edition, 2014).
5, Tracy L. Tuten®& Michael R. Solomon: Social Media Marketing (Sage Publication)




BSOP402: CONTENT MANAGEMENT SYSTEM L
Credits: 3 3
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Pre-Requisites: N.A
Course Description:
Thea course aims taequiip the students to use the thousands of themes and plugins already out
there to design own custom websites by using WordPress,
The course includes CMS and loomla fundamentals and WordPress:
Course Outcomes [CO):
Upan successful completion of the course, the students should be ahle to:
CO1: Appralse the role of content management technologles to organise and present web
content.
CO2: Create and deploy websites using content management systams, including creating and
editing content, creating custom templates or themes, and performing site managemant;
CO3: Examine installation and maintenance considerations for modern websites;
CO4; Extend the functionality of content management systems with Web programming.
Course Contents:

UNIT I
introducing Content Management Systems! Grading and attendance policies, Purchasing and
configuring a domain name and web hesting, Exploring CMS terminology, inciuding open
source, PHE, MyS0L, server-side, client-side; static HTML website, how CMS wab pages are
generated, and so forth,, Wehsite strategy and planning, site mapping, content planning

UNITn
Introduction to Joomia: Installing Joomla, Explaring the Admin Interface, Content creation
using the CAM model, Content customization: images, video, audio, tags, formats, ete.;
Adding and displaying menus, Linking menus 1o articles and other features, Extending
Joomla,Finding and adding Joomiz extensions,Must have extensions for any Joomia
site, Adding and setting up 2 "big" extensions (choose biog, calendar, image gallery, Paynal-
based shopping cart, or portfolio. Other extensions on approval)

UNIT 1
Introductiaon ta WordPress: WordPress.arg vs, WardPrass.cam: Installing WardPress,
Exploring the admin interface, Content creation: Posts vs. pages, Content custormization:
images, video, audio, tags, formats, etc. Extending WordPress As with Joomia, WordPress has
the-ability toextend, by adding functionality to the CMS via plug-ins and widgets. Learn about
working with plug-ins and widgets, including identifying a good plug-in or widget, installing,
and configuring them,

Unit -1v
Plugins:install WordPress Plugins -Installing plugin for SEQ on WordPress website - Increasing
Speed of WordPress websites -Security of WordPress websites -Contact Form for WordPress
websites -Setup Contact us page for WordPress websites -Creating Post and Basics of One
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Page Optimization {5E0),

Unit-\f
Page Creatior:Creabing Page Settings, Domain, Choosing the right domain name, Registering
your domain; Chaosing your hosting services -Comparing various service providers, Choosing
your hosting provider, Painting your domain to hosting provider, Sstting up your Web server,
Installing your WordPress toyour Web server, Transferring Content to Web server
Reference Books:
1. CM5 eBookvLindb [miroram . govin]
2. Web Content Management SYSTEMS, FEATURES, ANDBEST PRACTICES. Deane Barker - PDF
Frea D I




BCS543; DOT NET TECHNOLOGIES
Credits: 3
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Course Description: The coursg aims 1o equip the students to understand the NET
technologies for CF programming, web development and to enable them to design and
construct dynamic and responsive apps for the web. Explain to students the benefits of
using MET technologies and their features. This course includes basics of C#, application
development on NET, web-based application development on MET, and CLR and MET
framework.
Course Outcomes (CO);
Lipon successtul completion of the course, the students should be able to;
C£O01: Describe the concept of .Met Framework and Cit language fundamentals
CO2: Develop the console and GUI applications using Met technology,
C03: Implemeant various controls for Creating a wab Application.
CO4&; Use NET framewaork, tools for develaping applications.
Course Contents:

UNITI
INTRODUCTION TO Ci: Introducing C#, Understanding .NET, overview of CH, Literals,
Warlables, Data Types, Operators, checked and unchecked operators, Expressions, Branching,
Looping, Mathods, implicit and explicit casting, Constant, Arrays, Array Class, Array List, String,
String Bullder, Structure, Enumerations, boxing and unboxing.

UNIT I
OBIJECT ORIENTED ASPECTS OF Ch: Class, Objects, Constructors and its types, inheritancs,
progerties, indexers, index overfoading, polymorphism, sealed class and methods, interface,
abstract class, abstract and interface, operator overloading, delegates, events, errors and
excaption, Threading,

NI
APPLICATION DEVELOPMENT ON NET: Building windows apolication, Creating our own
window forms with events and controls, menu creation, inheriting window forms, 501 and
DI applicaton, Dlalog Box{bodal and Modeless), accessing data with ADO NET, DataSet,
typed dataset, Data Adapter, updating database using stored procedures, SOL Server with
ARG NET, handling exceptions, validating controls, windews application configuration,

UNIT IV
WEB BASED APPLICATION DEVELOPMENT OMN NET: Programming web application with web
forms, ASPNET introduction, working with XML and  NET, Creating Virtual Directary and Web
Application, session management technigues, web.config, web services, passing datasets,
returning datasets from web services, handling transaction, handling exceptions, returning
exceptions from SCGL Server

UNITW
CLR AND ,MET FRAMEWORK: Asseamblfies, Versoning, Attributes, reflaction, viewing meta
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data, type discovery, refiection on type, marshalling, remoting, security,

Recommended Books / Suggested Readings:

1, Herbert Schildt, “The Complete Reference; CH4.07 Tata McGraw Hill, 2012,

2, Christian MNagel et al. "Professional CH 2012 with NET 4.57, Wiley India, 2012.

3. Andrew Troelsen, “ProCit 2010 and the NET & Piatform, Fifth edition, A Press, 2010,

lan Griffiths, Matthew Adams, lessa Liberty, "Programming C# 4.0 Sixth Edition, O"Reailly,
2010




